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INFO TECH sp.].

[0 Experts in the field of communication solutions for power
automation and industrial automation.

[0 Renowned supplier of protocol software libraries and tools
for communication testing and device simulation.

0 As of January 2020, the licensed INFO TECH software is the
basis for implementing IEC 61850 interfaces in the products
of 40 companies and institutions from 15 countries of
Europe, Asia and North America.

[0 INFO TECH offers also:
® Hands-on trainings on IEC 61850 communication,
B Conformance testing of the IEC 61850 interfaces,

B Audits and diagnostics of systems using IEC 61850
communication.
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Product from the renowned supplier of
communication software libraries and
testing tools for automation systems

Other known products from this area:

[0 ProtAn - protocol analyzer for serial asynchronous
communication (RS-232, R5-485)

[0 ProtAn for Ethernet - protocol analyzer for Ethernet
networks

[0 ProTester - simulation tools for master and slave
stations of protocols operating on serial and TCP/IP based
networks

[0 IEC 61850 Software Library (source code)

[0 61850 SCL Runner - simulator of IEC 61850 server
devices based on their description in SCL files
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61850 Avenue toolset

61850 Avenue: set of tool programs for testing IEC 61850 communication,
developed with the use of INFO TECH IEC61850 Software Library

First tool of the package - 61850 Avenue client tool: beta version supplied
to selected customers already in January 2007

First official release: May 2007 (together with the server program 61850
Relay Simulator)

Updates and functional extensions in the following years

GOOSE toolset: added in January 2008

Sampled Values toolset: added in December 2011

File Transfer toolset: added in February 2012

61850 Avenue 2.0: released in April 2013

Added support of Edition 2

Added message logging

Update of IEC 61850 client GUI: version 2.1 released in April 2018
Routable GOOSE and Routable SV options added in September 2019

OoO0o0o0oooOoOo O o 0O

The name 61850 Avenue was adopted to the whole toolset package.
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Awarded product

[0 INFO TECH IEC61850 Software Library (source code) together
with the testing and simulation toolsets (61850 Avenue and
61850 SCL Runner) — was honored with a prestigious award -
Honorable Commendation of the International Power
Industry Fair ENERGETAB 2017
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Wide applicability of the toolset

[0 Suitable for:

testing devices and systems with IEC 61850
communication,

commissioning of IEC 61850 based systems,

development projects implementing IEC 61850
communication,

verification of product conformance with the IEC 61850
standard,

practical learning of the IEC 61850 standard.

0 Truly easy to learn and apply ...

0 All programs include the context help function
invokable with F1 key.
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61850 Avenue

Your safe and easy road to learn and use the
IEC 61850 standard.

Welcomel!
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Installation procedure

Supported platforms:

PC running

MS Windows Vista reach higher
or newer (7,8,10)
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To install the software

From the supplied CD: possible start in autorun mode.

Alternatively: invoke the program start.exe

61850 Avenue
61850 Relay Simulator
GOOSE Toolset
HASP
ICDEditor
msi 3.1
5V Toolset

B autcrun.inf

D config.xml

F [Tico

"L License.pdf

l"r- start.exe

INFO TECH
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License

[0 Before installing the software please learn
and accept the licensing terms described in
the paper note attached to the CD and/or in
the file License.pdf

[0 Please acknowledge the following notice concerning
the USB license key:

B The supplied license key represents the value you have
purchased. Please take care of it and protect it from losing
or damaging like any other object of value. Please
understand that we cannot replace lost, corrupted or
physically damaged keys.
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Installation steps

[0 After starting the installation program the following list of
documents, applications and drivers will be displayed - it is

possible to install only selected tool programs and omit those
which will not be used.

0 At first, begin with viewing the license agreement.
61850 Avenue Toolset Installer (%]

Double click item to execute action

Yiew INFO TECH Software License Agreement,
View “Head Me™

61850 Avenue

61850 Relay Simulator
61850 ICD Editor
GOOSE Toolset
Sampled ¥alues Toolzet
HASP HL drivers

IN¥O TECH
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Third party components

[0 HASP HL drivers - to manage the USB license key

[0 WinPcap 4.1.3 used by Relay Simulator, GOOSE
toolset, SV toolset (alternatively, it is possible to
use Win10Pcap or Npcap if already installed)

INFO TECH

your partner in R&D

13



IEC 61850 client tool
(61850 Avenue)

lecich Rignen
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Initial view after the first start-up of
61850 Avenue client

Servers — window with the list of
server devices to communicate

with. \
Properties — window with the list

~

i-' 61850 Avenue

Server  Connection  Window  Help

mERA ST LES

of connection parameters of the
selected server (connection
parameters can be saved in the

configuration file). \
Main operation view — for

folders with server data models.

Log view — chronological view of
operations (commands,

responses and events) occurring
during the interactions with

server devices. \

=4l | =
Log I x
OE D
Time Server Message
12:02:20.249 Program started
~h

|nglam started
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Connection to a new server device
with data model browsing

F 61850 Avenue - New [EC-61850 server [127.0.0.1]

Server  Connection  Window  Help

B MNew Ctr+N | n
@ Open Ctrl+ 0

%, Delete Del | Mew (Ctrl+N]

H  Save configuration  Ctrl+5

& Connect

Exit

From Server menu select
New command to define a
new server device.

INFO TECH
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F *61850 Avenue - Mew [EC-61850 server [127.0.0.1]

Server  Connection  Window  Help

A=
= Main
Mame MNew IEC-61850 server
Address 127001
Port 102
= Remote OS] Parameters
AE Qualifier 12
Application 1D 1.1.1.999.1

05l Presentation Selector 00000001
051 Session Selector 0001
OS5 Transport Selector 0001

E Substation Configuration

|IED name
RCE Indexing Default
SCL File Name

B Authentication
Mechanism Name None
Password

= Local 0S| Parameters
AE Qualifier 12
Application 1D 1.1.1.999
Application Timeout [s] 10

Max. MM5 Frame Size 65280

A new server |IED with the

name New IEC-61850 server
and IP address [127.0.0.1] will
appear in Properties window.

Address

Intemet Protocol Address of remote device
(IPv4, IPvE or name).

F 61850 Avenue - New IEC-61850 server [127.0.0.1]

Server  Connection  Window  Help

L T = L O ORI [II'

L R 5 &f L

& Mew |[EC-61850 server [127.0.0.11*

* after the name of the IED
server device means
unsaved configuration.

16



Assigning target name and IP address
to a new server device for browsing

¥ 61850 Avenue - Tested_Relay [127.0.0.1]

Server  Connection  Window  Help -

— r 6128530 Avenue - Tested_Relay [127.0.0.1]
In Servers window write a: B u; & Server Connection  Window  Help
the target device name in = Servers 7
place of default New N B BE
IEC-61850 server and = i Lee] Les] LS9A

. e ] - Tested Relay[127.0.0.1

the target IP address in PR Tostod_Feiay

Address 127.0.0.1
place of 127.0.0.1. Pot 102

El Remote OS] Parameters
AE Qualifier 12
Application D 1.1.1.999.1
QS| Presentation Selector 00000001
(051 Session Selector 0001
(05 Transport Selector 0001

E Substation Configuration
IED name

RCE Indexing Default - -

e Now the client-server connection can be
Hochaorien e Mone established: in Server window from

B Local OS] Parameters .
AE Qualr 12 context menu of the selected device
Application D 1.1.1.999 .
Aopication Tmeout 5] 10 invoke the command Connect

Max. MMS Frame Size 65280

Name
Mame of the server for easy identification.
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Server device data model displayed
after connecting and browsing

Fast exploration of the
server device data model.
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r 61850 Avenue - Tested_Relay [127.0.0.1]

Server Connection  Window  Help

SN T BF O A A AR ICSY - IS,

Tested _Relay [127.0.0.1]

=l Tested Fvlelai 127.0.0.1 | -

i@ Assodation
=~ LD DemoMeasurement
- LM LLND
[#-LN LPHD1
= @-LN LpMHATL
[+~LN I3pMMXLI1
B Main & . [E-LN U3pMMKL2
Mame Tested Relay =-[L0] DemoProtCtrl
Address 127.0.0.1 FE-LM LLMO
Port 102 @-LN LPHD1
E Remote 05| Parameters LM DIGGIO1
AE Qualifier 12 LN I3GPTOCL
Application |0 1.1.1.9991 ...|_|,| I3CHFTRCL
05| Presertation Selector 00000001 ...|_|,| Obj1CsWI1
05| Session Selector 0001 ...|_|,| Obj1XCER1
05| Transport Selector 0001 ...|_|-,| ObjTeswI1
B Substation Configuration - Obj3CSWI2
|[ED name Fe-LM Obj3XCBR2
RCE Indexing Default
Sl File Mames
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Connection to a new server device
using its SCL description file

F 61850 Avenue - Tested_Relay [127.0.0.1]
Server  Connection Window  Help
w New Ctrl+N P Invoke Open command and select an SCL file
@: Open 0y describing the server device.
B, Delete Drel ] ‘
H  Save config| Show from file (Ctrl+0) |~ Servers found =
&  Connect el
. Show Connect IP Address IED' Name File Walidation
Show offline
W 127.0.0.1 Dema CalUsers‘\michal \Deskto... |OK
Mowe Up
Maowve Down
Hay
Exit
For UL
| Open schema validation log oK | | Cancel

After selecting the file set check boxes:
- Show - to display the server preview (offline mode),
- Connect - to automatically connect to the server.
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Explanation of Show and Connect options

After selecting the Connect option, the
client will be automatically connected to
the server.

When the Show option is checked, the

F 61850 Avenue - Demo [127.0.0.1]

Server Connection  Window  Help

Senvers

EaEmA f0

g | Demori2z004] > [
LoD

- (@ Assodation
=-[LD] DemoMeasurement

device data model will appear in the ==
Main operation view.

INFO TECH
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. [E-LN LLND
. [@-LN LPHD1
E=2| A : i [#-LN I3pMHAI1
B -E_J' | = =W | N T3OMMNUL
E Main ~ - LN U3pMMXU2
Mame Demo =1-LD DemoProtCirl
Address 127.0.01 LN LLMO
Port 102 G-LH LPHD1
E Remote 051 Parameters ...|_||,| DIGEIO1
AE Qualifier 12 LN I3GtFTOC1
Application |D 1.1.1.999.1 H-LN I3GtPTRCL
05| Presentation Sel 00000001 ...|_|,| Obj1CsWI1
05| Segsion Selector 0001 ...|_|,| Obj1¥CBR1
05| Transport Select D01 ...|_|,| ObjZXsWI1
B Substation Configuration ---LH Obj3cswIz
|ED name LN Ohj3XCER2
RCR Indexinn Nef anlt




Connection establishing after
importing SCL file

Click Connect icon to connect with the device in the
network
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. — < ~
and then Refresh Current Object on LD, LN or DO/DA ;:. & & @ ‘ﬁ‘ R
level to read data. — ‘
r 61850 Avenue - Demo [127.0.0.1]
Server Connection  Window  Help /‘;T, ffq ‘B '] Find /.\
o . L
T e e o o ! Demo [127.0.0.1] 1@ Assocation | M i
g - ; s Refresh Current Ohject
. r .= o
e e o 3 |l et &
- s Ci:; £ H & " 2| | e S ﬁq ® ‘m e Find... . [E-LN LLND
E-Dema HZ20 . G-LN I3pMHAIL A || Name FC  Value
G-LN 13pMMXUL B DemoProtCtrl/Ob.. ST {stVal= {interr
. [E-LN USpMMXU2 B DemoProtCtrliOb.. ST {stVal= {interr
_ E-LD DemoProtCtrl B DemoProtCtiiLL. ST {stVal=false.
= N B DemoPretCtrili3.. ST {stVal=D, g=0l
8 Mai | i B DemoProtCtli3.. ST {general=false
B Main | - 0 Beh a :
Mame Demo H  DemoProtCirl/13... ST {general=false
i D Health B DemoProtCtrild.. ST {general=false
Address 127.0.01 - D MamPlt o :
Port 102 am H  DemoProtCrliOb.. ST {stVal={interr
i - I Loc E  DemoPretCirl/Ob.. ST {stVal={interr
= Ha;ute 0sl PEI'EI'thm ----- DS D51_Disconnector
AE Quaitier BIG}0S2 Protection _li
"'I"J_:'I:Ilil:-ai:ic'!'l |E-' 11.1.995.1: _____ DS DSSGDDSE - Off Ilne mOdel
OS5l Presertation Sel 000DDDOT ||| | | . DS D54_GOOSE browsing possible.
05] Segsion Selectm QOO | ] P i BR brchboi
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Data model view

True data model as
defined in IEC 61850-7.

No confusion with MMS
Named Variable space.

The tool can maintain
connections to multiple
server devices.

INFO TECH

your partner in R&D

T Ohi1eSwWTA

Demo [127.0.0.1]
;9’ ﬁ’q @) ﬁ e Find... NV
- @ Assodation A | | Name FC  Value
E|---L!] DemoMeasurement Mod {stval=0, g=0000000000000 {Gocd, Pr...
FE-LN LLND Beh {stVal=0, g=0000000000000 {Good, Pr...
LN LPHD1 Health {stVal=0, g=0000000000000 {Good, Pr...
E-LM 13pMHALL MamPlt {wvendor=INFO TECH, swRev=1.0, d=C...
LN 13pMMXUL B A {phsA={cVal={mag={f=0}}. q=00000000...
D Mod phsA {eVal=imag={f=0i}, q=0000000000000 ...
...... D Beh phsB {cVal={mag={f=0}}. g=0000000000000 ...
...... O Health 2 phsC {cVal={mag={f=0}}. q=0000000000000 ..
oD NamPlt cWal M¥  {mag=if=0}}
E- DA 3 Mx 0000000000000 {Good, Process)
- D phsA t Mx  1970-01-01 00:00:00.000
------ D phsE units CF  {SlUnit=4}
----- {O] d DC  Phase C current
LN U3pMMxL2 d OC 3 phase current
=-LD DemoProtCirl
G-LN LLND
G-LN LPHD1
LN DIGGIO1
LN I3GtPTOC1
LN I3GtPTRC1
L b
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Possible simultaneous connections
with multiple servers

In Main operation view the =
. r 01830 Avenue - Demo [127.0.0.1]
tabs of server devices can be S e

arranged as preferred by the 7 RegrTestEd [192:168.11.157
tool user. Bl e AORT « IFS TS AV
- g es 92.168.11.157
Demo [127.0.0.1] x RegrlestEd] [192.168.11.157] @ Association | — FC
S «J @ ﬂ- L B & 9 .ﬁ. i 2eqrTestEd] [192.168.11.157)* (LD DemoMeasurement E Mod (st
; o 3 Find... eaqr 2 i : y :
s el oo "—/ - RearTestEd1 [192.168.11.157) # Beh (st
@ Association A || Mame o @ Assodation Name @'"L" Ll ¥ Health {st
---LD DemoMeasurement B Mod E;-J---LD RegrTestEd IMUO1 @"'L" I3pMHALL E NamPlt fve
[-{CH] LLNO ® Beh [-LD RegrTestEdMeasurement = L:" I3pMMxUL
[#-LM LPHD1 B Health [-LD RegrTestEd1ProtCirl Ql | j i+ D Mod
[N T3pMHATL B hani _ D Beh
E-LN T3pMMXU1 an n D Health
i D Mod ame Demo D NamPlt
D Beh {dress 127.0.0.1 B-D A
D Health ot 102 i D phsA
D MamPit emote 0S| Parameters D phsB
= Qualifier 12 -0 phsC
) [Je ][] yplication, 1D 11.1.999.1 LN USpMMXU2
e - 5l Presentation Sel 00000001 5-LD DemaProtCtrl
FLN UspMMxuz 51 Session Selectol 0001 @---LH LLND
3|Tran_s|:'ort Select l]l]l]_T ELH LPHD1
sbstation Configuration @---LH DIGGIO1
~ E]I'Iarn:': . Demo @---LH I3GtPTOC1
A _B Indexing Default LN I3GHPTRCL
= “L File Name : i v
: G _ , -1 M OhilcswT
Sequence Number: | Data > 4 = Sequence Number: l:l Dat thentication
wufer O ion oy schanism Ma None
= [ Buffer Overfiow  Configuration # [[] Buffer Overflow Configuration .,S.:;.I;m ame ! | S |:| PataEas I:
Entry Identifier: Entry Identifier: T
scal OS5l Parameters £ ] Buffer Overflow  Configuration Revision: I:I i
| Bata Reference | Data Reference = Qualifier 12
< > < > plication |0~ 1.1.1.999 . Enryfentfie:| | TmeofEnmry
& = = X = Data Reference FC
. - Intemet Protocol Address of remote device
INFO TECH —

your partner in R&D
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Reporting function in IEC 61850

Reporting services as
defined in IEC 61850-7-2.

Reporting configuration
can be invoked from the
context menu of a chosen
rcb or using the program
icon.

~

. Find...

PO

e
Parameters... hptID
INFO TECH

your partner in R&D

‘ [5-LD DemoProtCrl

Demo [127.0.0.1] x L
e
IO~ AV
E]LI] DemoProtCirl A || Name FC  Walue
=4-LM LLMNO RptiD ER
..... D Mod RptEna ER falze
""" D Beh DatSet BR DemcProtCtrl/LLMND.DS1_Disconnectar
----- 0 Health ConfRev BR 1
""" D MamPit ®  DptFlds BR 0111111110 {segquence-number, report...
----- b0 Loc BufTm BR 1000
----- DS D51 Disconnector Sghum ER
""" 05 D532 Protection ® TrgOps BR 011111 {dats-change, guality-change, ...
----- D$ DS3_GOOSE IntgPd BR O
\ ----- D$ DS4_GOOSE Gl BR false
a =
\ ri 7 Report Enable 32 e
""" RPN £  Parameters... ry ER
----- RF urc
_____ 60 o Purge Buffer
..... G0 gd =ral [
..... L
%% (et BRCB Values
:iit = Sequence Mumber: I:I Data Set: | |
# [] Buffer Overflow Configuration Revision: | | D | |
Entry Identifier: | | Time of Entry: | |
= = | [izts Reference FC Walue : |
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function

Configuration of the reporting

BR / RP: dedicated
windows for review and
modification of reporting
parameters of BRCB /
URCB.

INFO TECH

your partner in R&D

ﬁ Demo [127.0.0.1]: DemoProtCel/LLNO.breb (1

Report |dentifier: |

Data Set Reference:

Corfiguration Revision: 2

Buffer Time [ms]: | 1000
Sequence Mumber: 0
Optional Fields

Data Reference
Buffer Overflow
Entry Identifier

Sequence Number
Report Time Stamp
Reason For Inclusion
Data Set Name

Apphy Enable &

DemoMeasurement/LLMN0D.DS2_All

Integrity Period ms]: |0 |

Entry Identifier:
Time Cf Entry:

Configuration Revision

Refresh

|0000000000000000 |

-Ing_ n-I n-I ey Ny N
Joa-U | -U UUTUUIOU DU

Trigger Options

Data Change (dcha)
Quality Change (gcha)
Data Update (dupd)
Integrity

General Intemogation




Selection of dataset for reporting

Selection from dropdown
list of all datasets present
in the device.

The list results from the
imported or explored
device data model and
includes also dynamically
created datasets.

INFO TECH
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ﬁ Demo [127.0.0.1]: DemoProtCtrl/LLMO.breb (01

Report Idertifier: |

Data Set Reference: DemoMeasurement /LLND.DS2_All

Configuration Revision: DemoMeasurement/LLN0.0S1_Measurement

Buffer T i DemoMeasurement/LLN0.DS2 Al
er Time [ms]: DemoProtCid/LLND.DS1_Disconnector
DemoProtCtd/LLND.DS2_Protection

Sequence Number: DemoProtCtd/LLND.D53_GOOSE
__ |DemoProtCii/LLND.DS4 GOOSE

Optional Fields
Sequence Mumber Data Reference

Report Time Stamp Buffer Overflow
Reasan For Inclusion Entry Identifier

Data Set Name Corfiguration Revision

Enable 3

Refresh

T gET OIS

Data Change (dchg)
Quality Change {gchg)
Data Update {dupd)
Integrity

General Intemogation

Close
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Activation of the reporting function
and reports viewing

Report control block (BRCB or URCB) can be
enabled by invoking Report Enable command from

----- 0§ D4 _GOOSE || Gl

_____ BR brc = Report Enable

----- RF urc £f  Parameters... P

----- RF urc

Purge Buffer

..... Gu gd: g

..... Gu gd:

..... S[; SG[

&% Get BRCB Values
=l

= == =]

% [y LD

# Report ID Reason code
] DemoMeasurementLLNOSER Sbrch01  data-update 20
1 DemoMeasurementLLNOSER Sbrch01  data-update 20
2 DemoMeasurementLLNOSEBR $brch01  data-update 20
3 DemoMeasurement/LLNOSER Sbrch01  data-update 20
4 DemoMeasurement/LLNOSBRSbrcb0 1 data-update 20
5 DemoMeasurement/LLNOSBRSbrcbl 1 data-update 20
< >

the context menu or using the program icon.

‘ =-LD DermoProtCir A

= LN LLMO Report Enable

0 Mod

Sequence MNumber: D Data Set: |DemnMEasurement,.'1_LNDEDS1_Measurement |

Buffer Overflow Configuration Revision: |1 | ID: |DemDMeasurement,."LLNDEBREbrcb[|

Entry Identifier: |nnnnunnnunnnunn1 | Time of Entry: |2018—06—26 10:49:42,593 |

Data Reference
= DemoMeasurement/|3pMHAIT.HA
g
phs&Har [0].mag.f
i phsfHar.[1l.maaf

FC

Mx
Mx
Mx
Mx
M

Walue ~

Feason code: dats-update
0000000000000 {Good, Process}
2018-06-26 10:45:42 527 [Leap Se...

]

100 w7
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Incoming reports are displayed in a traceable list.
A selected report content can be easily viewed.



List of reports

All incoming reports are collected into
a list and presented with the following
information:

# - report number in the list,

Report ID — report identifier,
Received — reception timestamp,

SN - report sequence number set by
the reporting server (other formats in
case of segmented reports:

SN.s - where s is a segment number,
SN.sF - where s is a segment
number and F indicates the last
segment),

Data Set — reference name of the
dataset used for reporting,

Details off/on — show/hide the
details of the selected report.

INFO TECH
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Demp [127.0.0.1] X

Y ﬁ,q ® ﬁ- e Find... AN
- i@ Assodation || Name FC  Walue
FlLD DemoMeasurement RptiD ER
[=LN LLMO RptEna BR  4riie
""" D Mod CratSet BR DemoMeasurement/LLNOSDS1_Measurement
""" n:igeh ConfRev ER 1
""" D Health *  OptFlds BR 0111111111 {seguence-number, report-time-stamp, reasen-for-inclusion, .
""" D NamPit BufTm ER 100D
----- D5 DS1_Measurement Sillum BR 1
""" D% D52 Al ®E  TrgOps BR 011111 {data-changs, quality-change, data-update, integrity, general-inter...
B Brchiod IntoPd ER 0
""" BR: Brchiy? Gl ER falss
""" RP urcbo1 PurgeBuf BR false
""" RF urch02 EntrylD BR  0DDOOD00DOOCO0DT
b= LN -LPHOL TimeOfEntry BR 2018-05-26 10:43:42.533
[#-LN I3pMHAIL
[#-LN I3pMMXU1
[#~LN U3pMMEUZ
[#-LD DemoProtCtr v
D‘x EI* E Sequence Mumber: D Data Set: |DemoMeasurementﬂ_LNUS_DSl_Measurement |
: Report ID R Buffer Overflow Configuration Revision: D: |DemoMeasurement,ﬂ_LNDSBRSbrd:(|
0 DemoMeasurement/lLNOSBRSOrAb01. datat) gy qientfier: Time of Entry: [2018-06-26 10:43:42.593 |
1 DemoMeasurement/LLNOSBRSbreb01  data-
2 DemoMeasurement/LLNOSBRSbrcb01  data-t Datz Reference FC Value "
3 DemoMeasurement/LLNOSBRSbrcb01  data<| | DemoMeasurement/|3pMHAIT HA M¥,  Reason code: data-update
4 DemoMeasurement/LNDSERSbreb01  data E g M, | DODQODD000000 {Good, Process}
5 DemoMeasurement//I0SBR Sbrcb01  data- t MX | 209P-06-26 10:49:42.527 [Leap Se...
- phsAHar [0lmag f MY D
< b3 - phsAHarMlmaof X il

\

List of reports

Detailed view of
selected report

28



Report detailed content viewing

For each report from the list its detailed content can be
examined. The following information is presented:
Sequence Number — report sequence number set by the
server,
Data Set — reference name of the dataset,
ID — report identifier,
Buffer Overflow — indication of buffer overflow
occurrence (for reports from BRCB only),
Configuration Revision — version of RCB configuration,
Time of Entry — time of report generation (report time
stamp — equal to Time of Entry for BRCB),
Entry ldentifier — report identifier (for reports from
BRCB only),
and the view of reported data including:
+ reference name of reported data (Data
Reference) with functional constraint (FC),
* reason (Reason Code) of including data in the
report,
* names and values of data components.

INFO TECH
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Sequence Number: ()

Configuration Rewision

Dats Reference
= DemaProtCiriObjICSWI1 . Pos
stifal
q
t
x DemoProtCirl O 3C5W12 Pos
+ DemoProtCerl/LLND Lo stVal
= DemoProtCerlN3GIFTOCT. Sar
general
dirGenersl
q
t
¥ DemoProtCEl1IGIPTOCT Op
= DamoProtCerl13GHFTRCY Tr
general
q
t
= DemoProtCyl Ok 1XCER1 Pos

siival

= DemaProtCrlObNCEBR2 Pos
stval

a

£

Data Set:  DemoProtCii/LLNOSDS2Protection

ID:  DemoProtCid/LLNO AP unch2

Tima of Enlny: 20130206 17,04:57.088

Walue
Reason code: general-interrogation
10
BOO00OD000000
2013-03-28 10:06:58 755 [Time
Resson code: genarzl-interrogaton
Resson code: genersl-interrogation
Reason code: ganeral-interrogaton
False
3
0000000000100
1970-01-01 0@:00-00,000 jClock
Reason code: general-interrogaton
Reason code: general-interrogaton
False
QO00D0D00T00
1970-01-01 0-00-00.000 [Clock
Reason code: general-intesrogation
10
0000000000000
2071 3-01-25 10-08-55.755 [Time .
Reason code: general-interrogation
10
DODDOOO000000
2013-01-28 10:06:58 795 [Timea
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Data model view updates by reports

Data values received in reports update also the view of the data model. The
name and value of each updated data is emphasized using blue font. The
same visualization is applied to updates obtained upon read requests.

< Demo [127.0.0.1] - X

Al - IS

i @ Association A | Name IFC “alue l
[#-LD DemoMeasurement H Mod [stval=on, g=0000000000000 {Good, Process), t=1970-03-20 23:44:47 057 [Time A_.
=-LD DemoProtCtrl H peh {st¥al=on, g=000D0000000D0 {Good, Process), t=1970-03-29 23:44:47 067 [Time A_.
G-LN LLNO # Health {stval=Dk, g=0000000000000 {Good, Process), t=1970-03-29 23:44:47 067 [Time ...
G-LN LPHD1 B NamPlt {wendor=INFO TECH, swRev=1.0, d=0Overcurrent protection [=}
[ LA e 2 &y [general=false, dirGeneral=unknown, g=0000000000000 {Good, Process}, t=1970-0...
E-LN I3GIFTOC1 general 5T falze
""" D Mod dirGeneral ST unknown
""" D Beh a ST 000000000000 {Good, Process)
""" D Health t ST 1970-03-29 23:44:47 067 [Time Accuracy = 10 bits]
""" D MNamPit # Op lgeneral=false, g=0000000000000 {Good, Process), t=1970-02-29 23:44-07 080 [Ti..
[0 B TmACH {seiCharact=)
""" D COp ' Siryal [setMag={f=0}, units={SlUnit=A}}
----- O TmACrv
----- D Stral
[#-LM I3GHPTRC1
[-LN ObjicswIi
[+-LM ObjlXCER1
[#-LM ObjZXSWI1 v

INFO TECH

your partner in R&D
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Control services in IEC 61850

Demo [127.0.0.1] ]

ﬁgﬁr O S

DemaoMeasurement
DemoProtCir
~LM LLMG

~LH LPHD1

~LH DIGGIOL
-LM I3GHPTOC1
-LM I3GtFTRC1
LN ObjiCsWIi
..... D Mﬂd

..... D EEh

----- D Health
----- D MamPlt
..... |] LDC

..... b OpCntRs

ctiModel

~{D] E{E Control...

+-LM Obj1X

+-LM Obj3C
+-LM Obj3X

B
LM Obj2x! £ Get Data Values
g Set Data Values

Name | Fc | value
Mod {=tVal=on, g=0000000000000 {G
Beh {=tVal=on, g=0000000000000 {G
Hesalth {stVal=0k, g=0000000000000 {G
MamPlt {vendor=INFO TECH, swRev=1.1
Loc {stVal=false, g=0000000000000 |
OpCntRs {stVal=0, g=0000000000000 {Go
= Pgs {0per=ictlVal=falzse, origin={orC;
Oper CO  {ctlVal=false, origin=lorCat=not-:
stal ST 00 {intermediate}
g ST 0000000000000 {Good, Process)
t ST 1970-02-07 04:02-50.067 [Time £
CF

direct-with-enhanced-security

Services as defined in IEC

INFO TECH

your partner in R&D

™

1850-7-2.

Control services can be
invoked in the context

menu of the data model

or using the program icon.

Demo [127.0.0.1] |
;Sf Jo @{& g,

..... D Mod

..... b0 Eeh

----- D Health

----- D MamPlt

..... I] an

..... DIJCFItRS

lII

+~LN Objl{CBR1
+-LN ObjZ{SWI1
+-LN Obj3CswWI2
+-LN Obj3XCBR2 W
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Control models and control
command parameters

Control command window

CO shows:

« present status of an object to
be controlled,

» parameters of control
command,

* buttons for control procedure
steps in accordance with
assigned control model,

* log of the control procedure
performance with client
requests, server responses
and reports with control results.

INFO TECH

your partner in R&D

® ) Demo [127.0.0.1]: DemoProtCtrl/Obj1CSWN .Pos

Status Infarmation

Value: |ﬂ1 {off}

Cuality: |ﬂDDDﬂDDDﬂDDDﬂ {Good, Process)

Time Stamp: |2'D'IBJD3-ZE 13:14:14.016 [Leap Second Known][Time Accuracy = 10 bits] |

Control
Walue: on frue)
Time
Time Stamp: [2018-03-26 15:14:21
Orginator

EE

Cortrol Mumber: |0

E~ | [ ] Use Cument Time

4k

[] Test
Check
[ Synchrocheck

Category: |remote-contral v 1d: [coasose2 | [HEX | [ iterock Check
o

Log

Time Service Message
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Control commands in test mode

The tool user should be
aware of consequences of
sending control commands
to devices.

When a server device is
intentionally switched to
TEST or TEST-BLOCKED
mode, it is possible 10 Sel mm—
Test flag for control
commands and perform
control operation as
specified for this mode.

INFO TECH

Status Infarmation

® ) Demo [127.0.0.1]: DemoProtCtrl/Obj1CSWN .Pos

Value: |ﬂ1 {off}

Cuality: |ﬂDDDﬂDDDﬂDDDﬂ {Good, Process)

Time Stamp: |2'D'IBJD3-ZE 13:14:14.016 [Leap Second Known][Time Accuracy = 10 bits] |

Control
e ——al w Control Number: |0 =

Time

Time Stamp: |2.|}1g.-|}3,25 15:14:21 [E~- | [] Use Cumrert Time E;ﬁ

Orginator [ Synchrocheck
Category: | remote-cortral «| 1d: [coas0862 | [HEX | O] tefock Check

ele & ele Operate Cance Refresh

Log

Time Service Message

your partner in R&D
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Tracing control commands
performance

If the new controlled

Status Information

® 0 Demo [127.0.0.1]: DemoProtCtrl/Obj1C5WI1.Pos

Value: A’lfﬂ {off}

object position is
reported, the status=
information will be
updated in the CO
window and in the data
model view.

Command execution
and its result are easy
to trace in the log.

INFO TECH

your partner in R&D

Qualty: | 0000000000000 {Good, Process} |

Time Stamp: |2'|]'IH-D3-Z'E 13:14:14.016 [Leap Second Known][Time Accuracy = 10 bits] |

Control
Walue: |un ftrue) v| Control Mumber: |0 =
Time
Time Stamp: |2ﬂ15,ﬂ}zﬁ 15:14:21 [E | [] Use Cument Time E;ﬂ
Orginater
[] Synchrocheck
Category: | remote-control Id: |CﬂﬁEﬂE'EE | |HEK v | [ Irtedock Check
Select = sele Operate Cance Riefresh
S -
Time Service Message
03:15:353593  Operate Request (ctlValue true)
03:15:35426  Operate Response positive
03:15:35427  Command Term. Positive (ctiValue true)
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Creating dynamic data sets

Demo [127.0.0.1]

Persistent — created in LN context

;Sf ﬁq @ _‘;-ﬁ- e Find..

INFO TECH

your partner in R&D

1@ Assodation Name
---LI.'I DemoMeasurement Mod
EI---L_I.'I CemaProtCtrl Beh
G#-LH LLNO Health
G-LN LPHD1 NamPit
[#-LN DIGGEIO1 Sir
EEED |Iu 05 Create Data Set
""" 0B &+ Refresh
..... I] H
_____ DM Get All Data Values
""" D5 Refresh Data Sets
..... I] Dp
----- O TmACry ||

W-LD C D§ Create Data Set

IEILD DEIIWIULL-IJI
f-LM LLMOD

LM LPHD1

LM DIGGIO1
LN I3GtPTOC1
LM I3GtPTRC1
LM ObjlcswI1
LM Obj1XCBR1

Non-persistent — created in Association context

| Demori2700.11 >
FAACet - IS
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Steps of defining a new dataset

command from context menu or by drag-and-drop operation.

Bemo [127.0.0.1] *

-

Demo [127.001]" Create dataset - 1 X

S ﬁq 2 ﬁ e Find. AV Data Set Reference
. Scope:  DemoProtCidA3GPTOCT
- @ Assodiation Mams FC  \alue Name: |NewDataSet
@..-LD DemoMeasurement E  Mod {=tVal=0, g=D0000D0! :
LD DemoProtCird ¥ Beh {stVal=0, g=DD0D000C Data Set Members
LM LNG H  Heslth {stVal=0, g=D00ODODDC
i ® NamPit {vendor=INFO TECH Name FC
(LN DIGGIOL H s {general=false, dirGe Demo ProtCtAA3GPTOCT Op ST
=-LN I3GHFTOCL = D;‘J {gﬂnemi=fa!se. l.'Fﬂ[H:
""" 0 Mod general ST false
""" D Beh E q ST 00OD00DODD00D {Gox
""" D Health t ST 1970-01-01 DO:00:00.
""" D MamPit H TmACrv {setCharact=Multiline
""" o EE ®  Stryal {setMag=l{=50}, units
_____ p 1, D8 AddtoDataSet b DemoProtCtr/I3GtPTOCT. NewDataSet |
""" D A &2 Get Data Values [
[#--LN I3GtP.
[#~LH Obj1CSWI1 H

Upon invoking Create Data Set command a dedicated windoOw POPS  peme [127.00.1] % Create dats set
up to enable dataset definitione. The created dataset can be given a
name and its elements can be selected from the data model by the

Data Set Reference

Scope: |DemoProtCtd/13GtPTOC

Mame: |MewDataSet

Data Set Members

MName

Demo ProtCtr 1 3GtPTOCT Str
Demo ProtCtd/13GtFTOCT Op
DemoProtCtd A3GtPTRCT. Tr

5T
5T
5T

When the list of elements is complete

I N .r-o TECH press Create button — a command will

your partner in R&D be sent to the server device.

Create Cancel
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Activation and edition of Setting

Groups

The data model of a server

device implementing setting
groups includes a Setting
Group Control Block object

. ;@ Assodiation
(SGBC), placed alwayS n +-LD DemoMeasurement
: —-LD DemoProtCirl
LLNO logical node. L LING
SGCB attributes: |~ D M-:hd
..... D BE
e NumOfSG-howmany | = _ D Health
setting groups are D NamPl
|nC|Uded |n the IOg|CaI ----- DS D51_Disconnector
device (LD). ey
» ActSG-whichsetting | -~ DS D34_GOOSE
P —————————— A N T BR brcboi
group (number)is | BE brch2
currentlyinuse, | =~ RP Lrcb01
. : b b RPF urchid2
« EditSG — which setting | 60 geb1
group is currently jjj%@&é
available for editing #1-LN LPHD1

values.

INFO TECH

your partner in R&D

]

ﬁq (_.jﬁ e Find...

Mame
NumOfSG
ActSG
EditSG
CnfEdit
LActTm
ResvTms

FC

Yalue

SP 4
SP 1

SP
SP
SP
SP
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Operations on SGCB

SGCB context menu allows

Demo [127.0.0.1]

to read all attribute values

and to write attributes L O Q . NV
ACtSG, Ed|tSG, CnfSG, ----- D Health A | | Name FC  Walue
""" A MumOfsG 5F 4
ResvTms.Anewvalue | D MamPlt HomO = |
should be set in Value field | = - DS DS1_Disconnector EditSG SP
P T ——————————————— IR D% DS52_Protecti -
of the attributeand | DS D55.GOOSE CriEdt X
confirmed with a proper 08 Dshs0osE ResvTms 5P
command. L BR brcboz
----- RPF urchdl
— e RF urchi2
But a more user-friendly | = - e T
- e N T s [.;l] 2
option to configure SGCB et ==
and edit settings is to AL LPHE @ Select Active SG
) . [#--LN DIGE :
invoke Edit SG Values G-Ln TGt ¥ Edit SG Values...
[+--LM I3Gi Select Edit 5G
command. LN Obj1 Confirm Edit 5G Values
[+--LM Obj1
LN Obj2 £  Get SGCB Values
St: SEE’ Set SGCB Values

INFO TECH “

your partner in R&D



Setting Group Control window

Upon invoking

Demo [127.0.0.1] x

I @ﬁ e Find...

AV

EditSGValues
command a
dedicated Setting
Group Control
window pops up to
enable all operations
on SGCB as well as
editing of values of
the selected setting

group.

E-LN

|';'|LI] DemoProtCtr]

LLND

-0 Mod

- I Health

- O NamPlt

.. [} Lec

-8 DS51_Disconnectar
-8 DS2_Protection
--D§ D53_GOOSE
--D§ D34_GOOSE

- BR brcbi1l

- Bl brcbo2

- R urcbi01

- P urchi02

G0 ngl

G0 ngZ

@ SGCE

[#~LN LPHD1
[#-LN DIGGIO1
[#-LN I3GHPTOC1
[#-LN I3GHPTRC1
[#-LN Obj1ZsWI1
[#--LM ObilxCER1

~

FC Walue

5P 4

5P 1

5P 0O

5P false

SP 2018-06-27 06:30:1...

& (o

=

Report ID

Reas

IN¥O TECH

your partner in R&D

Sequence Mumber: I:I Data £

[] Buffer overflow Configuration Re

Entry Identifier:

Data Reference

Setting Group Control: DemoProtCirl/LLNG.SGCB

Control z .
Active Group: H1 w
Last Activation Time: |2018-06-27 06:30:12.097 [Leap Se(|
Edit Group: :r_1_o[1_e ~ |
Reservation Time [z]: n'a
i Gl

Refresh SGCB

Settings
Setting Name ve Bu  Edit Buffer

I3GtPTOCT TmACrv setCharact | M. [n/a |

|3GPTOCT . Strval setMaa f 50 nfa

Refresh Active Buffer Values
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Change of the active setting group

Setting Group Control: DemoProtCtrl/LLN0.SGCE

Selection of an active setting group Corto

is made from the drop-down list withw 7 _
assigned numbers of all groups Last Activation Tme: M
implemented in the device. Edit Group: HA

After changing the active setting e

group the device should set a new

value of Last Activation Time. Refresh SGCB

Setting values from the active group Settings

are presented in the list below Setting Name Active Buffer  Edit Buffer
(Active column informs that these L s P R

are the attributes of FC=SG) — there
is no need to search this information
in the data model.

om
r Refresh Active Buffer Values

your partner in R&D 40



Selection of the setting group for
editing

Setting Group Control: DemoProtCtrl/LLNO.SGCE

Selection of the setting group for
editing is made from the drop-down list
with assigned numbers of all groups

Control
Active Group: H1 "

Last Activation Time: |2'D1B-DB—2? 06:30:12.091 [Leap Second Kno

implemented in the device. Edi v
(none — denotes that none of the Reservation Time [5] #z
setting groups shall be available for ]
editing). Refresh SGCB
Settings
Setting Name fictive Buffer Edit Buffer
[3GtPTOCT. TmACry setCharact  Multline 1 n/a
[3GtPTOCT Strval setMag f 50 n/a

h Edit Buffer Values

om
r Refresh Active Buifer Values

your partner in R&D 41



Change of setting values in the group
selected for editing

Setting values from the group selected
for editing are presented in the list
below (Edit Buffer column shows
attributes of FC=SE) — there is no need
to search this information in the data
model.

For settings of enum type a new value
can be selected from a drop-down list.

New values are checked for being
accepted by the server device.

INFO TECH

your partner in R&D

Setting Group Control: DemoProtCerl/LLMO.SGCE

\

Control
Active Group: H2? i
Last Activation Time: |2D1 8-06-27 07:35:35.236 [Leap Second Kno
Edit Group: H1 w
Reservation Time [s]: n/a

Confirm Editing

Refresh SGCB
Settings

Setting Mame Active Buffer Edit Buffer

1. TmACry setCharact  Multline 2 | Multiline 1 w
[3GtPTOCT. ; Long-Time Extremely »
Long-Time Very Inver
Long-Time Inverse

|EC Very Inverse

|EC Inverse

|EC Extremely Inverse
|IEC Short-Time Invers ¥

Refresh Edit Buffer Values
Refresh Active Buffer Values
42



Confirmation of new setting values
from the edited group

Newly introduced setting values are
temporarily memorized in the server
device (if correct), but their assignment
to the group selected for editing must
be still confirmed by pressing the

Setting Group Control: DemoProtCtrl/LLNO.SGCB

command button Confirm Editing.
Only after that the edited setting group
will acquire the new values.

INFO TECH

your partner in R&D

Caontrol
Active Group: tH2 "
Last Activation Time: |2D1 8-06-27 07:35:35.236 [Leap Second Knoy
Edit Group: #1 w
Reservation Time [s]: n/a
! > Confirm Editing
Refresh SGCE
Settings
Setting Name fictive Buffer Edit Buffer

H3GLPTOCT TmACry setCharact  Multiine 2 Multiline 2

[3GtPTOC Strial setMag f 25 50

Refresh Edit Buffer Values

Refresh Active Buffer Values
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Log view

The tool provides a
chronological view of
operations (commands,
responses and events)
occurring during the
interactions with server
devices.

Each message in the log is
described by:

Time — timestamp of the
occurrence,

Server — device concerned,

—_—

|_|:|g = e e e e e = [II' x

x5

Time Server e
09:35:35.293 Demo [127.0.01 GetEdit5GValueRes+ (invakeld:53) DemoProtCid 3Gt PTOCT. TmACHe setChe
09:35:36.786 Demo [127.0.01 SelectEdit5GReq  finvokeld:54 reference: DemaoProtCid/LLM0.5GCB) Edit5G
09:35:36.796  Demo [127.0.01 SelectEdit 5GRes+ (nvokeld:54 reference:DemoProtCtd/LLN0 SGCE. Edit 5G)
09:35:36.797  Demo [127.0.01 GetSGCEValuesReq  (invokeld:55 reference:Demo ProtCid/LLMNO.SGCE)
(0%59:35:36.805 Demo [127.0.01 GetSGCEValues Res+ (invokeld:55 reference :Demo ProtCid /LLNO.SGCB) Mur

W:B-E.E'Iﬂ Demo [127.0.0.1 GetEdit5GValueReq  (invokeld:56) DemoProtCtd13GtPTOCT . TmACre setCh:

0%5:35:36.8310  Demo [127.0.01 GetEdit5GValueReq  (nvokeld:57) DemoProtCid13GtPTOCT TmACr setCh:

09:36:33.522

Message — description of the =

06:35:36.821 o [127.0.0.1
. Demo [127.0.0.

O 0.0
Demo [127.0.0.1

GetEditsaValue Res+ (nvolkeld :56) DemoProtCid13GtPTOCT. TmACH: setChe
it=GValueRes+ (invokeld:57) DemaoProtCidA3GtPTOCT TmACH setChe
SetEdit5GValueReq (invaokeld:58) DemoProtCid 3Gt PTOCT . TmACHe setChe
SetEdit5GValueRes- (invokeld: 58, serviceEmor.access-violation, mmsEmorCla: v

>

operation.

INFO TECH

your partner in R&D
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Finding objects

The search function allows users
to enter any string of characters,
and then searching for objects

in the model. Functionality will find
all objects in the model which
name including searching phrase.

User can start searching for
objects using the keyboard
shortcut Ctrl + F.

F 61830 Avenue - Demo [127.0.0.1]

Server  Connection  Window  Help
Servers - 0
s &7 Disconnect
L Abort
=-Denr £& Delete Del
----- Reqg &£+ Refresh
Get Server Directory b
Export to SCL file
Find... Ctrl+F
.Y F p C &+ F2
g | v gl
Demo [127.0.0.1]
I F O S e AV
[E5¥ 0 Association] Mame FC  Walue

[H--LD DemoMeasurement
[#-LD DemoProtiirl

INFO TECH

your partner in R&D

Demo [127.0.0.1]

A F O/

\'4

[ @@ Association
=-LD DemoMeasurement

=--LN LLNO

----- D Health
----- D MNamPlt
----- DS D51 Measurement
----- DS D52 Al

~

MName

RptlD
RptEna
DatSet
ConfRev
OptFlds
BufTm
SgNum
TrgOps
IntgPd

N
ER

ER
ER
ER
ER
ER
ER
ER
ER

Al

Find next object in model

falze
DemoMeasurement/LLND.DS
1

0111111110 {sequence-numb
1000

011111 {data-change, quality-
0

TFOR S

A

v

[#-@ Assodation
=~LD DemoMeasurement

LN LLNO

----- D5 D51_Measurement
----- Ds Ds2_Al
----- BR brcbO1

LT S

MName

RptiD
RptEna
DatSet
ConfRev
OptFlds
BufTm
SgNum
Trglps
IntgPd
Gl

Ef Wialouo

| Find previous object in model

ER
BR
ER
ER
ER
ER
ER
ER
ER

false
DemoMeasurement/LLND.OS
1

0111111110 {zequence-numt
1000

011111 {data-change, quality:

0
falze
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Generation of ICD/CID file

r 61850 Avenue - Demo [127.0.0.1]

Possible for a selected
server device with explored

Server | Connection | Window  Help

data model. By invoking o ¢ o »
Export to SCL file... - aon ||
command. O-Dey & Delete Del -
HeE %2 Refresh
Get Server Directory k

Export to SCL file

Find... Ctrl+F
A Find Pr{ Export to 5CL file |
File name and extension should (62|24 | v FindNed

be defined by the user.

SCL files (*.icd:*.cid:*.iid;*.ssd;*.scd) e

SCL files (*.icd;*.cid;*.iid;*.ssd;* .scd)
|IED Capability Description (*.icd)
Instantiated [ED Description (%.iid)

System Specification Description (*.ssd)
Substation Configuration Description (*.scd)
Configured [ED Description (*.cid)

All files (*.%)

INFO TECH = ”

your partner in R&D 46




What else can be found in
61850 Avenue toolset ...

IEC 61850 Relay Simulator
GOOSE testing toolset

Sampled Values testing toolset

lecich Rignen

File transfer testing toolset
IEC 61850 ICD Editor

INFO TECH

your partner in R&D
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61850 Relay Simulator

An excellent tool to help
comprehending how a protection
relay is seen in the IEC 61850
communication network.

lecich Rignen

Very easy to use for testing
operations of the IEC 61850 client
end.

INFO TECH

your partner in R&D

48



IEC 61850 Relay:
Outgoing feeder bay simulator

E INFO TECH IECE1850 Server — X

Feeder bay model with circuit breaker o _ )
. Simulation of protection relay with IEC61850 server
and disconnector. _ _
Now with GOOSE and file transfer! INFO TECH
Simple overcurrent protection relay IED Name: Demo
s s & & Server IP: 0.0.0.0
with IEC61850 server interface corver Port 100
(representative classes of LNs, fixed 1 MAC: default
d t d I Edition: 1
ala mode ) ResvTms attribute: no
Owner attribute: no
Local and remote monitoring. Overcurrent protection >
Local and remote control (DO-es X X BLocK (@
control model) with hardwired M— @—\ wm:
: : TRIP
interlocking. 0 a2 100 SGE; AP @
- : E— v
Additional line with circuit breaker for L t-o MOTE@
demonstration of an alternative control C{ ; L2= 0
model (SBO-es). L3=0 DI :
oz
Simulation of CB motor failure. Y Y R )
LLZ2=10 o4 .
INFO TECH

your partner in R&D



IEC 61850 Relay:
simulation of analog signals

Current level can be driven for each
phase (manually or by formula, e.g.

time dependent) — menu on its scroll
bar.

Possibility to simulate harmonic
distortion — click on signal name.

Overcurrent protection with inverse
time characteristics.

ﬁ INFO TECH IECE1850 Server

Simulation of protection relay with IEC61850 server

Now with GOOSE and file transfer!

Edit automatic formula

IL1 =

N\

\ Cancel

X

INFO TECH

IED Name: Demo
Server IP: 0.0.0.0
Server Port: 102

MALC: default

Edition: 1

ResvIms atiribute: no
Owner attribute: no

Owercurrent protection >

BLOCK @

INFO TECH

your partner in R&D

[ ] Disable sound

(M— “ sTART @

E TRF @

DC wi 2nd Id 4th Gth Bth 7th Sth 1th  12th  13th  1dth 15k 0 EI-'D 100 ETRIP .
5GT FMOTE @

o L1 =43
0% 100% 0% 174 0% 0 0% 0% 0% 0% 0% 0% 0% 0% 174 0% oz .
Cancel | p v L1 = 13?1DD|3 .
¥

UL2 - 13680D14 @
UL3 = 13650005 @




IEC 61850 Relay:
GOOSE communication

changes.

GOOSE Subscriber function: enables
remote tripping and remote protection
blocking from another application.

GOQSE Publisher

GOOSE Publisher function (in a
separate program): publishing status

INFOTECH, | g

K] Esit 0 50

Metwork adapter | adapter 1 MAC: D4:81:07: 628542

GOOSE Publisher
Go @ Stop
L |
1= | .
Funning | & |

E INFO TECH IECE1850 Server

Simulation of protection relay with IEC61850 server

Now with GOOSE and file transfer! INFO TECH

IED Name: Demo
Server IP: 0.0.0.0

Server Port: 102

MALC: default

Edition: 1

ResvTms attribute: no
Owner attribute: no
Overcurrent protection >

TRF @
rTRIP @

RMOTE @

BLock @

“ sTART @
100 E

SG 1

IL1 = 44

IL2 = 44

INFO TECH

your partner in R&D

Y ¥

[ ] Disable sound

Li=45 o @
oiz @

ULT = 13880
o @
ULz - 13680p14 @)

UL3 = 13650015 @
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IEC 61850 Relay:
options for Edition 1 and Edition 2

Two options of the simulator program
execution are available:

- Conformant with IEC 61850 Ed.1
- Conformant with IEC 61850 Ed.2

ﬁ INFO TECH IECE1850 Server

Simulation of protection relay with IEC61850 server

INFO TECH

Now with GOOSE and file transfer!

——

(with separate ICD files).

Note:

Remember that on the same PC you
can run only one instance of the
simulator program at a time.

INFO TECH

your partner in R&D

Y

[ ] Disable sound

IED Name: Demo
Server IP: 0.0.0.0
Server Port: 102
MALC: default

=P Fdition: 2

ResvTms attribute: no

Owner attribute: no

Overcurrent protection 1>

BLock @

sTART @

E TRIP
100 RTRIP @

RMOTE @

SG1

IL1 = 30

IL2 = 37

IL3 = 34

DIz
LT = 141IZIDD|3

on @@

UL2 - 13890p14 @
UL3 = 13980005 @

Connections: 0
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GOOSE Toolset

lecich Rignen

INFO TECH

your partner in R&D
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GOOSE toolset: GOOSE Sender -
configurable publisher

The program operating as GOOSE
Publisher with configurable
transmission parameters of GOOSE
messages, including the possibility
of creating a dataset with data
values driven manually by the user
or by calculation formulas.

Press GO button to start publishing
and STOP button to terminate.

Note: The program by default sets
the GOOSE message Test bit
(Simulation bit in Ed.2) to TRUE to
avoid unwanted consequences of
transmitting GOOSE messages. It is
the user’s responsibility to change
this bit value.

INFO TECH

your partner in R&D

r |
> GOOSE Sender el B
File Edit Transmission Help
F i - 02-00-4C-4F-4F- -

7 (s s @ Metwork adapter [Loopback MAL: 012-00-4C-4F-4F-50 I o [
Type iNot routable ﬂ L ’—3 R |
B 4D [IH[E TIL | =
Source ]D2 200 4C: 4F - 4F ;5D Ot Fixed IEQLSE ﬂ Stum |':' =
Destination |07 : 0C:CD:01:00: 00 Mecast DSRsf [LLNOSDS4 SoMum [0 =]
[VLAN . CBRef |LLND$gchl CiaRiey |1 =

Priority l—;_| r
GID |G ’ MComm |FALSE -
¥ YLAN header  CFI [Eth - . - p——
Time [20130313 130615510 Sim/Test [TRLE] ~ |
al
v} !U Hizl
| e
Address 23 T oo T . BB M-cast
Class of traffic 32 =i

Data items
Idx

Remember to select the correct
Ethernet adapter from the list of
Network adapter parameter.

54



GOOSE Sender - data values
defined by formulas

if
intpower

In
log10
logN
max
min
pi

pow

radtodeg
randG

random
round
sin

sinh
sqr

sqrt

tan
tanh
trunc

Conditional result: if argument 1 evaluates to true (is not 0) result is equal to
argument 2 otherwise result is equal to argument 3

IntPower raises argument 1 to the power specified by argument 2 (both
arguments are treated as integers)

Natural logarithm (Ln(e) = 1) of the argument
Logarithm of baase 10 of the argument
Logarithm base N of X

Maximum of 2 arguments

Minimum of 2 arguments

The ratio of a circle's circumference to its diameter. Pi is approximated as
3.1415926535897932385

Power raises argument 1 (base) to power given by argument 2 (exponent). For
fractional exponents or exponents greater than 2147483647, base must be
greater than 0

Converts angles measured in radians to degrees

Produces random numbers with Gaussian distribution parametrized by argument
2 (standard deviation) about the argument 1 (mean).

Produces random number within the range 0 <= X < 1
Rounds a real-type value to an integer-type value

Sine of the argument

Hyperbolic sine of the argument

Square of the argument

Square root of the argument

Tangent of X

Hyperbolic tangent of X

Truncates a real-type value to an integer-type value (value of X rounded toward
7ero)

When defining formulas for calculating data values and their changes it is
possible to use various operators, functions and variable T representing time

Symbol Explanation

Xor

Factorial i.e. 15 gives 1¥2*%3*%4%5 = 120
Percentage i.e. 10% gives 0.1

Negate i.e. -10 gives -10 and --10 gives 10
Positive value i.e. +10 gives 10

Power i.e. 32 gives 9

Multiplification i.e. 2*2 gives 4

Division i.e. 4/2 gives 2

Integer division (result and operands are treated as integers)
Remainder i.e. 3 mod 2 gives 1 (result and operands are treated as integers)
Sum i.e. 2+2 gives 4

Substract i.e. 4-2 gives 2

Substract i.e. 4-2 gives 2

Substract i.e. 4-2 gives 2

Less than i.e. 3 < 2 gives 0 (false)

Less than or equal to i.e. 1 <= 2 gives 1 (true)
Greater than or equal to i.e. 4 >= 2 gives 1 (true)
Greater than i.e. 4-2 gives 2

Equal to i.e. 4 = 2 gives 0 (false)

Not equal to i.e. 4 <> 2 gives 1 (true)

Logical negation i.e not 0 gives 1 and not 1 gives 0
Bitwise or i.e 1 or 4 gives 5

Bitwise and i.e. 3 and 6 gives 2

Bitwise xor i.e. 7 xor 5 gives 2

counter (in seconds) from the publisher function start, e.g.:

- sequence false, true, false ... (1 s interval)
- sin wave with average value 30

- square wave -10,10,-10 ...

T mod 2

INFO TECH 770070

your partner in R&D
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on imported SCL file

GOOSE Sender - configuration based

It is possible to configure GOOSE

Publisher function by the definition |~ .. | 4 (0]

: : : Network adapter |Potaczenie Iokalne MAC: 00-22-4D-50-E3E5 - 3
of GoCB object included in the B / < oo
imported SCL file. Transmission Ethoneff it HE L
. 00: 224D :50 :E3: E5 M Fwed [FALSE  v] T P
parameters and the dataset WI” be De: ationIm 0C:CO:01:00:01 M-castl DSRef |Dem0Pr0tEtrI;’LLND$DSd_GDDSE Sghum i54 '¢| "
Conflgured as SpeCIerd In the ~YLAN _— m CBRef :DemoProtEtrIa’LLN%GD$ch2 CigRey !1 ¢|
GID |62 NComm |FALSE v]
chosen Contr_OI block of the B ;th = Time  [2019-08.25 061024 663 SirTest [TRUE =
selected device. o g
rIP
Available GOOSE streams - — "{ ey e — — ——— -
e |IED | Type | Dest... | AppID | ConfRev | GOOSEID | GCB Reference Dataset elements |
1 Demo Motroutable  01-0C... 0001 1 Gl DemoProtCirlLLNOSGOSg |DemoProtCirl/DIGGIO L Ind L.stval :I_

[5T]
2 T N ISSrean o HUANORE08 |D=roP-o'CtDIGGIOL Ind2 st (7]

DemoProtCirlDIGGIC1. Ind3.stval [5T]
DemoProtCirl/DIGGI0T. Ind4.stval [5T]
DemoProtCirl/DIGGIO1. Ind5,stval [5T]

=

Close |

IN O TECH

your partner in R&D
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device

GOOSE Sender - simulation of another

simulate the transmission

performed by another device. It

allows to test how GOOSE

messages will be received and

processed by devices with

GOOSE Subscriber function.

In case of such a configuration
the dataset description table will

also include Data reference
information with names of
dataset elements.

INFO TECH

your partner in R&D

In this way the program can

Eile Edit  Transmission Help

U0 +FX @

Type lHoutabIe _Vj

“GOOSE-

—Ethernet-
Source !DD (B0 BB CO: 00 Oy

Destination! 0 :0C:CO:01:00:00  M-cast I
~WLAN
Pricrity |4 ; l

W VLAM header  CFI Eth

hid

A

Metwork adapter l\-’Mware Metwork Adapter Whnet] MALC: DD-ED-EB-CD-DD-D‘_:' ‘

.

spiD [ H[Z]
Fieed |FALSE =

i

A4

DSRef [VAMPE7Relap/LLNO3DS G2

4

CBFief [VAMPS7Relay/LLNO$ach]

I

GO [vaMP

A

; Time [2018-03-2012:4315.641 [TRUE ~]
D a Hix
P
Address 213 .1 1 .35 td-cast |
Clazsz of traffic 32 =
Data items I
Idx Type I Yalue | Formula i Drata reference ! |
0|BooL FALSE
TlgooL (FALSE | I‘
z |BooL |FaLSE '
3|BOOL  FALSE
|
: 2,
L



GOOSE Sender — dataset elements of
both simple and structured types

An imported configuration of
GOOSE Publisher function may
include dataset containing
elements of simple or structured
types — both options are
supported.

INFO TECH

your partner in R&D

File Edit Transmission Help

©0+x@

Metwork adapter

Type | Mot routable

‘GO0SE
App D |2 H¢I

~Ethemet

Saurce lDD 0 &G CO:00 01 !
Destlnatlonlm 0CCoOom.oo-m bf-zast

~¥LAN i
Priaiity !4 ':I

7 VLN header  CFL |Eth -

Fined ! FALSE \ |

e [ 3]
StHum |1 ¢|

D5Hef |DemoPrntEtrI/LLND$DS4_GDDSE

Sgm {16 3

CBRef |DemoPrntEtrI/LLNUSEDSgcb2

CfaRey |1 E'

G |52

Time |2EI19-I39-2412:13:13.8‘.5

P

NComm |FALSE =]

Sim/Test [TRUE. ]

Addrese | 239 1 1 &
Class of traffic 32 &
—Data items
Idx Type ! Value l Formula I Data reference

0.0 |goaL FaLSE

1.0{QUALITY 0000000000000

20[FLoaT 0

30 TIME 20130324 1212:47.798

4.0 |BO0L FaL5E

DemoProtCl/DIGGIAT. IndT.stal [ST]
.DemoProtEtrIRDIGGIW Ind2 styal [ST)
-DemoProtEtrIJDIGGIm Ind3.sfal[ST]
DemaPratCHVDIGEINT Indd stal [5T]
.DemoProtEtrIJDIGGIEH Ind5.stal[ST)

A
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GOOSE toolset: GOOSE Receiver -
configurable subscnber

= |8
Configurable GOOSE [ oostReceiver T L =ald=h
H File | Transmission | Data Hel
Subscriber function: reception oy ' ;
|,__-J Start E Network adapter |F'ol'qczen|e lokalne MALC: 00-22-40-60-E3-E5 ‘ z
parameters can be set Stop
~GOOSE
™ Reload
manually or from message = e splD [T HE St 1 ]
- Detect streams m m
streams detected in the 2 _j TIL z Sqhum :
t K S M-cast i DSRef |LLNO$DS4 CroRlew [T =
NEIWOrkK. Mlgisas i = CBRef [LLNO$acbi NComm [FALSE -
] riariy i vl
— Gl =
' i T : = GIo | Test  [FALSE ~]
Available GOOSE streams _— e B aar—a [19-2012:43:27.752 Status |
Idx | Type | Source MAC [DestratonMac___ | | App D IConﬁgRev [coo=D | ccBref | Messages | Test [ noscom |
1 Notroutable  00:1A:D3:01:1B:00 01:0C:CD:01:00:CC N/A 0204 1 EASERGY P3U 9 100Re... 2 FALSE T
2 Notroutable  00:1A:D3:01:1B:00 01:0C:CD:01:00:CC N/A 0221 1 EASERGY P3U 9 100Re... 2 FALSE F

Press GO button to start the
message reception and STOP
button to terminate.

(=] o |

|
Data reference i
_i
|

INFO TECH

your partner in R&D
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GOOSE Receiver — monitoring the

selected message stream

The selected GOOSE
message stream can be
monitored to test the
performance of transmitting
device (e.g. detect data
changes, interruptions of
transmissions, etc.).

Viewing message streams
present in the networks allows
also to recognize configuration
errors, e.g. the same APPID
or GOOSE ID values set to
different publishers.

INFO TECH

your partner in R&D

"% GOOSE Receiver =N
File Transmission Data Help
/ g 'G) Network adapter | Potaczenie lokalne MAC; 00-22-4D-50-E3E5 = | 2>
" ) V4 : -~
Type iNot roLtable _j GUDSE
Ethernet ApplD |1 Hﬂ StMum 1204 =
Source 00: 224D 50 - 9 E5 L |20 = Solum [0 =
Destination | 01 : 0C: CD: 01 :00: 00 DSAef |LLND$DS4 ClaRew i‘l _¢J
fVEAN o~ CBRef |LLNO3gchl MNComm [FALSE =]
Tiarity
. Gip [ Test  [TRUE -]
¥ WLAM header  CFI
Time  [20150816 124151153 Status |
o}
P Y
Address &’ .1 1 3 b-cast
Data items
Idx Type Value Data reference
0 gelulad TRUE
1{INT 1]
2 |FLOAT 1.583500027
3 |BoOL TRUE

A sequence of received GOOSE messages can be

traced in the invoked Parser window.
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GOOSE Receiver — detecting errors in
configuration of message streams

The view of GOOSE message
streams indicates conflicts in
the system configuration:

Error: streams of different
publishers have the same
parameter values of
Destination MAC, App ID and
GOOSE ID

Warning: streams of different
publishers have the same
parameter values of
Destination MAC and App ID.

g
Available GOOSE streams
Idx | Type | source MAC | DestinationMac | P | app 0 | config Rev |oosEm | Gopref | Messages | TEsT | npscom |
1 Notroutsble  00:1A:D30L1B... 0LOC:CD:0LO0... N/A 0204 1 EASERGY P3U 9 100Re... 36 FALSE  TRUE
2 Notroutable  00:1A:D3:01:1B... 0LOC:CD:0L:00.. NfA 0221 1 EASERGY P3U 9 I00Re... 36 FALSE  FALSE
[ E | S -7 S| fRgE_]
WA eeez I e Demerewcmiees RiE IFASE |
5 Notroutsble  00:22:4D:50:E9... 0L:0C:CD:0L:00.. N/A 0001 1 61 LLNOSgchl 44 TRUE  FALSE
[ s EE - D [ T
- ¥ ] 1 S - S [ 175 AN~ O -1 =S - £ -
8 Notroutable  00:22:4D:50:E9... DLOC:CD:0L:00.. N/A 0002 1 a1 LNdgachi 24 TRUE  FALSE
Subscribe | Clear | Close
LS T -

Streams with conflicts are marked with colored backgroud:
Red — error, Dask red — error and conflict with the stream selected for monitoring,
Yellow — warning, Dark yellow — warning and conflict with the stream selected for

monitoring, No color — no conflict.

INFO TECH

your partner in R&D
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GOOSE Receiver - configuration from
imported SCL file

GOOSE Subscriber function | = c00se Receiver (5 s
can be also configured by the || o= 77 P
— g - y Amnpor, f_'; E @ (R LT e o 0= 8 4 wyare M etivork Sdapter Vet MAL DD-50-56-C0-00-C B | :
definition of GoCB object Exit ——| soose |
included in the imported SCL || ethemet 1| el HE] stim [0 =
. . iy s . Source ;ED 250 : 51 :00:00:00 Own TTL IU ti Sghum iD '2}
flle' In thls Way It IS pOSSIbIe to De&tination]ﬂ‘l C0C:CD: 0 ;0000 h-cast | CSRef ILLND$DS4 ClgRew i1 '¢i
test message transmissions [P o m" CBRef [LLNO$gcb NComm [FALSE =
x GID |G Test  [FalSE =]
from eaC.h of the pUpllSherS e ::DFl DEth Hi-: Time  |201909-2012.43.27.752 Stats |
present in the described L 2
system. Addiess [239 . 1 .1 .3 Meast |
Available GOOSE streams - i —— - —
) . W = 8 —
Idx | IED | Type [ Dest... | AppID | Con... | GOOSEID | GCB Reference | Dataset elements d
1 Demo Motroutsble  01-0C... 0001 1 Gl DemoProtCirlLLN0SGOSgch1  |DemoProtCirl/DIGGIO L. Ind 1. stVal [5T]
T £ SO D | J DemoProtCtrl/DIGGEIO L. Ind2. stVal [5T]
DemoProtCirl/DIGGEI0 1. Ind 3. stval [ST]
DemoProtCirl/DIGGI0 1. Ind4. stval [ST]
DemoProtCirl/DIGGI01.Ind5. stval [5T]
i
i
Uze Close I ‘.

-

.

INFOTECH L

your partner in R&D

(o)}
N




GOOSE Receiver — dataset elements of
both simple and structured types

An imported configuration of
GOOSE Subscriber function may
include reception of messages with
dataset containing elements of
simple or structured types — both
options are supported.

INFO TECH

your partner in R&D

-

“Data items

1P
Address 29 .1 .1 .3

i - B
“# GOOSE Receiver . - - IS
— e A — - —_— —_— = = 3
FEile Transmission Data Help
7 @ iy ‘f} g | @ Metwark adapter [Potaczenie lokaie MAC; 00-22-4D-50EE5 - ‘ 2
-GOOSE
Type ;Nut routable _:j
~Ethernet App 1D |2 H5'¢| Sthum ]1 ti
Source iDD:EE:dD:ED:ES:EE Dwnl TTL I4UEID '¢| SgMum 121 '.‘,!
Destination | 01 0C: CD: 01 : 00 ; 01 M-castl DSRef |DemoProtChi/LLNDSDS4_GOOSE CigFiey ]1 |
~VLAN-
CBRef |DemoProtChl LLMO0$G0$gch2 WComm |FALSE =
Priarity 14 '¢I |
GID |62 Tet [TRUE -]
W WLAN header  CFI Eth -
Time |2019-09-25 0B:03:51.702 Stahus |

Idx Type Yalue

QUALITY 00000000001

TIME 2015909241

a
1
2 [FLOAT a
3
4

BODL FALSE

Data reference

=
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GOOSE Sender and GOOSE Receiver
support also routable messages

The Type of packet to be sent or to be received
can be configured:

Not routable —- GOOSE message as Ethernet
frame

Routable — sent over IP between IEDs, data
part of GOOSE frame routed using IP packets
and UDP protocol, locally forwarded by
receiving IED as Ethernet GOOSE frame

Routable tunneled — sent between routers of
two subsystems, GOOSE frame routed using IP
packets and UDP protocol, locally forwarded by
router as Ethernet GOOSE frame

INFO TECH

your partner in R&D

Type | Routable j
Ethernet—{Mat routables
Source

Routable tunneled

Destination | 00 00:00:00:00:00 b -cast

IP

Addess 239 . 1 . 1 . 1 Mecast

Clazs of traffic 22 =

For routable GOOSE the
multicast destination |P address
and class of traffic must be also
configured.
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Routable GOOSE: differences
between types of routing

By using routable GOOSE (R-GOQOSE) it is possible to transfer critical
messages between different LANs of a wide area automation system.

An |P packet with routable tunneled R-GOOSE message contains an
original destination MAC address and VLAN header — this information is
then retained by the receiving router when forwarding R-GOOSE
message as Ethernet GOOSE message to the local network.

An |P packet with routable R-GOOSE message comes without its
original destination MAC address and VLAN header. This information will
be set by the receiving router based on the internal setup before
forwarding R-GOOSE message as Ethernet GOOSE message to the
local network.

INFO TECH

your partner in R&D
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Sampled Values Toolset

lecich Rignen

INFO TECH

your partner in R&D

66



SAV Sender —working area

o Sampled Values Sender — x

File Transmission Help

'_'j X @ (e @ REISEREWE E hemet MAC: D4-51-07-5 :

Sampled Values Qualit

Type  INououzble =2 . 12 13l Wl U2 U3 Uo
Sender working area shows properties of the Conernet DA EEE o | ||l I
currently sent Sampled Values stream. This Desisio| 1 0E0: 0012 _tcan | | D0 I
area is divided into several groups: VLAN » — | | |BadRsteence L E L ELC ELE L

Priority |4 > Dseillatory w m w e w m W m
: % VLN header CF [Eth = o oo w m w m w N
Ethernet header showing source and - 4 0 e | || S WA I N i . i
destination MAC address of the message/ g - -
VLAN header showing VLAN part of the addess [238. 1 .1 .3 Meast| |IB e D D Db E e
message (If present) Clazs of kaffic 32 3] Drerived m [ o r m u u r
T T | | | |

Sampled Values header used to set Sampled _gy SerietValies foader_ T P T S

PP ::I' Signal sampling-
Values header part of the message=— N : .
Signal sampling properties showing current CortigBey) [i 3] sanplesiCycle [0 v]
sampling rate, network frequency, etc. 54D [&iD e o
Signal quality bits allowing to set quality bits “Signal values
for each sampled signal Frequency [Hz] 5000 () i

. . . Amplitude [A] Phase [dea] Amplitude [V] Phase [deg]

Slgnal values aIIowmg to set amp“tUde and >|1 100,00 W) f«)] [0.00 M) ffx) U1 [1000.00 M) f«)] |0.00 w) ffx)
phase of each simulated signal iz [ () | [lzoo0 () il v2 [iom () | izoon () il

i3 flooos () | e () wa fiomon () | Fzoon ()

lo [U_Ud— J it} [U_Ud— J | I Auto Uo [U?U— J f) [U_Ud— J f| ™ Auto

INFO TECH

your partner in R&D
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SV toolset: SAV Sender
- simulator of Merging Unit

Configurable publisher of message g Sanpled Vel s S = X
. Eile  Transmission Help
:Jl:rea'rn Wlthlsa.rn plled values — 7 ﬁfﬁ @ @ Network adapter |Ethemet MAC: Da-61-07-65-85-42 ~| :
erglng Unlt SlmU ator. Type |Notroutable LJ Sampled Yalues ﬂu?:ity % = - = N
. . . Ethemne | i
Define characteristics of sampled ctits. [ e e Loun | || S T -
Signals (amplitude, phase, frequency) Destination| D1 OC:CD: 04:00: 02 M-cast 'D“e'”Uwange L L L ..
1 1 YLAN- . Bad Reference | [ | [ [ I || r
manually or using calculation e B T E e
formulas. Simulate quality problems """t 1 [0~ GE, FEFCFT e
for the transmitted sampled values, if L O - rrrrrr
. P | Substituted/Frocess [ [ | I [ u m [
rGQU|red. adfiess |23 1 . 1 3 Mot :;E:mw — F P F F ; F ; P
Class of traffic 32 = | Derived mom m w m m m
-Samﬁ.l.ed‘-l"alues Header =] f_[ﬂ]' fl=] f_[ﬂ]' ] Eﬂ]l =] El]l
Phs[I1]= |Ur5| App D W Signal sampling
-OK Concel Sirnulation TRUE - Metwark, JED Hz ]
- = Config Rewv 1 = Samples/Cycle |80 -
SwylD |SVID Synchronized  |MNo -
Press GO button to start publishing i o
i Amplibude [A] deg . Amplibude [V] FPhasze [deq]
and STOP button to terminate. o s e~ o oot o Pty
12 [iwoon () il oo () 9 v2 [ionoe () wd| 000 ()
I N r o l Ec H lo |0.00 o) fi| oo ‘_) ftd| ™ Aute Uo [0.00 ) i oo ) | At

your partner in R&D



SV toolset: SAV Sender
- configuration from files

The transmission parameters of a
Merging Unit to be simulated can be
configured using an imported SCL file
with the defined MSVCB object.

The sampled signals waveforms can
be configured using a recording from
an imported COMTRADE.

In this case it is necessary to assign
channels from the COMTRADE file to
the signals transmitted by SAV
Sender.

INFO TECH

your partner in R&D

& Sampled Values Sender

File Transmission Help
Import 5CL ... Ctrl+0 l
Import COMTRADE ... ’

Exit

o dampled Values Sender

File = Transmission Help

Import 5CL ... Ctrl+0 I
Import COMTRADE ... ’

Exit
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SV toolset: SAV Sender - COMTRADE

channels selection

This window allows to select signals
from an imported COMTRADE file and
assign them to channels defined in the
IEC 61850-9-2LE specification. Io and
Uo signals can be artificially calculated
from phase signals if needed (in this
case the DERIVED bit in quality
attribute will be set for those signals).
Not assigned channels will have values
0 and INVALID quality bit set.

It is possible to view selected signals
by pressing Preview button. If the
selection is acceptable, press OK
buton. Then invoke Play
COMTRADE command from
Transmission menu and the SAV
stream will be sent to the network.

INFO TECH

your partner in R&D

Select channels to send pd

Il

I2

I3

Io

i

2

3

Uao

Signal

Ok

Channel in COMTRADE file

:
|12 [A] |
|IL3 [A] |
|N|:|t assigned j [ Calculate
|uL1 [v] |
Lz [v] ~|
L3 v -]
|N|:|t assigned j [~ Caloulate

Preview

Cancel
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V toolset: SAV Sender - COMTRADE
Preview

Preview buttom from channels selection window allows visualize selected
signals from the imported COMTRADE file.

2 Shortcuts available in the viewer's toolbox
%9993’@,,"@, ~_ are shown below

@D mectooodhomendlonmacllbocoedhemdenondfeoncad Original width - command rescales plot to fit horizontally complete
° ..... P waveform

; Original height - command rescales plot to fit vertically complete waveform

A Al G RS A o S S N M
= "‘II‘\“‘NH‘I‘I“”‘HU O A e e m 150 180 170 180 180

0 -
i 1Fl 2P SFI 4P SFI EP 7Fl BP EIFI ‘WU‘U 11‘0 W?U 11?0 140 15IU ‘H;IU 17‘0 19IU ‘WQIU

L3

Magnify horizontally - command magnifies plot horizontally

lin

100 000

o MR I R T g F‘” !..ll.. Ll L L
oo fHTTRTACT R R e AR YRR ik H\J"I"'I‘II"I”‘” |I“"' A R e T ||'I|”|I|‘HU

ULt

00 000

Go to trigger - command moves plot to make trigger point visible on the
screen

0 A e l M h S \H\l\”hl”
IO 111 O ”W\H”l”'l ”i“” P i R

=UuLz

uLs
o

Move left - command moves plot one step left

T t T t T T T t T t t
10 20 30 40 0 i) o 80 an 1000 110 120 130 140 150 180 170 180 190

Uo
o
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Move right - command moves plot one step right

Close - command closes viewer window

@ Magnify vertically - command magnifies plot vertically



SV toolset: SAV Receiver - signal
processing from received samples

Configurable sampled values
subscriber: reception parameters
can be set manually or defined
using the selected SV message
stream from the list of streams
detected in the network.

f - =
Available SAV streams - -
Idx Type Saour AppID Config Rev SV ID
(1 Netr.. 00:224D:5.. 401 & NFOTECHM. ..

INFO TECH

your partner in R&D

Ve

File ETmnsm'nssion Data Help

Samples/cycle |0 Sample Count |0

APDUS |0 | Synchionized | Mo

Marninal frequency | 50 Hz | Measured frequency [Hz]: 50.00

11 Mag: 10.00, Ang:0.00
12 Mag:10.00, Ang:120.00
13 Mag: 10,00, Ang:240.00
Io Mag:0.00, Ang:0.00

Resample to measured frequency

|;j A E Network adapter |Fotaozenie [okalne MAC; D0-22-4D-50ESE5 - :
Stop
Communication status
Tup Refresh adapters Status: OFF line
Ethi Detect streams Lost messages 0
Soy 5
i Sampled Values Quality
Destination | 01 : OC:CO: 04 : 0000 h-cast
ke l L] n 12 13 lo Ul Uz uz Uo
Eicig| 4 =] Invalid/Good
— = Questionable
| Fresent CFl Eth Ovwerflow
) T Out af Range
o i} HE
= Bad Refersnce
- Dscillatary
Failure
Address piit s P [P s < -} -cast 0ld Data:
Inconsistent
Sampled Yalues PDU Inaccurate
App D 4000 H|% Substituted/Process
. = Test
ConfigRev 1 = Operator Blocked
SviD INFOTECHMUDT Derived

Harmanics wiew

U1 Mag: 10,00, Ang:0.00
U2 Mag: 10.00, Ang:120.00
U3 Mag: 10.00, Ang:240.00
Uo Mag:0.00, Ang:0.00
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SV toolset: SAV Receiver -
computation of signal characteristics

Signal characterictics are
computed in real-time based on the
incoming sampled values message
stream.

The computation may (optionally)
apply resampling in case of
detecting a deviation of the actual
signal frequency from the nominal
signal frequency specific for power
systems.

INFO TECH

your partner in R&D

L

)Samp{ed Values Receiver
ool
M File Transmission Data Help

o9,

(W

Ethemnet
Source 5060510000 00

Destination | 01 - 0C:CO 04 000 00 M-cast

VLAN

Pricrity 4 %
[V] Present CFI Eth v
D ] HE
N
1.1 .3 [Meast]

Sampled ¥alues

App D 4000
Config Rew 1 =
SwiD INFOTECHMUDT

Samples/cycle | 50 Sample Count |

APDUS 1 | Synchionized | Mo

Measurements
Mominal frequency | B0 Hz

Measured frequency [Hz]: 0.00

@ Metwork adapter IF'Dhaczenie lokalne MAL; 00-22-4D-50-E9-E5

Communication status
Status: Mo data
Lozt meszages 8000

Sampled Yalues Quality
[h] 12 13 lo u

Iwalid/Good
Guestionable
Overflow

Out of Range
Bad Reference
Dzcillatary

Failure

Oid Drata
Ihconsistent:
Inaccurate
SubstitutedProcess
Test

Operatar Blacked
Drerived

¥ | Rezample to measured frequency

11 Mag:0,00, Ang:0.00]
12 Mag:0.00, Ang:0.00|
13 Mag:0.00, Ang:0.00
To Mag:0.00, Ang:0.00

Clear

Harmanics view

uz U3 Ue

U1 Mag:0.00, Ang:0.00|
U2 Mag:0.00, Ang:0.00|
U3 Mag:0.00, Ang:0.00|
Uo Mag:0.00, Ang:0.00|
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SV toolset: SAV Receiver -
tracing SV message stream

SV messages are displayed in Parser
window.

[
“% Sampled Values Receiver

e B

|

File Transmission Help

Parser window

Recorder

ork adapter | YMware Metwork Adapter Winet] MAC; 00-50-56-C0-00-01

Type Mat routable -

Communication status
Statusz: Mo data

Ethemnet Lost messages 16680
Source 150 (G051 0000 00
Destination [ OC-CD 04 00 00 | Mecast Eamplenialuss sty
{ n 12 13 lo u uz2
VLAN ?
Priorty [4 ] Invalid/Good
B == = Questionable
1,smpSynch:0 [7] Present CFl | Eth - | Overflow
r = Out of Range
D 0 HE J
= Bad Reference
- Ozcillatary
Failure
Address 23 .1 1 35 M-cast 0ld Data
Incansistant
Sampled Yalues PDU Inaccurate
App|D Annn HIS | Substituted/Process
. - = Test
ConfigRey | &) Operator Blocked
SviD INFOTECHMLIO Derived
Samples/cycle |80 _Sample Count |0
APDUS 1 | Synchronized |Na
FOTECHMUG1, smpCn j 1,smpSynch:0 Measurements
Mominal frequency | B0Hz Meazured frequency [Hz]: 0.00 [¥] Resample to measured frequency
00 Quality[Good Proce
0.00 Qualty[Good P 11 Mag:0.00, Ang:0.00 1J1 Mag:0.00, Ang:0.00
12 Mag:0.00, Ang:0.00 U2 Mag:0.00, Ang:0.00
13 Mag:0.00, Ang:0.00 U3 Mag:0.00, Ang:0.00
78.74 Quality[Good Pro Io Mag:0.00, Ang:0.00 Uo Mag:0.00, Ang:0.00
uality[Good.

N¥O TECH

your partner in R&D
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AV Reciever - detecting errors in
configuration of message stream

The view of SAV Reciever
message streams indicates
conflicts in the system
configuration:

Stream viewer can also
detect possible conflicts in
process bus network.
Application is using following
rule to mark streams:

Error state: two streams
with different source MAC
and the same Destination
MAC, App ID and SV ID
Warning state: two streams
with different source MAC
and the same Destination
MAC and App ID

INFO TECH

your partner in R&D

[ 5 . = T
Available SAV streams -~ - — —

Idx Type Source MAC Destination MAC i) App ID Config Rev SV ID Mess... Simul
3 Notr... 00:22:4D:50:E%:E6 01:0C:CD:04:00:00 NJA 4003 1 INFOTECHMUO1 12684  FALSE
5 MNotr.., 00:22;4D:50:E%:E6 01:0C:C0:04:00:00 MNSA 4001 1 INFOTECHMUO2 21592  FALSE

(|

I

I

|

Streams with conflicts are marked with colored background:

Red — error, Yellow — warning, No color — no conflict. Lime background - conflict warning
with selected stream, Aqua background - conflict error with selected stream
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SAV Reciever — Import streams
definitions from SCL

Definitions of data sent over the network can be imported from standard SCL files.
Application can use System Configuration Description files (SCD files) describing
whole system in the substation or files for single IED like for example Configured
|IED Description (CID file). Selecting appropriate stream and clicking at Use button
will start reception of the stream according to parameters defined in SCL file.

-
Available SAV streams ' '
Type inat
:50;56:C0:00:01 01;0C:CD:04:00:00

INFO TECH

your partner in R&D



SV toolset: SAV Receiver
— recording samples in COMTRADE file

be also recorded and saved in a

determined by condition formula).

Received sequence of sampled values can

COMTRADE format file (manual trigger or

- == —
“% Sampled Values Receiver

—

File Transmission Help

Parser window

| Recorder

Type Mat routable >
Ethemnet
Source IED 50510000 00

Destinationlﬂ‘l OC:CD:-04:00 00 | Mecast |

n 12 13 lo u1 uz U3 Uo
" = B = :
e - - b g =] Invalid/Good
" d @ - G L &) Guestionable
Recorder parameters {changing will dear all slots) CFI | Eth - | Overflow
) o —t Manual trigger 0 H= Out of Range
Duration [ms] L .10'3'—' &= e (= EBad Reference
Pretrigger time [%] 150 % Easlzllztow
e 1Lr
Trigger condition Clear 2l =1 35 Old Data
Inconsisterit
. . u Inaccurate
Slot  State Trigger time Progress Hi% S e
1D 019-09-25 12:35:33 | | save || Gear || view | = -
i ¥ B i ke -_— - ue E= iz = Operator Blacked
N - 4= . y TECHMLIO Derived
|| #2 Waiting - - | Save Clear View =
| e =2 s _Sample Count |0
Il =3 Empty 5 |' .| Save Clear View * : Sunchronized N_?
|| % Empty = | | | save ) Clear Hhusy B0 Hz Measured frequency [Hz) 0.00 [V] Rresample to measured frequency
| . o T [ 11 Mag:0.00, Ang:0.00 U1 Mag:0.00, Ang:0.00
| #5 Empty [ | | Save  Cisar LERYEN 12 Mag:0.00, Ang:0.00 12 Mag:0.00, Ang:0.00
13 Mag:0.00, Ang:0.00 U3Mag:0.00, Ang:0.00
M e T (1 EE 1o Mage0.00, Ang:0.00 0o Magi0.00, Angi0.00
|| #& Empty - | | | Save Clear View =G4 00, Ang:0: i U0 AN 0
#7 Empty - | | | Save Clear Wiew
#8 Empty E | | | Save Clear Wiew
[ cose ]

your partner in R&D

ork adapter | Yiware Metwork Adapter Whnet] MAC; 00-50-56-C0-00-01

Communication status
Status: Mo data
Logt messages 9120

Clear

Sampled Yalues Quality
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SV toolset: SAV Receiver
— viewing recorded COMTRADE file

View button in Recorder window Relleers e AN
allows to examine the waveforms ~ SBOD 7/ € » @
of the signals received and AN T S N N
recorded.

S S O T A T
5 F

L2
o
—_

IL3
(=]
—_—

RIG

o 1} t t t t t t t t t t t t t t t t t t
005 04 045 02 025 03 035 04 045 DFRIG 085 05 085 0F 075 08 085 08 085

g 0 T T T T ; T T T T T T T T ; T T T T T
005 04 015 02 025 03 035 04 045 O 0SS 05 085 07 075 08 085 08 095

& | :

5 a L T T T i T T T T T T T T I T L T T )
005 04 015 02 025 03 035 04 045 0 055 08 085 07 075 0R 08 03 085

= i :

5 o i I i I 1 I i I I 1 I i 1 1 I i T I i
065 04 045 02 025 03 035 04 045 O 055 OB 065 07 0I5 0B 085 03 095
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SAV Sender and SAV Receiver
support also routable messages

The Type of packet to be sent or to be
received can be configured:

Not routable — SV message as Ethernet frame

Routable — sent over IP between |IEDs, data
part of SV frame routed using IP packets and
UDP protocol, locally forwarded by receiving
IED as Ethernet SV frame

Routable tunneled — sent between routers of
two subsystems, SV frame routed using IP
packets and UDP protocol, locally forwarded
by router as Ethernet SV frame

INFO TECH

your partner in R&D

Type | Routable j
Ethernet—{ Mot routable
Source

R outable tunnelled

Destination | 000000000000 bd-cast

IP

Addess 239, 1 . 1 . 1 Mocast

Clazz af traffic a2 =

For routable SV the multicast

destination IP address and class

of traffic must be also
configured.
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File Transfer Tool

lecich Rignen

INFO TECH

your partner in R&D
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File Transfer Tool — to test access to
files in server devices

Initial view:

Left side: selected
directory of the file
system on PC.

Right side: file system
of the server device.

The program
operated as MMS
protocol client using
file services.

E IEC £1850 File Transfer Tool

Eile Connection Transfer Help

gﬂ@lilw

~ | C:\Program Files (x86)\INFO TECHYS 1850 Avenue 2.0Y

Mame Size Date
| <DIR> 2017.07,25 09:12:05 |
ey <DIR= 2017.07.25 09:12:05
Envenue.chm 1574735 2017.06.29 09:47: 16
ﬁnvenue.exe 169472 2017.06.29 12:31:42
EIECEISEUFileTranSFer.Chm 173356 201706, 27 07:49:24
EIECGI&EOFiIeTransFer.exe 330464 2017.06.27 07:49:22
mnFo_TECH_Software_License_A... 62581 2017.06.29 08:59:28
El’l’.im 1078 2017.06.29 08:59:26
El’l’ﬁlﬁﬁﬂﬁ\.dll 1825280 2017.06.29 12:31:40
EIECElBEU.NEt.dll 1347072 2017.06.29 12:07:10
Funinstall. exe 42452 2017.07.2509:12:05
EWeiFenLuo.WinFormsUI.Doddng.dll 422400 2017.06.29 09:46:40

Mame

Size

Date

INFO TECH
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server

Connection to server device as a file

From Connection
menu select
Connect command.

Next, enter an IP
address of the server
device to connect to.

Port number 102 is
default for MMS
which is used for file
transfer.

E IEC £1850 File Transfer Tool

File = Connection Transfer Help

| )| 7| @
E F11 | -

Disconnect

C: ~ | C:\Program Files (x86)\INFO TECHYS 1850 Avenue 2.0Y

Mame Size Date Mame Size Date
| <DIR> 2017.07,25 09:12:05 |
ey <DIR= 2017.07.25 09:12:05
Envenue.chm 1574735 2017.06.29 09:47: 16
ﬁnvenue.exe 169472 2017.06.29 12:31:42
EIECEISEUFilETranSFer.Chm 173356 201706, 27 07:49:24
EIECGI&EOFiIeTransFer.exe 330464 2017.06.27 07:49:22
mnFo_TECH_Software_License_A... 62581 2017.06.29 08:59:28
El’l’.im 1078 2017.06.29 08:59:26
El’l’ﬁlﬁﬁﬂﬁ\.dll 1825280 2017.06.29 12:31:40
EIECElBEU.NEt.dll 1347072 2017.06.29 12:07:10
Funinstall. exe 42452 2017.07.2509:12:05
EWeiFenLuo.WinFormsUI.Doddng.dll 422400 2017.06.29 09:46:40

Select server address

P|192.168. 0 .92 Port

Connect to IEC 61850 server | QK | Cancel

INFO TECH

your partner in R&D
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View of the file system in the server
device

Note:

IEC 61850 Edition 1
allows server devices
to present their file
system as hierarchical
with subdirectories.

IEC 61850 Edition 2
requires server devices
to present a flat file
system (as specified in
MMS protocol) and
then the names of
subdirectories (e.g.
COMTRADE) shall be
a part of the file name
— as shown here.

E;_ IEC 61850 File Transfer Tool

Eile Connection TIransfer Help

SB& 7

QE

~ | C:\Program Files (x86)\INFO TECH'\61850 Avenue 2.0

192,168.0.92:102}

MName Size Date
T <DIR> 2017.07.25 09:12:05 |
s <DIR> 2017.07.25 09:12:05
E.ﬂwenue.chm 1574735 2017.06,29 09:47:16
ﬁﬁ.venue.exe 169472 2017.06,29 12:31:42
EIECE 1850FileTransfer.chm 173356 2017.06,27 07:49:24
EIECGlBEUFiIeTransFer.exe 330464 2017.06.27 07:49:22
[Fmro_TECH Software_License_A... 62581 2017.06.29 08:59:28
El’l’.im 1073 2017.06,29 03:59:26
EITGIBEDA.L‘]II 1825280 2017.06,29 12:31:40
EIECGlBEU.Net.dII 1347072 2017.06,29 12:07:10
EUninsiﬁll.exe 42452 2017.07,2509:12:05
EWeiFenLuo.WinFormsUI.Dodcing.dll 422400 2017.06.29 09:496:40

Mame

[ coMTRADE/2017-09-08T10.1...
[ coMTRADE/2017-09-08T10. 18.4...
P comMTRADEf2017-09-25T14.55.2...
[ coMTRADE 2017-09-28T14.55.2...
[ coMTRADE/2017-11-08T11.55.4...
P coMTRADE/2017-11-08T11.55.4...

Ekﬂmbisave.icd
Frcodezs6.l0g
Erun-update.sh
Erun.sh
[s51850.last.log
[Flss1850.l0g

Size
1103
384500
1103
354500
1103
354500
86961
6291
163
150
814350
1526211

Date

2017-09-27 10:0...
2017-09-27 10007210
2017-09-28 14:00:05
2017-09-28 14:00:04
2017-11-08 10:59:04
2017-11-08 10:59:04
2017-11-15 11:08:13
2017-09-28 13:09:47
2017-10-09 05:50:17
2016-01-12 06:13:494
2017-11-15 1411411
2017-11-16 12:23:40

INFO TECH
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File transfer operations

The set of supported
operations is determined
when establishing
connection with the server
device.

Possible operations in
Transfer menu:

Get file — file reading from
the server

Send file — file writing to the
server

Delete file — file removal

Reread directory — refresh
of the file list

E IEC 61850 File Transfer Tool

File Connection

Transfer Help

192,168.0.92:102)

! E ‘ 5 Get file Cirl+G

: Send file Ctrl+5
= ~ | CiVPre Delete file Del 2.04

Reread direct Ctrl+R

Name Ered ITECTory ri+
T <DIR = 2017.07.25 09: 12:05 |
s <DIR > 2017.07.25 09: 12:05
Favenue.chm 1574735 2017.06.29 09:47: 16
Flavenue.exe 169472 2017.06.29 12:31:42
[F1ece1850FieTransfer.chm 178356 2017.06.27 07:49:24
[FiEce1850FieTransfer.exe 830454 2017.06.27 07:49:22

[FmFo_TECH Software_License_A... 82581

Fmrico
Fmrs1s504.di
Fl1ecs 1850, Met.dI
EUninsmll.exe

[Fwveifentuc. WinFormsUL Docking.dl

1078
1825280
1347072
42452
422400

2017.06.29 08:59: 28
2017.06.29 08:59:26
2017.06.29 12:31:40
2017.06.29 12:07:10
2017.07.2509:12:05
2017.06.29 09:46:40

Mame

™ coMTrRADE/2017-09-08T10.1...
[FcoMTRADE/2017-09-08T10. 18.4...
M commraADE/2017-09-28T14.55.2...
M commraADE/2017-09-28T14.55.2....
FcoMTRADE/2017-11-08T11.56.4...
[ coMTRADE/2017-11-08T11.56.4...

Eknrnbisave.icd
Ermde.’lﬁﬁ.log
Erun-update.sh
Erun.sh
EsﬁlSEU.Iast.Iog
[Flss1850.leg

Size
1103
364500
1103
354500
1103
364500
86961
6291
163
150
314390
1526211

Date

2017-09-27 10:0...
2017-09-27 10:07:10
2017-09-28 14:00:05
2017-09-28 14:00:04
2017-11-08 10:59:04
2017-11-08 10:59:04
2017-11-15 11:08:13
2017-09-28 13:09:47
2017-10-09 09:50:17
2016-01-1206:13:44
2017-11-15 1411411
2017-11-16 12:23:40

Get file from IEC 618530 server

INFO TECH
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61850 ICD Editor

A tool to create and modify SCL
files.

lecich Rignen

INFO TECH

your partner in R&D
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Eile

Edit Wiew Help

ICD file of the server device

61850 ICD Editor allows to build an

0'1CD Editor - Untitled

From scratch or

Y
=M
w mi8 TEMPLATE

w LD LDD

> LN LLNOD

» LN LPHD1

» LN Obj1C5WIT
w LN St1PTOCT

H"i_'_nr"rl_im;\t:_l?.rlt_l_s*.H o KH\

Name | LDO

w DO Mod

- DA stVal [ST
DA q [5T]

- DA t[5T]

- DA ctiModel

Type 61850-7-4

Logical Devic(61400-25
61850-7-410

[oc ===

~ DO Beh

- DA stVal [5T]

- DA g [ST]

- DA t[5T]

» DO Health

- DA stVal [5T]

- DA g [ST]

- DA t[5T]

w~ DO MamPlt

- DA vendor [DC]
- DA swRev [DC]

Add LD

INFO TECH

your partner in R&D

W

by modification of

# | Logical device: LDD

Class XCBR | Prefix Ohj1
SARC ~
LM name |5IMG
SiML
This LN igPDC itches with short circuit bre
example red to complete the logical
represent| <5W1 ening commands shall be 5
applicabli TCTR al-time capability are availa
opening 4 1VTR * k& are performed with a GSE-

> [H po [M] Mod

» [H Do [M] Beh

» [H Do [M] Health

» [H Do [M] MamPHt

5 [H po [M] Loc

» [] DO [0] EEHealth

» [[] Do [O] EEName

> [H po [M] OpCnt

5 [H po [M] Pos

» [H Do [M] BlkOpn

» [H Do [M] BlkCls

» [[] Do [0] ChaMotEna
» [[] Do [0] SumSwARs
» [H Do [M] CBOpCap
» [[] Do [0] POWCap

> [] o [0] MaxOpCap

Add LN
with selection

of optional
DO and DA

Instance 1

an existing file.

Control block type

| Buffered Report CB

> |

Unbuffered Report CB
MName brebl)

DataSet

“

Report 1D |

Buffering time | 1000 =
Config revision | 1 S

Option fields

[] Sequence number

[ Time stamp

[] DataSet reference

[] Reason code

[[] Data reference
Entry ID

O Configuration revision

Buffer overflow

Integrity period I: =

C—

L AdsRes,
GCB, SGCB,

SVCB
with setting

[ Integrity scan .

[] General interrogation attrl bU te
values

Instances

[ Data change
[ Quality change
[1Data update

Cancel

Cancel
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Dataset creation by selection of

elements from the data model

Pj Dataset Editor

Logical Device LDD

Logical Mode LLMO

Name | SCADADataSet

Reference | LDO/LLNOSSCADADataset

DA t[ST]

DA ctiModel [CF]

w LN OCst1PIOCT

5 DO Mod

» DO Beh

» DD Health

» DO NamPlt

» 00 Op

w LM IL3MMELT

» DO Mod

> DD Beh

5 DO Health

5 DO NamPlt

~ DD A
» DO phsh
» DO phsB
» DO phsC
» DO neut

LDO/ObjCSWI1,Pos [5T] @

¥

X

INFO TECH

your partner in R&D

Buttons for changing
order of elements in
dataset.

Button for removing
element of dataset.

Button for adding an
element of data model
to dataset.
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Possible applications of
61850 ICD Editor program

[0 Creation and modification of ICD/CID file for the device under
configuration.

[0 Processing of an ICD file into a CID file (addresses, datasets,
parameters of control blocks).

[0 Creation and modification of ICD/CID file to be used for server
device simulation (e.g. with the use of INFO TECH 61850 SCL
Runner tool).

[0 Modification of ICD/CID file for the IEC 61850 client program

(e.g. 61850 Avenue client), for example to enable execution of
negative test cases on the server device.

INFO TECH
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www.infotech.pl

www.61850.p]

INFO TECH sp.j.
Edisona 14
PL 80-172 Gdansk

Poland

office@infotech.pl

Tel. (+48) 58 3018527
Mob. (+48) 602 799756
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