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INFO TECH sp.].

[0 Experts in the field of communication solutions for power
automation and industrial automation.

[0 Renowned supplier of protocol software libraries and tools
for communication testing and device simulation.

[0 As of October 2023, the licensed INFO TECH software is the
basis for implementing IEC 61850 interfaces in the products
of 53 companies and institutions from 15 countries of
Europe, Asia and North America.

[0 INFO TECH offers also:

® Hands-on trainings on IEC 61850 communication,
B Conformance testing of the IEC 61850 interfaces,

B Audits and diagnostics of systems using IEC 61850
communication.
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Product from the renowned supplier of
communication software libraries and
testing tools for automation systems

Other known products from this area:

IEC 61850 Software Library (source code)

61850 CCC - IEC 61850 client DLL for PC/MS Windows
61850 SCC - IEC 61850 server DLL for PC/MS Windows

61850 SCL Runner - simulator of IEC 61850 server devices
based on their description in SCL files

61850 GOOSE System Viewer - visualization and monitoring
of GOOSE communication based on SCD file

[0 ProTester - simulation tools for master and slave stations of
protocols operating on serial and TCP/IP based networks (DNP3,
IEC-104, IEC-101, IEC-103, Modbus, SPA-bus)

[0  ProtAn - protocol analyzer for serial asynchronous
communication (RS5-232, RS-485)

ProtAn for Ethernet - protocol analyzer for Ethernet networks
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61850 Avenue toolset

61850 Avenue: set of tool programs for testing IEC 61850 communication, developed
with the use of INFO TECH IEC61850 Software Library

First tool of the package - 61850 Avenue client tool: beta version supplied to selected
customers already in January 2007

First official release: May 2007 (together with 61850 Relay Simulator)
GOOSE toolset: added in January 2008

Sampled Values toolset: added in December 2011

File Transfer toolset: added in February 2012

61850 Avenue 2.0: released in April 2013

= Added support of Edition 2.0

= Added message logging

m Added Process Data View

Update of IEC 61850 client GUI: version 2.1 released in April 2018
Routable GOOSE and Routable SV options added in September 2019
Support of Edition 2.1 in the release of January 2021

Secure client-server communication (TLS and ACSE) added in May 2022
Added cyclic data polling to Process Data View: added in February 2023
Added graphical Process View: added in May 2025

OO0o0o0oO 0O O
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The name 61850 Avenue was adopted to the whole toolset package.
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Awarded product

[0 INFO TECH IEC61850 Software Library (source code) together
with the testing and simulation toolsets (61850 Avenue and
61850 SCL Runner) — was honored with a prestigious award -
Honorable Commendation of the International Power
Industry Fair ENERGETAB 2017
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Wide applicability of the toolset

[0 Suitable for:

B testing devices and systems with IEC 61850
communication,

B commissioning of IEC 61850 based systems,

B development projects implementing IEC 61850
communication,

B verification of product conformance with the IEC 61850
standard,

B practical learning of the IEC 61850 standard.
[0 Truly easy to learn and apply ...

[0 All programs include the context help function
invokable with F1 key.
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61850 Avenue

Your safe and easy road to learn and use the
IEC 61850 standard.

Welcome!

INFO TECH

your partner in R&D



Installation procedure

Supported platforms:

PC running
MS Windows reach higher
7,8,10 and 11.
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To install the software

From the supplied CD: possible start in autorun mode.

Alternatively: invoke the program start.exe from the installation
package directory

61830 Avenue
61850 I1CD Editor
61830 Relay Simulator
GOOSE Toolset
HASP HL drivers
Sampled Values Toolset
7| autorun.inf
| configaxml
F [Tico
License.pdf
B ReadMehtml

'r- start.exe

INFO TECH
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License

[0 Before installing the software please learn
and accept the licensing terms described in
the paper note attached to the CD and/or in
the file License.pdf

[0 Please acknowledge the following notice concerning
the USB license key:

B The supplied license key represents the value you have
purchased. Please take care of it and protect it from losing
or damaging like any other object of value. Please
understand that we cannot replace lost, corrupted or
physically damaged keys.

INFO TECH
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Installation steps

[0 After starting the installation program the following list of
documents, applications and drivers will be displayed - it is

possible to install only selected tool programs and omit those
which will not be used.

[0 At first, read the license agreement.

61850 Avenue Toolset Installer (%]

Double chck item to execute action

Wiew INFO TECH Software Licenze Agreement,
Yiew "Read Me"

61850 Avenue

61850 Relay Simulator

61850 ICD Editor

GOOSE Toolzet

Sampled Yalues Toolzet

HASP HL dnvers

INFO TECH
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Third party components

[0 HASP HL drivers - to manage the USB license key

[0 WinPcap 4.1.3 used by Relay Simulator, GOOSE
toolset, SV toolset (alternatively, it is possible to
use Win10Pcap or Npcap if already installed)

INFO TECH
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IEC 61850 client tool
(61850 Avenue)

reach higher
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Initial view after the first start-up of

61850 Avenue client

Servers — window with the list of

server devices to communicate

L \
Properties — window with the list

of connection parameters of the
selected server (connection
parameters can be saved in the
configuration file).

Main operation view — for
folders with server data models.

F 61850 Avenue 2.1.11

Server  Connection  Window  Help

Servers n

Log view — chronological view of
operations (commands,
responses and events) occurring
during the interactions with

server devices. \

Log
oS
Time Server Message
10:47:18.441 Program started

I

Program started
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Connection to a new server device
with data model browsing

¥ *61850 Avenue - New IEC-61850 server [127.0.0.1]
Server  Connection  Window  Help
% New CbeN | 7
@ Open Ctrl+ 0
% Delete Del | Mew (Cirl+N)
[H Save configuration Ctrl+5
& Connect

Exit

From Server menu select
New command to define a
new server device.

INFO TECH
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.r. *51850 Avenue 2.1.13 - New IEC-61850 server [127.0.0.1]

Server  Connection  Window  Help

mX R S

New I[EC-61850 server [127.0.0.1]*

A new server |[ED with the

name New IEC-61850 server
and IP address [127.0.0.1] will
appear in Properties window.

Intemet Protocol Address of remote device
(IPv4, IPvE or name).

=4l | B

E Main ~
Name New |EC-61850 server
Address 127.0.01
Port 102

E Remocte OS] Parameters
AE Qualifier 12
Application 1D 1.1.1.5955.1
05| Presentation Selector 00000001
(051 Session Selector 000
05I Transport Selector 0001

E Substation Configuration
IED name
RCB Indexing Default
SCL File Name:

El Transport Layer Security
Use TLS Disabled
TLS authertication mode  Required
TLS Server Name (SNI)
TLS Server CA Certificate C
TLS Client Certificate file
TLS Client Private Key file
TLS Client Private Key Pass

E Authentication
Mechanism Name None
Password
Certificate
Certfficate private key

E Local OS] Parameters
AE Qualifier 12
Application |D 1.1.1.595
Application Timeout [s] 10
Max. MMS Frame Size 65280 v

Address

F 61850 Avenue - New IEC-61850 server [127.0.0.1]

Server Connection Window  Help

SENErS B R e L q-

W

Mew |IEC-61850 server [127.0.0.1] *

* after the name of the IED
server device means
unsaved configuration.

16



Assighing target name and IP address
to a new server device for browsing

Servers

SR N = A

----- Tested Relay[127.0.0.1

In Servers window write

the target device name in E“:H
place of default New === 1 Tt ko

IEC-61850 server and Por 102

EH Remote OS] Parameters

the target IP address in A Quslir 2o
place of 127.0.0.1.

05 Presentation Selector 00000001
051 Session Selector 0001
Q51 Transport Selector 0001

E Substation Configuration

IED name
RCB Indexing Default
SCL File Name
El Transport Layer Security
Use TLS Disabled

TLS authentication mode  Required
TLS Server Name (SMI)
TLS Server CA Centfficate C
TLS Client Certificate file
TLS Client Private Key file
TLS Client Private Key Pass
E Authentication

Mechanism Name Mone

your partner in R&D

Name:
Name of the server for easy identification.

r 61850 Avenue - Tested_Relay [127.0.0.1]

Server  Connection  Window  Help

Servers

SR

‘ ----- Tested Relay[127.0.0.1 ‘

Now the client-server connection
can be established: in Server
window from context menu of the
selected device invoke the
command Connect

17



Secure communication using TLS
(encryption)

For using TLS to connect to the server, set the Use TLS parameter to v Main .

: : ; ; E s
Enabled. This parameter is part of the Transport Layer Security section - :"‘23;‘ l;fff 1850 server
of the Server Communication Profile. F 3782

~ Remote 05| Parameters
AE Qualifier 12

Enabling TLS changes automatically communication port to default for 115991

TLS (3782). Disabling TLS returns the default port to 102.
Other TLS configurable parameters:

TLS authentication mode — selection between Required authentication
using TLS CA certificate or Optional.

TLS Server Name (SNI) — TLS Server Name Indication.

TLS CA certificates files — file with a chain of certificates used to verify
the certificate of the server to which the client connects.

TLS Server CRL Chain — file with a chain of certificates used to verify the
revocation status of SSL/TLS certificates.

TLS own certificates files — client’s certificate file.

TLS private key — client’s private key file.

TLS private keyphrase — the password used to decrypt the client's
private key.

TLS Session Keys file — path to a file containing the TLS session keys.

Enabled

TLSServer

air C:\Project=DB\certificates \cachain_pem
C:\ProjectzDB\certificates \crichain_pem
C:\Project=DB\certificates’client _pem
C:\ProjectsDB\certificates\client key

INFO TECH
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Secure commuhnication
using ACSE (authentication)

Use of ACSE for authentication:

- select mechanism based on certificates®,

- provide certificate of the client,

- provide private key of the client.

*Integration of the

specifically adhering to the

IEC 62351

standard,
IEC 62351-

4:2018/AMD1:2020. This amendment of Part 4

presents supplementary guidance
designed to strengthen the
communication within industrial
and control systems.

INFO TECH
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and updates
security of
automation

II_ New IEC-61850 server

127.0.0.5

Po 3752
Hﬁemute 051 Parameters
AE Qualfier 12
Application 10 1.1.1.9591

F N Sele pO000001

Selector 1
sport Selector 001
Substation Configuration
Layer Security
ze Enabled
TL5 authzication mode Required
TLS Server Fwge (S5M TLSServer
TLS Server CA ONgfficate Chair C-\PmojectsDB\certificates\cachain_pem
TLS Serve TN C\PmojectsDB\certificates\crichain_pem
TLS Client C\PmojectsDB\certificates\client_pem
TLS Client CA\PmojectsDB\certificates\client key
TLS Cligrt
TLS Sessio
Authentication
echanism Mame 1.0.840.0.1.0.1.1 (Certificate)

C\PmojectsDB\certificates\client_pem
cate Private Key CA\PmojectsDB\certificates\client key

[ (O TR

[ I i = B
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Server device data model displayed
after connecting and browsing

Fast exploration of the
server device data model.

INFO TECH
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F 61850 Avenue 2.1.10 - Tested_Relay [127.0.0.1]

Server Connection Window  Help
= TR -l F J ~
w: C‘: Z - fg & f)); L)
- Tested Fvlelai 12?.D.I1‘I|
=4l | E
El Main ~
MName Tested_Relay
Address 127.0.01
Part 102
E Remote 05| Parameters
AE Qualifier 12
Application D 1.1.1.999.1
05| Presentation Selector 00000001
05| Session Selector 0001
05| Transport Selector 00071

Bl Substation Configuration
|[ED name

RCB Indexing Default

SCL File Mame

Tested_Relay [127.0.0.1]

I ORDS

Azsociation
DemoMeasurement
~LM LLMO

‘LM LPHD1

‘LM I3pMHAI1
LM I3pMMxLUI1
LM U3pMMxL2
DemoProtCtrl
LM LLMO

‘LM LPHD1

‘LN DIGGIO1
LM I3GHFTOC1
‘LM I3GHFTRC1
LN Obj1CsWI1
‘LN Obj1¥CBR1
~LN ObjZxsWwIi
~LN Obj3CswIz2
~LN Cbj3XCBR2

- B

E: £ -

CRERoRCRE R RN e
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Connection to a new server device
using its SCL description file

B

Exit

i Mew

Open

r 61830 Avenue - Tested_Relay [127.0.0.1]

Server = Connection Window  Help

Ctrl+M
Ctrl+ O

f
Show from file (Ctrl+0) |

Hay

T2

<

Invoke Open command and select an SCL file
describing the server device.

Servers found |
Servers
Show Connect IP Address |IED Mame File Walidation
127.0.0.1 Demo C:\Users\michal\Deskto... |OK
Open schema validation log oK Cancel

After selecting the file set check boxes:
Show - to display the server preview (offline mode),
Connect - to automatically connect to the server.

INFO TECH
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Explanation of Show and Connect options

After selecting the Connect
option, the client will be
automatically connected to the

When the Show option is

F 61850 Avenue 2.1.10 - Deme [127.0.0.1]

Server Connection Window  Help

S-Er'."ErS PP P P P P P P P P P P e P P P P P P P P P P P P P P LS III' W_

Al Lo I S M WO - i

x & Demcr 127.0.0.1 @ Assodaton

EI - DemoMeasurement

checked, the device data =
model will appear in the Main
operation view.

INFO TECH
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. [-LN LLND
[H-LN LPHD1
EI—: L‘lr | = ...|_||,| I3pMHAIL
El Main G-LN I3pMMXU1
Name Demo - LN U3pMMXU2
Address 127.0.0.1 =-LD DemoProtCirl
ot 102 G+-LN LLNO
E Remote 0S| Parameters E-LN LPHD1
AE Qualfier 12 [+-LN DIGGIO1
Application 1D 1.1.1.999.1 [+-LN I3GHPTOCL
05| Presentation Selector 00000001 ---LH I3GHPTRC1
05| Session Selector 0001 [+-LM Obj1CSWIL
05| Transport Selector 00071 [+-LN ObjIXCBR1
Bl Substation Configuration [#-LN ObjZXSWI1
IED name [+-LN Obj3CSWI2
RCB Indexing Default [-LN Obj3XCER2

Sl Fila Mama
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Connection establishing after
importing SCL file

Click Connect icon to connect with the device in the network W_

¥ 61850 Avenue 2.1.10 - Demo [127.0.0.1] ‘5_> ﬁ’ ﬁq @ _jﬁ LJS

q Connect F
L -

Server Connection  Window  Help

SEIVEIS il D D D D D D i1} Demo [127.0.0.1]
...E Q.E .E H .6), ﬁq _ ’6)’ ﬁ’q . ) ﬁ IJS e Default Scope ~ | Find...
- Dﬁmo 12?.D.D.‘I| -0 ~ || Name FC  Value

=10 DemoProtCirl/Ob... ST {stval=1
LN LLND DemoProtCirl/Ob... ST {stVal=1
----- 0 Mod DemoProtCiriiLL... ST {stVal=h

----- D Beh DemoProtCirl13.. ST {stVal=c

----- D Health DemoProtCirl13.. ST {general

----- D NamPFlt DemoProtCirl/13... ST  {general

----- D Loc DemoProtCtri3... ST {general

----- D% DS1_Disconnector DemoProtCtrl/Ob... ST {stval=1

~{D8] DS2_Protection DemoProtCtrl/Ob... ST {stval=1

----- DS D53 GOOSE Qe
e —_ D§ DS4_GOOSE
e 2 | =2 M i o BR brch01
E Main .3 R I BR brch02 Oﬁ'“ne mOdeI

MName Deme | | | i i RP urcb01

Address 127001 || . AP urch02 browsing possible.
Port L LI L B e GO gchl
E Remote OSl Parameters | | . GO gcb2
AE Qualfier L N B 86 SGCEB
Application 1D 1.1.1.999.1 [#-LN LPHD1

INFO TECH
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Refresh Current Object on LD, LN
or DO/DA

Click Refresh Current Object on LD, LN or Demo [127.001]

DO/DA level to read data with selection of FC. & ﬁﬁ @) e ST CF.DC.EX_BR, v

- @ Assodation

; C
EI e hl Refresh current object IF

Demo [127.0.0.1]

. . LN LLND

;9’ ﬁq ® ._;.ﬁ. S M"~"'|;5T,|:F,D+:.Ex.aﬂév| Find.. v @
‘ @ Association ‘ MName |Fur1cti|:|nalcu:|r15trair1t5 selectio rrefreshi

2T NemoMeas rement

F 61850 Avenue 2.1.10 - Demo [127.0.0.1]

Server Connection  Window  Help

BEIWEIE it el e DD D DD n Demo [127.0.0.1]
A5 Ci! :H | F {9 ;Sf ﬂq ® -ﬁ- LJS K [ST.CF.DC.EX.RP. ~| Find
[+] 5T
B Demol127.00 Ry — = o
B - 0| DemoMeasurement ocC

© LM LLNO [ EX

— ~LN LPHD1 WER
|21 ‘ | LM I3pMHAIL RP
= Main - LN [3pMMXU1 Mx

Name Demo LN U3pMMYU2

Address 127.0.0.1 l -LD DemoProtCirl

Port nz

INFO TECH
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Data model view

True data model as
defined in IEC 61850-7.

No confusion with MMS
Named Variable space.

The tool can maintain
connections to multiple
server devices.

INFO TECH

your partner in R&D

Demo [127.0.0.1]

C Q US MX, CF, DC v || Find... NN 1‘,!‘))
- & Assodation Name FC  Value
=5 LD DemoMeasurement Mod {stVal=on, g=0000000000000 {Good, Process}, t=20...
LN LLND B=h {stVal=cn, g=0000000000000 {Good, Process}, t=20...
@-LN LPHD1 Health {stVal=0k, g=0000000000000 {Good, Process}, t=20...
'"'-" [3pMHALL MamPlt {vendor=INFO TECH, swRewv=1.0, d=Current measur...
LN I3pMMIUL =l {phsA={cVal={mag={f=0}}, q=0000000000000 {Good. ...
- I Mad phs4 {cVal={mag={f=0}, g=0000000000000 {Good. Proce. ..
D Beh phsB {cVal={mag={i=0i}. g=0000000000000 {Good. Proce. ..
. D Health = phsC {cVal={mag={f=0}}, g=0000000000000 {Good, Proce...
-+ D NamPlt cVal M {mag=if=0}
E‘“ A q M 0000000000000 {Good, Process)
""" D phsA t M 2020-12-14 07:17:59.403 [Leap Second Known][Tim...
""" D phsB units CF  {SIUnit=A3
+-[D] phsC d DC  Phase C current
(LN USpMMELZ d OC 3 phase current
[=-LD DemoProtCirl
LN LLND
LM LPHD1
&-LN DIGGIO1
H-LM I3GtFTOCL
&-LN I3GtPTRC1
LM LTRKL
&-LN OhjiCSWI1

25



with multiple servers

Possible simultaneous connections

In Main operation view the
tabs of server devices can be
arranged as preferred by the

Server

Connection

61850 Avenue 2.1.10 - Deme [127.0.0.1]

Window  Help

1
Demo [127.00] X - RegrTestEd? [192.168.11.158] X ~
S Fe 'ﬁ"ﬁs Qeces & 7 @)L 1S & EoaTesiaz n102.16811.156 v
@ Assodation Name @@ Assodation Name _I
[=-LD DemoMeasurement Mod [-LD RegrTestEd2Application -
-{LH] LLNO Beh LD RegrTestEd2mMU01 | A
t-LN LPHD1 Health LD RegrTestEd2Measurement
#-LN I3pMHAIL NamPlt t-LD RegrTestEd2ProtCirl : Demo
LN I3pMMXUL 155 127.0.01
-0 Mod 102
-0 Beh
D Health ote 05| Parameters
-D NamPlt ualifier 12
e = _
D phea zation 1D 1.1.1.999.1
) .
n oh D q l:’ R D ‘resgntatlon Se 00000001
session Selectc 0001
t-LN “WM"LIJZ I&I ransport Selec 0001
[=~LD DemoProtCtr - -
LN LLND sation Configuration
e--LN LPHD1 ame Demo
H-LN DIGGIO1 Indexing Default
t-LN [3GtPTOC1 W .
Sile Mame
: sport Layer Security
s Sequence Number: l:l Data Set: |: |-__|)< s Sequence Number: l:l [l-LS Disabled
z [] Buffer Overfiow Configuration Revision: [ Buffer Overflow Configuratiy thertication 1 Required
Entry Identifier: l:l Tim Entry Identifier: A certificates
¢ > | Data Reference ¢ > | Data Reference swn certificates
.nrivate ke ¥ v

INFO TECH
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‘ ‘ Mame of the server for easy identification.

Demo [127.0.0.1]

RegrTestEd2 [192.168.11.158]

e {&’bs

ST.CF,DC, EX, BR, ~

- @ Assodation
D -LD DemoMeasurement
-] - LLND
LPHD1
I3pMHAI1
~LN I3pMMxLI1

i D Mod
D Beh
D Health
1}
1}

B

MNamPlt

-LN U3pMMxU2
DemoProtCtrl
-LH LLMO

-LM LPHD1

-LN DIGGIO1
-LN I3GHPTOC1
-LN I3GHFTRC1

=

ame FC

Mod
Beh
Health
MamPlt

[T

BRE

# Report ID

Sequence Number: I:l Datz

[] Buffer Overflow Configuration |

Entry Identifier:

26



Reporting function in IEC 61850

Reporting services as
defined in IEC 61850-7-2.

Reporting configuration
can be invoked from the
context menu of a chosen
rcb or using the program
icon.

Demo [127.0.0.1]

=1-LD DemoProtCtrl
- LN LLND
. D Mod
- D Beh

n Ha=lds

INFO TECH

your partner in R&D

/@' J @ ﬁ- LJS Defaul Scope | Find. VA, @ N
- 1@ Assodation Name FC  Value
D L_I] DemoMeasurement RptlD RP

[=-LH LLND RptEna RP false
""" 0 Mod Resv RP  false
""" D Beh DatSet RP  DemoMeasurement/LLMN0.DS1_Measurement
----- D Health ConfRev RP 1
""" D NamPlt OptFlds RP 0111110010 {sequence-number, report-time-stamp, ...
----- D5 D51_Measurement BufTm RP 1000
----- D0s Ds2_All SqMum RP O
E‘ - RP 011111 {data-change, quality-change, data-update, i...
..... EF urc U4 Copy Reference  Ctrl+C

\\ RF 0O

\ BR br: @1 Enable report RP false

E-LM LFHES £  Parameters...

[#-~LN I3pMH =

[#-LH I3pMM -

[#-LN U3pMM e

E-LD DemoPrott o Get URCB Values
---LN LLMND

[+-~LMN LPHD1
[-LM ObjicswIl
[-LM ObjacswI2
-LM DIGGIO1
E-LN LTRK1

LM [3GPTOCL




function

Configuration of the reporting

BR / RP: dedicated
windows for review and
modification of reporting
parameters of BRCB /
URCB.

INFO TECH

your partner in R&D

ﬂ Demo [127.0.0.1]: DemoProtCtrl/LLMO.breb 01

Report Identifier: |

Data Set Reference:

Corfiguration Rewvision: 2

Buffer Time [ms]: [ 1000
Sequence Mumber: 0
Optional Fields

Data Reference
Buffer Overflow
Entry ldertifier

Sequence Number
Report Time Stamp
Reason For Inclusion
Data Set Name

Apphy Enable &

DemoMeasurement /LLMN0.DS2_All

Integrity Period fms): |0 |

Ertry |dentifier:

Time Of Entry:

Corfiguration Revision

Refresh

|0ooo0o0000000000 |

1584-01-01 00:00:00.000

Trigger Options

Data Change (dchg)
Quality Change (gchg)
Data Update (dupd)
Integrity

General Intemogation

28



Selection of dataset for reporting

Selection from dropdown
list of all datasets present
in the device.

The list results from the
imported or explored
device data model and
includes also dynamically
created datasets.

INFO TECH
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-ﬂv Demo [127.0.0.1]: DemoProtCtrl/LLMO.breb01

Report Idertifier:
Data Set Reference:

Corfiguration Revision:
Buffer Time [ms]:

Sequence Mumber:

Optional Fields
Sequence Number

Report Time Stamp

DemoMeasurement,/LLN0.OS2_All

DemoMeasurement/LLND.051_Measurement

DemoMeasurement/LLND.0S2 All

DemoProtCid/LLN0.DS1 Disconnector
DemoProtCid/LLMN0.DS52_Protection
DemoProtCid/LLND.DS3_GOOSE
DemoProtCid/LLND.DS4 GOOSE

Data Reference
Buffer Overflow

Reason For Inclusion Entry ldertifier

Data Set Mame

Configuration Revision

Enable & Refresh

TIOgeET oS

Data Change (dcha)
Quality Change {gcha)
Data Update (dupd)
Integrity

General Intemogation

Close

29



Activation of the reporting function
and reports viewing

Report control block (BRCB or URCB) can be

Rl reference  Cirlac enabled by invoking Report Enable command from

RO g Enable report 4 the context menu or using the program icon.
Gl] grd__, ﬁ Parameters...
-G0 gch

i el oot -

(2

Db_]IICS & Get URCE Values =1-LD DemoProtCirl | Report Enable || Name
O3S v v :
EILI'-I LLMO Ry
i i D Mod o
:‘x :l\-l' '_0 Seguence Mumber; D Data Set: |DemDPrntCh'I,.’LLNDSDS1_Disu:nnneu:b:r |
f Report ID Reason code Buffer Overflow Configuration Revision: |1 | D |DemnPrD1J:trI,|'LLND,EBR5bn:bUI |
0 DemoProtCirlLLNDSER brcb01 dchg Entry Identifier: [0000000000000001 | Time of Entry: [2020-05-06 11:25:06.645 |
1 DemoProtCtrl/LLNOSER Shrehi0 1 dchg
2 DemaProtCirl/LLNOSBR Sbrcbi 1 dchg Data Reference FC Value "
3 DemoProtCtrl/LLNOSER Shrehi0 1 dchg = DemoProtCirl/Obj2XS\w11.Pos ST  Reason code: dehg
4 DemoProtCirlLLNOSBR Sbreb0 1 dchg stval 5T |01 {off}
5 DemoProtCirl/LLMOSBR $hreh0 1 dchg q ST | 0000000000000 {Good, Process)
bt ST 2020-05-06 11:25:06.628 [Leap 5. v
< >

Incoming reports are displayed in a traceable list.
A selected report content can be easily viewed.

INFO TECH

your partner in R&D
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List of reports

All incoming reports are collected into

a list and presented with the following &7 ST e
Info rmatlon ;...L"’"'LDLND""'“' g Tan;ewoMeasuren-__ I\:);C {Good, Process), t=2 156,925 [Leap Second K...
# - report number in the list, o rein S Dchacs. 51 il onia
Report ID — report identifier, Pt (R o ;
Received — reception timestamp, R b0 S DemoPoalih.._|ST 450,40 lLeap Secons Kpowri[Tim..
SN — report sequence number set by Riyivess ? 1 il cond Kocur]Time Aceuracy = 10 i
the reporting server (other formats in S i Tt e ST lee
case of segmented reports: = =
0 Sequence Number; [25 | Data Set: [DemoMessurement/LLN0.051_ve]

SNS B Where sSisa Segment number’ = Report ID SN BOVF Data set A | [ Buffer Overflow Configuration Revision: - D M

SN.sF - where EiSiE segment 2 Dommormmeti iRz 21 | e | Demetemsaement N0 be || L ooooonioooote | e oy (02502270547

number and F indicates the last 5 Dot 3 e reenen | |2 Gl ETA Wk st Do |

segment), 3 Dommoreme N0 75 | e | Denabessaementh N0 05 pesoueme | [ 1 B0 i

Data Set — reference name of the o DomoMeamremtINORrbs 24 e DemaessrementINO 057 A

dataset used for reporting, T e e

Details off/on — show/hide the 2 DemprorlLuRrons |11 | e | Demorriiino 05 progaon ¥ ;
< >

details of the selected report.

List of reports Detailed view of

I N o TEc H selected report
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Report detailed content viewing

For each report from the list its detailed content can be
examined. The following information is presented:
Sequence Number — report sequence number set by the
server,
Data Set — reference name of the dataset,
ID — report identifier,
Buffer Overflow — indication of buffer overflow
occurrence (for reports from BRCB only),
Configuration Revision — version of RCB configuration,
Time of Entry — time of report generation (report time
stamp — equal to Time of Entry for BRCB),
Entry ldentifier — report identifier (for reports from
BRCB only),
and the view of reported data including:
+ reference name of reported data (Data
Reference) with functional constraint (FC),
« reason (Reason Code) of including data in the
report,
* names and values of data components.

INFO TECH

your partner in R&D

Data Reference

= DemoProtCtrl/Obj 1CSWI1.Pos

7 stval

i - position

q

- Walidity

- Owverflow

- DutDfRange

- BadReference
- Dscillatory

- Failure

- DldData

- Inconsistent

- Inaccurate

- Source

- Test

- DperatorBlocked

t

= DemoProtCtrl/|3GtFTOCT.5tr

- general

- dirGeneral
+ g

Lot

= DemoProtCtrl/0bj1XCER1 Pos

stval
“  position

OutOfRange
BadReference
Oscillatory
Failure

i QldData

Seguence Mumber: Data Set: |DemoProtCt'Iﬂ_LND.DSZ_Protech'on

AH89989999 8998995995999 83959889998Y o

[] Buffer Overflow Configuration Revision: EI 1D: |Dem0Pr0tCh'Iﬂ_LNUSBRSbn:hDZ

Entry Identifier: |0000000000000000 Time of Entry: |2023-UZ-2? 09:51:38.216

Walue
Reason code: DataChange
10 {on}
on

Good
false
false
false
false
false
false
false
false
Process
false
false

2023-02-27 09:51:38.210 [Leap Second Known][Time Accur...

Reason code: DataChange

true

both

uuuuuu 00 {Good, Process)
2023-02-27 09
Reason code: DataChange

10 {on}

on

0000000000000 {Good, Process)
Good

false

false

false

false

false

false

:38.242 [Leap Second Known][Time Accur...

b 0 [ SN ) S ) —
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Data model view updates by reports

Deme [127.0.0.1]

Data values received in reports update also the view of the data model. The
name and value of each updated data is emphasized using blue font. The
same visualization is applied to updates obtained upon read requests.

e 'n‘LJS-uST

~| Find.. NN @

-~ i@ Assodation

B L[I DemoMeasurement

. [~LM LLND

| [@-LM LPHD1

. LN I3pMHATL

LN I3pMMXUL

. E-LN U3pMMxU2

)-LD DemoProtCirl
LN LLNO
G-LN LPHD1
LN DIGGIOL
E-LN I3GHPTOCT

----- D TmACrv
----- D Strval
[+~LN I3GHPTRC1
LN LTRE1
[#-LM Obj1CSWI1

MName

Mod
Beh
Heslth
MNamPlt
Str
general
dirGeneral
q
t
Op
TmACHy
Strival

& = E

[ I ]

FC  Value

{stVal=on, g=0000000000000 {Good, Process}, t=2020-12-14 07:17:55.403 [Leap Second Known][Time Accuracy = 10 bits], ctl...
{stVal=on, q=0000000000000 {Good, Process}, t=2020-12-14 07:17:55.404 [Leap Second Known][Time Accuracy = 10 bits]}
{stVal=0k, q=0000000000000 {Good, Process}, t=2020-12-14 07:17:59.404 [Leap Second Known][Time Accuracy = 10 bits]}
{vendor=INFO TECH, swRev=1.0, d=Overcurrent protection 13}

{general=talse, dirGeneral=both, g=0000000000000 {Good, Process), t=2020-12-14 07:17:59.403 [Leap Second Known][Time ...
false

both

0000000000000 {Good, Process)

2020-12-14 07:17:59 403 [Leap Second Known][Time Accuracy = 10 bits]

{general=false, g=0000000000000 {Good, Process), 1+=2020-12-14 07:17:58.403 [Leap Second Known][Time Accuracy = 10 bits]}
{setCharact=Multiline 1}

{setMag={f=50}, units={SIUnit=A}}

9949

IN¥O TECH

your partner in R&D
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Control services in IEC 61850
| Demo (1270011 x [

Deme [127.0.0.1] x

& ﬁfq @'a' US e ST.CF v| Find...

INFO TECH

your partner in R&D

AT« BT

Services as defined in IEC 61850-7-2.
Control services can be invoked in the context menu
of the data model or using the program icon.

Association Mame FC  Value

: E:mih:;asurement Mod {stVal=0, q=00000 -~ @ Mssocigffon| Control...
0 az ' :

LN LPHD1 Eliglth E:E:ng:ggggg (LD Demojffeasurement
£-LN 13pMHAT1 NamPlt {vendor=INFO TECH E-LD DemgProtCtrl
LN [3pMMXU1 Loc {stVal=false, g=00C G-LNgLLND

LN U3pMMXL2 OpCniRs {stVal=0, g=00000 LA LPHD1
L DemoProtCtrl 2 Pos {stVal=00 {intermet -- N DIGGIO1
t-LN LLND =tVal ST 00 {intermediate-st : LN I3GtPTOC
t ~LM LPHD1 q ST 0000000000000 &
LN Obj1CSWI1 t ST 1970-01-0100:00: t-LN I3GPTRC1
D Mod ctiModel CF  direct-with-enhanc =-LN ObjICSWIL
D Beh Oper cQ  {ctVal=false, origipn — | 4 i . 0 Mod
- D Health operTimeout T ———— ] S . D Eeh
- I MamPlt
0o oc v b D Health
--O opCntRs [ e D MamPlt
1] 2o L 010 N S D Lloc
#-LN Obj: [y CepyReference CtkC | 4 i i D OpCntRs
[#-LH DIGC
G-LN LTRF = Control... @ Pos
#-LM I3Gt ) Addto Process Datam LN ObjINCBR1
LN 13Gt [F--LH ObjZxSWI1
[]-LM Ohjl %2 Get Data Values LM Obj3cswiz
LN Ohj= 3
-1 M Ohiza oet Data Values [+--LH Obj3XCER.2
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Control models and control
command parameters

Control command window

CO shows:

* present status of an object to
be controlled,

 parameters of control
command,

* buttons for control procedure
steps in accordance with
assigned control model,

* log of the control procedure
performance with client
requests, server responses
and reports with control results.

INFO TECH

your partner in R&D

® 0 Deme [127.0.0.1]: DemoProtCtrl/Obj1CSWIN.Pos

Status Information
Value: |1]'I {off} | “ortral Mumber

Clualty: |1]DDDDDDDDDDD'I] {Good, Process}

Time Stamp: |2'I]'IB-'|]3-2'E 13:14:14.016 [Leap Second Known][Time Accuracy = 10 bits]

Control

Value: on frue) e Contral Mumber: |0

Time

Time Stamp: |21|]-1E,-|}}2ﬁ 15:14:21 E | [] Use Cument Time E;ﬂ

Orginator

[] Synchrocheck

Category: | remote-control «| 1d: [coasose2 | [HEX | 0] interosk Check
Select With Value Select Operate Cance Refresh
Log
Time Service Message
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Control commands in test mode

The tool user should be
aware of consequences of
sending control commands
to devices.

When a server device is
intentionally switched to
TEST or TEST-BLOCKED
mode, it is possible to set

® 0 Deme [127.0.0.1]: DemoProtCtrl/Obj1CSWIN.Pos

Status Information
Value: |1]'I {off} | Control Mumber
Qualty: 0000000000000 {Good, Process} |

Time Stamp: |2'I]'IB-'|]3-2'E 13:14:14.016 [Leap Second Known][Time Accuracy = 10 bits] |

Test flag for control
commands and perform
control operation as
specified for this mode.

INFO TECH

your partner in R&D

Control
e —Ga e Contral Mumber: |0 =
Time
Time Stamp: [2018-03-26 15:14.21 B~ | O Use mmﬁ E:{“
Orginator
[] Synchrocheck
Category: | remote-control «| 1d: [coasose2 | [HEX | 0] interosk Check
Select With Value Select Operate Cance Refresh
Log
Time Service Message
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Tracing control commands
performance

If the new controlled

® 0 Demo [127.0.0.1]: DemoProtCtrl/Obj1C5WI1.Pos

Status Information

‘u"alue:A’}m {off} | Control Mumber

object position is
reported, the status=—
information will be
updated in the CO
window and in the data
model view.

Command execution
and its result are easy
to trace in the log.

INFO TECH

your partner in R&D

Cluality: |DDDBDDDBDD[H]D {Good, Process}

Time Stamp: |2'D'IB-'D3-2'E 13:14:14.016 [Leap Second Known][Time Accuracy = 10 bits]

Contral

Value: |ur1 ftrue) vl Control Number: |0 =
Time

Time Stamp: |2ﬂ15~ﬂ}2'5 15:14:21 E~ | ] Use Current Time E;ﬂ

COrginator [ Synchrocheck
Category: | remote-control v | 1d: [coasose2 | [HEX | ] interosk Check
Select With Value Select Operate Cance Refresh
Log
Time Service Message

03:15:35.353 Operate
03:15:35426  Operate
031535427  Command Tem.

Request (ctlValue true)
Response positive
Positive (ctValue true)
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Creating dynamic data sets

Persistent — created in LN context Non-persistent — created in Association context

- @ Assodation Mame
! LD DemoMeasurement Mod @' Man
=-LD DemoProtCtrl Beh LD 5 Create Data Set I
t-LH LLNO Health =-LD DemoProtCtrl
---LH LPHD1 ---|_|'|| LLNO
---LH Cbj1CsSWI1 ---|_|'|| LPHO 1
£-LN Obj3CSWI2 &-LN DIGGIO1
GI-LN DIGGIOL =-LN I3GtPTOCL
[#-LN LTRK1 Demo [127.0.0.1] D Mod
-] et . .
----- D 1 [y CopyReference  Ctrl+C = I | = -~ =
..... .- . & ¥ @ ﬁ S & [ST.CF. D Health
_____ Dt 15 Create Data Set - D MamPlt
----- D I{& AddtoProcess Data View @ Association | Create Data Set h - D St
..... D ¢ LD DemoMeasurement Mad :
..... D ¢ £y Refresh Ell-[l DemoProtCirl Beh
----- o Get All Data Values G- LN LLND Health " o -
..... I : o
LN Ith Refresh Data Sets "'LH LPHD1 MNamPlt &l ﬁ - ) ﬁ % K ST.CF.OC.
- LH DIGGIDl =
[#-LN Obj1 : Str Create Data Set
g, th1-= £ Edit 5G Values... Op @
' TmaACHs LD DemoMeasurement
Stryal =-LD DemoProtCirl

---LI'I LLMO

INFO TECH
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Steps of defining a new dataset

command from context menu or by drag-and-drop operation.

Dermo [127.0.0.1]: Create data set =

Data Set Reference
Secope: |DemoProtCid/13GtPTOC

name and its elements can be selected from the data model by the

3 x

Mame: |[NewDataSet

Data Set Members

MName
DemoProtCidA3GtPTOCT.Op

Demo [127.0.0.1] X -
ﬁq e ST | Find...
e @ Association MName FC Value
(LD DemoMeasurement Mod {stVal=on, g=00000(
=L DemoProtCirl Beh {stVal=on, g=00000(
B-LN LLNO Health {stVal=Ok, g=00000
F-LN LPHDL NamPlt {vendor=INFO TECI
&-LN DIGGIO1 = St {general=false, dirG
=-LN I3GtPTOC1 general ST false
""" D Mad dirGeneral 5T  both
----- D Beh a ST 0000000000000 {Ge
""" D Health t ST 2020-05-06 07:09:3
{%I 'I':l'a-mPIt Op {general=falze, g=0(
_____ n s AddtoDataSet » DemoProtCtrl/I3GtPTOC . NewDataSet
g | &* et Data Values |

£

INFO TECH

H-LN I3GtPTRC1

|

FC
5T

When the list of elements is complete

your partner in R&D

press Create button — a command will
be sent to the server device.

Y

Upon invoking Create Data Set command a dedicated window POPS  pemo (127.00.1] % Create data set
up to enable dataset definitione. The created dataset can be given a

Data Set Reference

Scope:

DemoProtCir13GtPTOC

Mame:

MewDataSet

Data Set Members

Mame

DemoProtCtr /1 3GtPTOCT Str
DemoProtCtd/13GtFTOCT Op
DemoProtCtd 13GtPTRCT. Tr

5T
sT
5T

Create

Cancel
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Activation and edition of Setting

Groups

The data model of a server
device implementing setting
groups includes a Setting
Group Control Block object
(SGBC), placed always in
LLNO logical node.

SGCB attributes:

¢«  NumOfSG — how many
setting groups are included
in the logical device (LD),

* ActSG — which setting
group (number) is currently
in use,

« EditSG — which setting
group is currently available
for editing values.

INFO TECH

your partner in R&D

Demo [127.00.1] X

ﬁd ﬁ e SP +|| Find...
@ Assodation A || Hame FC  Value
—LD DemoMeasurement NumOfSG SP 4
| E-LH LMD ActSG SPo1
| EFLN LPHDL EditSG SP 0
| ELN I3pMHAIL CrfEdit SP false
o [H-LN I3pMMXUL LActTm SP 2020-12-14 07:17:58.403 [Leap Second Knownl[Time Accuracy = 10 bits]

LN U3pMMXUZ
=I-LD DemoProtCtrl
=-LM LLNO

----- DS DS1 Disconnechc
----- DS D52 Protection
----- DS D53_GOOSE

----- DS D54 _GOOSE

----- BR brch01

----- BR brch02

----- RP urch0l

----- RP urch02

+-LM LPHD1
: 1Ml BTAOT,A

£ >

40



Operations on SGCB

SGCB context menu allows

to read all attribute values
and to write attributes
ActSG, EditSG, CnfSG,
ResvIms. A new value
should be set in Value field
of the attribute and
confirmed with a proper
command.

But a more user-friendly
option to configure SGCB
and edit settings is to
invoke Edit SG Values
command.

INFO TECH

your partner in R&D

Demo [127.0.0.1]

/{S)/ ﬁq » a IJS e Default Scope

Find... /NN @

o @ Assodation A || MName

[+--LD DemoMeasurement
LD DemoProtCirl

E-LH LLNO
- [ Health
- I MamPlt
-~ I Loc
--[% D51_Disconnector
- % D52_Protection
-8 D53_GO0SE
-8 D54_GOOSE
- RF urcb01
- RF urcb02
- Bl brcbd1
- Bl brcb02
-G gcbl
GO gch2

JLN% Iy CopyReference Ctrl+C

F-LN Gk ¢ Edit 56 Values...
H-LN Ok

H-LH LTI
H-LH I3

MumOfsG
ActSG
EditSG
CnfEdit
LActTm

[

[

[

-LM DI &2 Get SGCEB Values
£ -

£

£

t-LN I3GHFTRC1
E

LI T S L =l

FC  Value

sp
5P
Sp
SP
SP

4
1

0

falze

1970-01-01 00:00:00.000
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Setting Group Control window

Demo [127.0.0.1]

Upon invoking : -
EditSGValues a%e fj IR - s Y s seore _

; Name FC Value
Command a #}-LD DemoMeasurement A e o4
dedicated Setting E-Li LN EditsG 0 Edt Group:

Setting Group Control: DemoProtCirl/LLMNO.SGCE oo B X

Control

Assodation Active Group: H1 hal

LD DemoProtCt ActSs 1 Last Activation Time:  |2025-05-10 04:15:48.565 [Leap Se(|
----- D Mod CnfEdit 5P false

G rO u p Co ntrOI g EZ:Iih LActTm SP2025-05-.. Reservation Time [5]: n/a
window pops up to o

----- DS D51 _Disconnector Refresh SGCH

enable all operations = DS DS2_Protecton
----- DS DS3_GOOSE Scope

onSGCBaswellas | = DS D4 COOSE

_____ BP Urchol DemoProtCtd v

edltlng of valuesof - RP wurch02 I3GtPTOCT v

----- BR brcb01

the selected setting | IR breb02 Settres

g rou p ..... GO ach? Setting Mame Active Buffer Edit Bu
Lt - {8 SGCE 13GtPTOCT TmACrv setCharact  Multiline 1 n/a

nane i

[~LN LPHD1 13GtPTOCT Strival setMag f 50 nsa
[#~LN ObjlCSWI1
[#-LN Obj3CSWI2
[+/-LN DIGGIO1
[+~LN LTRE1
[~LN I3GHFTOC1

[+-LM I3GHPTRC1 h

= Sequence Number: I:I Data Set: < >

# Repo| [] Buffer Overflow Configuration Revision: I:I 1D:

Entry Identifier: I:I Time of Entry:

I N.-o TECH ( ) | o g

your partner in R&D

Refresh Edit Buffer Values

Refresh Active Buffer Values




Change of the active setting group

Selection of an active setting group -

is made from the drop-down list with\wm* 7 y
assigned numbers of all groups Last Acivation T r:zM
implemented in the device. o 1

After changing the active setting e el
group the device should set a new
value of Last Activation Time.

Refresh SGCH

Scope

Setting values from the active group S— .
are presented in the list below 3GPTOCT v
(Active column informs that these Setiings

are the attributes of FC=SG) — there Setting Name Actve Buffr  Edit Bufer

. . . . 13GPTOCT. TmACry setCharact  Multline 1 n/a

is no need to search this information BGIPTOCT StValsetMagf 50

in the data model.

II II..II P ‘l:::l' IIEEEE ‘I::::: II+I+II
r I Refresh Active Buffer Values

your partner in R&D



Selection of the setting group for
editing

. . Setting Group Control: DemoProtCerl/LLMN0.SGCE
Selection of the setting group for e e

- . . Contral
editing is made from the drop-down list Active Group: 1 .
with assigned numbers of all groups

Last Activation Time: | 2018-06-27 06:30:12.091 [Leap Second Knoi|

implemented in the device. v
(none — denotes that none of the Reservation Time [s] _
setting groups shall be available for i
editing)_ Refresh SGCB

Settings

Setting Mame fictive Buffer Edit Buffer
[3GtPTOCT. TmACH setCharact  Multiine 1 n/a
13GtPTOCT 5tr'val setMag f 50 n/a

h Edit Buffer Values

om
r Refresh Active Buffer Values

your partner in R&D 44



Change of setting values in the group
selected for editing

Setting values from the group selected
for editing are presented in the list
below (Edit Buffer column shows
attributes of FC=SE) — there is no need
to search this information in the data
model.

For settings of enum type a new value
can be selected from a drop-down list.

New values are checked for being
accepted by the server device.

INFO TECH

your partner in R&D

Setting Group Control: DemoProtCtrl/LLMNO.SGCE

Contral
Active Group: H2 st
Last Activation Time: |2D1 8-06-27 07:35:35.236 [Leap Second Kno
Edit Group: H1 o
Reservation Time [s]: n/a

Confirm Editing

Refresh SGCH
Settings

\ Setting Mame Active Buffer Edit Buffer

1. TmACH setCharact  Multiine 2 | Multiline 1 w
|IGPTOCT. ag f 25 Long-Time Extremely
Long-Time Very Inver
Long-Time Inverse
|IEC Very Inverse
IEC Inverse

|EC Extremely Inverse
|IEC Short-Time Invers ¥

Refresh Edit Buffer Values
Refresh Active Buffer Values
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Confirmation of new setting values
from the edited group

Newly introduced setting values are
temporarily memorized in the server
device (if correct), but their assignment
to the group selected for editing must
be still confirmed by pressing the

Setting Group Control: DemoProtCtrl/LLN0.SGCB

command button Confirm Editing.
Only after that the edited setting group
will acquire the new values.

INFO TECH

your partner in R&D

Control
Active Group: H2 w
Last Activation Time: |2D1 8-06-27 07:35:35.236 [Leap Second Knoy
Edit Group: H#1 w
Reservation Time [s]: n/a
! > Confirm Editing
Refresh SGCB
Settings
Setting Name fictive Buffer Edit Buffer
I3GtPTOCT. TmACr setCharact  Multiing 2 Multiine 2
13GPTOC Strval. setMag f 25 ]

Refresh Edit Buffer Values

Refresh Active Buffer Values
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Log view

The tool provides a
chronological view of
operations (commands,
responses and events)

occurring during the
interactions with server
devices.

Each message in the log is
described by:

Time — timestamp of the
occurrence,

Server — device concerned,

—_—

|_|:|g B BB BB BB B B BB BB BB B B BB S BB B B BB BB BB BB B BB BB BB B B BB BB BB B B BB B S BB B BB B BB B BB B BB B BB EEres III' x
Time Server (e
059:35:35.253  Demo [127.0.0.1 GetEdit 5GValueRes+ (involkeld:53) DemoProtCid A3GtPTOCT TmACHy setChe
09:35:36.786  Demo [127.0.0.1 SelectEditSGReq  (nvokeld:54 reference: DemoProtCid /LLND.SGCE) EditSG
09:35:3679%6  Demo [127.0.01 SelectEdit 5GRes+ (nvokeld:54 reference: DemoProtCtr/LLN0 SGCB. Edit 5G)
09:35:36797  Demo [127.0.01 GetSGCEValuesReq  (invokeld:55 reference: DemoProtCid/LLMO.SGCE)
09:35:36.809 Demo [127.0.01 Get5GCEYaluesRes+ (invokeld:55 reference: Demo ProtCtd/LLMO.SGCE) Num
W:HJE.EH} Demao [127.0.0.1 GetEdit5GValueReq (invokeld:56) DemoProtCta/13GPTOCT TmACH setCh:
09:35:36.810  Demo [127.0.01 GetEdit5GValueReq (invaokeld:57) DemaoProtCt/13G PTOCT TmACH setCh:

059:36:33 522

Message — description of the =

05:35:36.821 o [127.0.0.1
1 Demo [127.0.0,

0.0
Demo [127.0.0.1

GetEditsGValueRes+ (involkeld:56) DemoProtCidA3GtPTOCT TmACHy setChe
itSGValueRes+ (invokeld:57) DemoProtCid13GtPTOCT. TmACHy setChe
SetEditSGValueReqg (nvolkeld:58) DemoProtCid 3G PTOCT. TmACH: setChe
SetEdit5GValue Res- (invokeld: 58, serviceEmor.access-violation, mmsEmorCla: o

>

operation.

INFO TECH

your partner in R&D
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Finding objects

Demo [127.0.0.1]

The search function allows users & 9 @ ¥ |« Q=

to enter any string of characters,
and then search for matching
objects in the data model. The
function will highlight all objects in
the model with names containing
the search text.

The user can start searching for
objects using the keyboard
shortcut Ctrl + F.

Demo [127.0.0.1]

,(9' ﬁq C ._;:-a- US e ST.CF,DC.EX,BR, v | Find...

- @ Assodation Name

[EZR(M1]}DemoMeasurement

[F-LD DemoProtCtr]

INFO TECH

your partner in R&D

FC  Value

v br NN @
o 1@ Association Name FC  Value | Find next object in model l
EI---L:I] DemoMeasurement RptiD ER
[=-LH LLNO BR false
..... D Mod
..... D Beh
----- D Health < ﬁ ~ Q
b BR ~ | br (]
..... 0D MamPlt ’(g £ @ LJS ~ A v &
----- DS DS1_Me: [ ..@ Assocation Mame FC Value | Find previous object in model |
----- Ds Ds2_al EILI] DemoMeasurement RptiD ER
S [Iakbrcho [=-LM LLND RptEna BER false
----- BR brcha2 D Mod DatSet BR DemoMeasurement/LLNO.DS2_All
----- KP urch01 D Beh ConfRev BR 1
""" D Health OptFlds BR 0111111111 {sequence-number, report-time-stamp, reason-fo...
""" D0 NamPit BufTm BR 1000
----- DS D51 Measurement Sghum ER O
""" 05 D32_Al TrgOps BR 011111 {data-change. quality-change, data-update, integrity, g...
""" BR breb0l IntgPd ER 0
S Tfbrchoz] =i PR  fale=
""" AP urch01 ¥ 61850 Avenue - Demo [127.0.0.1]
Server  Connection | Window  Help
-
G &7 Disconnect B
NV @Q C@ L - 2| & «
=8 DeE L Delete Del @ Ass
F{ &2  Refresh ELD Der.
i . o
Get Server Directory 4 ---LN
Export to SCL file . E-LN
. E-LN
Find.. Ctrl+F o
A EindP Ft+E3 EI Dier
2=t v Find object in model i



Process Data View - adding objects

Mame FC  Walue
Maod {stVal =L

e

|

Demo [127.0.0.1] X Process Data View
Proces.s Data View 'y e QY sreoem v o
(PDV) 1S a C_Ommon 61830 Avenue 2.1.17 - Demo [127.0.0.1]
VIeW tO monltor Server  Connection  Window = Help
selected items from | ¢ BEEHEEE o

different IEDs.

" 1Demo[1

N objics

) Process Data View  Ctrl+D

Process View Ctrl+G

Auto Hide All
Reset Window Layout

~Process Data \g

e ST.CF.DC.MX | Find.. @

PDV is a separate tab
opened by button (@) from
the toolbar or the menu
Window

The user can add an item to
PDV by selecting and pressing

[-LN LPHD1
-
{ D Mod
D Eeh
D Health
D NamPlt
M- 0 HA
Fl-LN 13pMMXL

Name FC  Value, | Add to Process Data View i

Mod al=0, q=0000000000000 {Goocd, Process), t=19

Beh {stVal=0,q=0000000000000 {Gecd, Process), t=19"

Health {stVal=0,q=0000000000000 {Gecd, Process), t=19"

M {wendor=INFQ TECH, swRev=1.0, d=Current harmor
A {phsAHar={0={cVal={mag={f=0}}, g=0000000000C

Process Data View

ﬁq ’ *ﬁs e ST.CF.DC. M

;@ Association [z

E|---L_I] DemoMeasurement

---LN LLNO

---LN LPHD 1
S]] 15—

2 [y CopyReference  Ctrl+C

= 1]

""" 0 45  Create Data Set

button @ from the toolbar or the
context menu.

INFO TECH

your partner in R&D

. @ Add to Process Data View

B0~ Refresh

E-LN 13

LN U3 Get All Data Values
(=~ LD DemaP Refresh Data Sets

[#~LM LLM

[H-LN LP

[F-LN CbjICSWIT
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Process Data View (PDV) - toolbar

FRE

PDV toolbar is composed

- Location Function Object name Value Quality Timestamp FC Reference
Of th e fo I I owin g e I eme ntS - DemoMessurement  [3pMHALL HA.phsBHar(12) 0 0000000000000 {Good, Process} 19700101 00:00:... MX  DemoMeasurement/I3pMHAT L HA. phsBHar(...
.
DemoMeasurement I3pMHALL HA.phsBHar{15) o 0000000000000 {Good, Process} 1970-01-01 00:0 MY DemoMeasurement,I3pMHAI 1.HA. phsBHar (...
DemoMeasurement I3pMHALL HA.phsCHar {0} 1] 0000000000000 {Good, Process} MX DemoMeasurement,I3pMHAI 1.HA, phsCHar
‘ 0 nfl rm I n g u pd ate Of a I I DemoMeasurement  I3pMHATL HA.phsCHar (1) 1] 0000000000000 {Good, Processy MY DemoMeasurementT3pMHAT 1.HA. phsCHar (...
DemoMeasurement I3pMHALL HA.phsCHar(2) 1] 0000000000000 {Good, Process} MX DemoMeasurement,/T3pMHAI LHA, phsCHar (...
DemoMeasurement I3pMHAIL HA.phsCHar(3) a 0000000000000 {Goad, Processy 1970-01-01 00:00: MY DemoMeasurement,T3pMHAI1.HA. phsCHar (.
Ite ms by b u tto N DemoMeasurement  [3pMHAILL HA.phsCHar (4) 0 0000000000000 {Good, Process)  1970-01-0100:00:... MX  DemoMeasurement/I30MHAILHA, phsCHar(...
DemoMessurement  I3pMHAILL HA.phsCHar(5) 1] 0000000000000 {Goad, Process} 1970-01-0100:00:...  MX DemoMeasurement/I3pMHAT 1.HA. phsCHar (...
. . DemoMeasurement I3pMHALL HA.phsCHar (&) a 0000000000000 {Good, Process} MX DemoMeasurement,I3pMHAI 1.HA. phsCHar (.
e l I |0V| n g Ite I I I S rol I I DemoMeasurement  [3pMHALL HA.phsCHar(7) 0 0000000000000 {Good, Process} MX DemoMeasurement/I3pMHAT LHA. phsCHar (...
DemoMeasurement I3pMHAIL HA.phsCHar(8) o 0000000000000 {Good, Process} 1970-01-01 00:00:...  MX DemoMeasurement,T3pMHAT 1.HA.phsCHar (...
P DV b b u tt on DemoMeasurement  [3pMHALL HA.phsCHar (3) 0 0000000000000 {Good, Process} 1970-01-01 00:0 MX  DemoMeasurement/I3pMHAI LHA.phsCHar(...
y @ DemoMeasurement I3pMHAIL HA.phsCHar(10) 1] 0000000000000 {Good, Process} MY DemoMeasurement,T3pMHAT 1.HA.phsCHar (...
x DemoMeasurement I3pMHAIL HA.phsCHar(11) a 0000000000000 {Good, Process} MY DemoMeasurement,T3pMHAT 1,HA, pheCHar (.
L DemoMeasurement I3pMHAIL HA.phsCHar(132) a 0000000000000 {Good, Process} MX DemoMeasurement,T3pMHAT1.HA. phsCHar(...
I 2 efre S h I n g S e I e Cte d DemoMeasurement I3pMHALL HA.phsCHar(13) a 0000000000000 {Good, Process} MX DemoMeasurement,/I3pMHAI 1.HA.phsCHar (...
DemoMeasurement I3pMHALL HA.phsCHar (14) 1] 0000000000000 {Good, Process} 1970-01-01 00:00:...  MX DemolMeasurement,I3pMHAI 1.HA. phsCHar (.
t b b tt ﬂ DemoMeasurement  [3pMHALL HA.phsCHar(15) 0 0000000000000 {Good, Process} 1970-01-01 00:01 DemoMeasurement T3pMHAT 1.HA. phsCHar (...
Iems Dy bution (& e o e o Lo et e Lo i B
DemoMeasurement I3pMMXU1 Beh - Behaviour 0000000000000 {Good, Process} 2023-03-06 11:54:... ST DemoMeasurement,T3pMMXU 1.Beh. stval
- . DemoMeasurement I3pMMXU1 Health - Health Ok 0000000000000 {Good, Process} 2023-03-06 11:54:... ST DemoMeasurement,/I3pMMXL 1, Health.stval
‘ :O pyl n g Se I eCtl O n by DemoMeasurement  [3pMMXU1 A.phsA - Phass A current oA 0000000000000 {Goad, Process} 20230306 11:5%:... MY  DemoMeasurement/I3pMMXU1.A.phsA.cVal. ..
DemoMeasurement I3pMMXU1 A,phsB - Phase B current oA 0000000000000 {Good, Process} 2023-03-06 11:54... MX DemoMeasurement,I3pMMXLU L A, phsB.cval....
DemoMessurement  [3pMMxU1 A.phsC - Phase C current oA 0000000000000 {Goad, Process} DemoMeasurement/I3pMMXU 1. A.phsC.cVal....
b u tto n DemoMeasurement  LPHD1 PhyHealth - 0K Ok 0000000000000 {Good, Process} DemoMeasurement/LPHD 1.PhyHealth. stval
DemoMeasurement LPHD 1 Proxy - Indicates if this LM is a proxy  false 0000000000000 {Good, Process} DemoMeasurement/LPHD 1.Proxy.stVal
DemoMeasurement U3pMMXUZ2 Mod - Mode on 0000000000000 {Good, Process} DemoMeasurement/U3pMMXLI2. Mod.stVal
. . DemoMeasurement U3pMMXU2 Beh - Behaviour on 1] rement/U3pMMXL2, Beh, stval
ata po I n g Settl n g S DemoMessurement  U3pMMXU2 Health - Health Ok 0 Location X rement/U3pMMXLI2. Health.stVal
DemoMeasurement U3pMMXUZ2 PhV.phsA - Phase A voltage 15000V 0 Location rement/U3pMMXUZ, PV, phsA.cy...
ﬁ - DemoMeasurement  U3pMMXUZ Phi.phsE - Phase B valtage isopoy 0| DemoMeasuremen . £Har(1ramenw3pMMXUZ Phy.phsB.cV...
w &0 S BEC DemoMeasurement  U3pMMXUZ  PhV.phsC - Phase C voltage 15000V © Function §CHar ( 1rement/U3pMMXUZ.Phy. phsC.cv...
Object name iCHar(1
. .
The user can configure PDV presentation scope Demoteasurement[ /] ylye [erirCt.
DemoMeasuremen Ouali Mode
. : H ualr .
(right click on the table header) by showing / Demobeasuremen Y Ehavio
DemoMeasuremen Timestamp - Health
g e .
h|d|ng columns of specific data attributes. Demabieasurement[ /] Received -Phas
DemaoMeasuremen EC - Phas
DemoMeasuremen - Phas:
DemoMeasUremen Reference alth - O
DemoMeasuremen RCBs Indicat
DemoMeasuremen OSOMPTRTE MEa=Mode

your partner in R&D



Process Data View (PDV)

data polling

After adding items to PDV, the
user can enable (or disable)

cyclic data polling by clicking g

Enabled data poling.

The configurable parameters for
cyclic polling of PDV items are:
 Polling cycle 80 =

SEC

(default value is 60 seconds).

Number of items in one
request. Configurable in the

Options view (Help -> Options):

POV items count limit per pall:

INFO TECH

your partner in R&D

Demo [127.0.0.1]

N

| sec
Location o Object name Value Quality Timestamp Received  FC Reference &
DemoMeasuremeg Mod - Mode on 000000000 {Good, Process} 2023-03-06 11:54:... 1220:1.. ST DemoMeasurement/LLND. Mod. stal
DemoMeg LLNO Beh - Behaviour on 000000000000 {Good, Process} 2023-03-06 13:20:1 ST DemoMeasurement/LLND.Beh.stval
Easurement LLNO Health - OK. ok 0000000000000 {Good, Process} 2023-03-06 1 DemoMeasurement/LLND. Health.stval
PemoMeasurement I3pMHATL Mod - Mode on 0000000000000 {Good, Process} 2023-03-06 11:54:... 1320:1.. ST DemoMeasurement 13pMHAT 1. Mod, stval
DemoMeasurement. I3pMHAIL Beh - Behaviour on 0000000 {Good, Process} 2023-03-06 11:54:...  1320:1 5T DemoMeasurement/13pMHAIL Beh.stval
DemoMeasurement I3pMHAIL Health - Health Ok 0000000000000 {Good, Process} 2023-03-06 11:54:... 13:20: ST DemoMeasurement/13pMHAIL Health.stVal
DemoMeasurement  13pMHAIL HA.phsAHar (0) 0 0000000000000 {Good, Processt MX  DemoMeasurement/13pMHALL HA. phsAHar(0) .
DemoMeasurement  I3pMHAT1 Ha.phsAHar (1) 100 0000000000000 {Good, Process} MX  DemoMeasurement/I3pMHAIL HA phsAHar(1).
DemoMeasurement  I3pMHAT1 HA.phsAHar(2) 0 0000000000000 {Good, Process} MX  DemoMeasurement/I3pMHAIL HA phsAHar(2).
DemoMeasurement  T3pMHAT1 HA.phsAHar(3) 0 0000000000000 {Good, Process} MX  DemoMeasurement/I3pMHAT 1, HA. phsAHar(3).
DemoMeasurement: I3pMHAIL HA.phsAHar (4) 0 0000000000000 {Good, Process} MY DemoMeasurement/13pMHAI L HA. phsAHar(4).
DemoMeasurement  I3pMHATL HA.phsAHar(5) 0 0000000000000 {Good, Process} MX DEmDMEasuremEntﬂBpMHAIl Ha, phsAHar(s) .
_IE-

DemoMeasurement  I3pMHAT1 HA.phsAHar(7) 0 0000000000000 {Good, Process} 2023-03-06 11:54; 13:20: MX DemnMeasuremEnthBpMHAILHA‘phsAHar(TJ‘
DemoMeasurement  T3pMHAT1 HA.phsAHar (8) 0 0000000000000 {Good, Process} 2023-03-06 11:54:,.. 13:20:1... MY  DemoMeasurement/I3pMHAI L HA phsAHar(8).c. ..
DemoMeasurement: I3pMHAIL HA.phsAHar(3) 0 0000000000000 {Good, Process} MY DemoMeasurement/13pMHAI L HA.phsAHar(3).c
DemoMeasurement  I3pMHAI1 HA.phsAHar (10) 0 0000000000000 {Good, Process} MX  DemoMeasurement/13pMHALL HA. phsAHar{10)....
DemoMeasurement  I3pMHATL HA.phsAHar(11) 0 0000000000000 {Good, Process} MX  DemoMeasurement/I3pMHAIL HA phsAHar(11)....
DemoMeasurement  I3pMHAT1 HA.phsAHar(12) 0 0000000000000 {Good, Process} MX  DemoMeasurement/I3pMHALL HA phsAHar(12)
DemoMeasurement  T3pMHAT1 HA.phsAHar(13) 0 0000000000000 {Good, Process} MX  DemoMeasurement/I3pMHAT 1 HA phsAHar(13)....
DemoMeasurement: I3pMHAIL HA.phsAHar(14) 0 0000000000000 {Good, Process} MY DemoMeasurement/13pMHAIL HA phsAHar(14)....

HA.phAHar(15 [t} X I1.HA phsAHar(15)..
DemoMeasurement  I3pMHATL H#.phsBHar (0) 0 0000000000000 {Good, Process} MX  DemoMeasurement/13pMHAIL HA, phsBHar(0).cf
DemoMeasurement I3pMHATL HA.phsBHar (1) 100 0000000000000 {Good, Process} 2023-03-06 MX DemoMeasurement 13pMHAT 1. HA phsBHar (1).cV
DemoMeasurement  I3pMHAT1 HA.phsBHar(2) 0 0000000000000 {Good, Process} 2023-03-06 MX  DemoMeasurement/I3pMHAI L HA phsBHar(2).cV|
DemoMeasurement  T3pMHAT1 HA.phsBHar(3) 0 0000000000000 {Good, Process} 2023-03-06 MX  DemoMeasurement/T3pMHAT 1, HA. phsBHar(3). V|
DemoMeasurement: I3pMHAIL HA.phsBHar(4) 0 1000000000000 {Good, Process} 2023-03-06 MX DemoMeasurement/13pMHAI L HA. phsBHar (4).cVill.
DemoMeasurement  I3pMHAI1 HA.phsBHar(5) 0 0000000 {Good, Process} 2023-03-06 MX  DemoMeasurement/I3pMHAT L, HA. phsEHar(5).c)
DemoMeasurement  I3pMHAIL H#.phsBHar (&) 0 000000000000 {Good, Process} 2023-03-06 MX  DemoMeasurement/13pMHAIL HA, phsBHar(6).cf
DemoMeasurement  I3pMHAT1 HA.phsBHar (7) 0 0000000000000 {Good, Process} 2023-03-06 MX  DemoMeasurement/I3pMHAL L HA phsBHar(7).c\
DemoMeasurement  I3pMHAT1 HA.phsBHar (3) 0 0000000000000 {Good, Process} 2023-03-06 MX  DemoMeasurement/I3pMHAT 1, HA phsBHar (5).cy
DemoMeasurement. I3pMHAIL HA.phsBHar(3) 0 0000000 {Good, Process} 2023-03-06 11:54:,..  1320:2.. MX DemoMeasurement/13pMHAIL HA. phsBHar (9).c\l..
MemnMoze wamant  T2oMHATY LA bRl 40y n AAANAANAAANAR Jnnd Drarecel INI2N2NE 11,54, 12.9n.9 MV MemoMezc ramentT2nMEATS HA nhoBb=r140) h

The PDV items highlighted with blue font are the ones
that have been refreshed but not yet viewed by the user.
cycle. After viewing by the user, the refreshed item is set

back to the default black font.
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Process View
data visualization on single line diagram

PDV is a separate tab Window | Help

Process View (PV) allows users to match

: opened by button | servers Crl+F

selected data of server IEDs with the fr?)m the t}cl)olbar Ore Fl Log CtrlsL

i i H . @ ProcessDataView Ctrl+D
graphlcal elements of the smgle.llne . R R e
diagram (SLD) prepared for the installation. _

Auto Hide All

r 61830 Avenue 2.1.17 - Deme [127.0.0.1] Reset Window Layout <
Server  Connectien  Window  Help /| 1Demo [127.0.0.1]

Process View

%‘ Demo [127.0.01] X
=]
B < | - s 7 -
/&’ PO -a- LJS N [, CF. DC Find... NV (D @ Y
I -LN LPHD1 Name FC Value | Assign Demo Relay |
=-LN 13pMHATL Mod {stVal=0, g=0000000000000 {Good, Process), t=10..,
- D Mod Beh {stval=0, g=0000000000000 {Good, Process}, t=19...
- D Beh Health {stval=0, q=0000000000000 {Goed, Process}, t=19...
- D Health MamPlt fvendor=INFO TECH, swRev=1.0, d=Current measu...
- O NamPlt =2 A {phsA={cVal={mag={f=20}}, g=0000000000000 {G..
B D HA phsA {cVal={mag={f=20}}, g=0000000000000 {Goed, Pr...
[=~LN I3pMMxU1 phsB {cVal={mag={f=25}}, q=0000000000000 {Good, Pr...
- D Mod phsC {cVal={mag={f=8}}, g=0000000000000 {Good, Pra.. *
-0 Beh d DC 3 phase current
- D Health
- 0 MNamPlt
E-[0] A
[-LN U3pMMXU2 Phase A current: 20 A
4 Demeerotcn . Qe 2
— Phase & voltage: 14400 V
'0 Sequence Mumber: EI Data Set: |DemoMeasurementﬂ_LND.DSJ_Measurement | @ E'ﬂ:ii g:gESE i‘gggﬂ
Report1 ™ | B erflows Configuration Revision: |1 ID: |DemoMeasurementﬂ_LNDSRPsurcb[:|

INF O TECH

your partner in R&D
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Process View — control operations
and measurements

With dedicated graphical elements such as Current Transformer (CT) and Voltage
Transformer (VT), the user can trace the measured values.
Remember that for the continuous data update on the SLD the selected Data Objects must

be included in the enabled reporting or these objects must be added to the cyclic reads in
the Process Data View.

PV allows also to invoke
control procedures from
the elements representing
switching devices in the
SLD. After such an
element selection, a
control command window
will appear.

I N o TEc H —

your partner in R&D

Server  Connection

Window Help

5‘ Deme [127.0.0.1]  >[e
Q:!

QO'

(@ Assodation
— DemoMeasuremer|
¢ [-LM LMD
i Bl-LM LPHD1
i B-LN I3pMHAIL
i B-LN I3pMMEUL
{ E-LN U3pMMYUZ
E-LD DemoProtCirl
E-LN LLND
il D Mod
© D Beh
{ D Health
i oD NamPlt
- D Loc
-D$§ D51 Disc
-D§ D52 Prot
DS 053600

EDF‘@

12 DemoMeasurem
13 DemoMeasurem:

<

Demo [127.0.0.1]: DermoProtCtrl/Obj3CSWI2.Pos

Status Information
[o1 fof}

Value:

™~

Quality: |DDDDDDDDDDDDD{Gnnd,Prn:ess}

Time Stamp|2025—05709 06:25:02.261 [Leap Second Known][Time Accuracy = 10 bits]

Control
Value: on (true) ~ Control Numberl
Time
Time Stamp|2025-05-09 08:24:45 @~ [ Use Current Time [ Test
Check
Orginator
|HEX | 1 Synchrocheck
Category: te-control ~ | Id: |C0AB3IBOT
gory: | remate-contro | | [ Interlock Check
Select With Value Operate Cancel Refresh Close
Log
Time Service Message =
08:25:03.314  Report Received (stVal: "07 {off}", Rptld: "DemoMeasuremen t/LLNOS
08:25:03.319  Reoort Received (stVal: "01 {off!". Rotld: "DemoProtCtrl/LLNOSRP Sur ¥
< >

Contrel model: sbo-with-enhanced-security

busbar with two feeders (Demo Relay)

(a2
ang
555

Phase
QD

100 %

Phase A curren
[) praze 8 curen
Phase C curre

A voltage: 14480 V
B voltage: 14610V
Phase C voltage: 13440 W

-

Report (Reference="DemoMeasurement/LLMNO.urcb02" RptlD="DemoMeasurement/LLNOSRPSurcb02" OptFlds="{SequenceMumber, ReportTimeStamp, ReasonFerinclusion, DataSetName, [
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Process View - edit mode

Process View 1 4
: . G -
Edit Mode allows users to assignData =~ ™~ — .
Objects from the data model view of IEDsS to 7=+ | asswnvemorelay | -0
the graphical elements of the Process View. ~——¢——&¢———
RRRNE] B PSP IPIOTBRIIPREIREE 3K PR PSP RO
After selecting the appropriate option from R :\ig;gean;p%:d; N [
the PV menu, PV enters Edit Mode. [oraaret]er BRRESML A - - e et L
RO b MNP IS — ::E_:::pgo.r;&g::::::::::::
A click on a graphical element displays a list =—T1 . B
of assignable Data Objects. I R - '
I RO | Demo
- (- i w00 DemoProtCtrl
Users can also paste a reference into the il o) [ DmMOPIOW/OCIHLPos X T L7 L
. . . - . . L . .7 Demo -
filter field in the selection DO after copying it \ pemoProtct Obi3XCBR2.Pos
: N |  objicswit.ps ... '
from the data model view. N o Lo ) | ObjICSWILPos
| Obj3c [y CopyReference  Cte€ | o . 0100 Obj2XSWI1.Pos
k1 ®) Contro.. Obj3CSWI2.Pos
| I3GtP §&) Addto Process Data Wiew |+ - <+« <« -« -
INFOTECH - | = o
| Ob'l}{ [ ata values . F
|Db;3>{ Set Data Values )2ttt
| ik 2%

your partner in R&D
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Process View -
template selection and dark mode

Process View supports
multiple SLD templates,
allowing users to choose the
proper installation scheme.

/| Static busbar with two feeders (Demo Relay) I

Incoming Line

Qutgoing Line

Incoming Line and 2 Outgoing Lines

Incoming Line and 4 Outgoing Lines

The user can switch the
Process View between light
and dark mode for better
visual comfort.

To facilitate the analysis of
larger installations (SLDs),
PV supports zoom

Phase A voltage: 0 V Phase A voltage: 0V
e Bl ~ Y

functionality. Phase A voltage: 14460 V [

(.’ Phase B voltage: 14610 V
Phase C voltage: 13440 V

INFO TECH

your partner in R&D 0% - |— =



Generation of ICD/CID file

Possible for a selected
server device with
explored data model. By
invoking Export to SCL
file... command.

The user can adjust the
produced SCL file in the
dialog of parameter
selection.

INFO TECH

your partner in R&D

LF Exportto SCL file..

r 61830 Avenue - Demo [127.0.0.1]

Server  Connection  Window  Help

41

o= 2| | =] & Conne
[ Export parameters & Disconnect
IED name Demo ' Abort
IED type
|IED manufacturer Al e
IED config version £ Refresh
5SCL Schema Default .
instartiate RCB False Get Server Directory
Data attribute values Enums Export to SCLfile
Walue kind for non operational values Find.. Ctrl«E
Walue kind for operational process values
Value kind for operational setting values A FindP '
Description False %: 'H v Find Mext F3
SCL Variant Configured IED Description (*.cid)
Include communication section True
Services Edition2
Edition Edition2
MameLlength 64
DynAssociation [Include] : True, Max : 0
SettingGroups [Include] - True, SGECit {[Include] - True, ResvTms - False}, (
GetDirectony True
GetDataObject Defintion True
DataObject Directony True
GetDataSetValue True
SetDataSetValue False
DataSetDirectory True
ConfDataSet [include] - True. Max : 6. MaxAttributes - 9. Modify - False
DynDataSet [Include] - True, Max : 0. MaxAttributes - 0 w
Services

Specifies service capabilities and setting elements and attributes of the |1ED.

Export File Mame:

Browse

Cancel
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What else can be found in
61850 Avenue toolset ...

IEC 61850 Relay Simulator
GOOSE testing toolset

Sampled Values testing toolset

reach higher

File transfer testing toolset
IEC 61850 ICD Editor

INFO TECH

your partner in R&D 57



61850 Relay Simulator

Feeder bay model with circuit
breaker and disconnector.

Simple overcurrent protection
relay with IEC61850 server reach higher
interface (representative classes
of LNs, fixed data model).

An excellent tool to help
comprehending how a protection
relay is seen in the IEC 61850
communication network.

Very easy to use for testing
operations of the IEC 61850 client
end.

INFO TECH

your partner in R&D
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IEC 61850 Relay:

Setup in the start view - edition

Standard edition to be applied can be
selected by the user (1, 2 or 2.1).

Other connection parameters:
» Optional RCB attributes can be included.

« Service tracking configuration can be
added.

» OSIl addresses can be optionally
checked.

« MMS communication on port 102 or
optionally secure communication using
TLS on port 3782 and optionally ACSE
authentication.

Connection on the selected interface or on
all interfaces can be accepted.

INFO TECH

your partner in R&D

P

IED name |Dem|:|

Edition 2amd1: IEC 61850-7-4: 20078 b

Service tracking configuration
ResvTms in BRCE DpcTrk | Mot assigned e

] owner in RCE UrchTrk | Mot assigned v
BrcbTrk | Mot assigned w
GochTrk | Mot assigned w
SgchTrk | Mot assigned w

Root path | | -

Interface WMware Network Adapter VMnetd MAC: 00:50:56:C0:00:C ~ o

MMS server on all available interfaces Port 102 |

VMware Virtual Ethernet Adapter for YMneta
IP: 192,.168.72.1
IP&: FEBQ:0000:0000:0000:0A25: 19D9: AB4EF2B5

[ ] check 0s1 addresses
[ JuseTLs

[ ] Use ACSE authentication
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IEC 61850 Relay:
Setup in the start view — TLS & ACSE

when USing TLS encryption and ACSE [+]MMS server on all available interfaces Port 3782
authentication in the server Realtek PCIe FE Family Controller
- - - IP: 192.158.8.33
interface configuration: IP6: FEB0:0000:0000:0000:080C: AG06:0624:C967
Check OS5I add
[0 Set port number 3782. | ChedcOSt addresses
[0 Set ,Use TLS” flag. Sl
0 Use the supplied files to set: Gl ezn =
n Certificate chain (rootca.pem &  Senver cybersecurity configuration
intermediateca.pem) Certificate chain |C:\ProjectsDE\certificates\yootca.pem +)
- Server own certificate C:\ProjectsDB\certificates\intermediateca. pem
(server.pem)
n Server private key (server.key) ]
| Server name indication Certificate |C:\PrajectsDB'l,cerﬁﬁcates'ﬁeruer.pem | 7 ﬂ
[0 Set ,Use ACSE authentication” flag. Privatekey  |C:\ProjectsDB\certificates\server key | (=] [
[0 Use the supplied files to set: Key passphrase | | [@®
u Trust Anchor certificate chain
_(rootca.p_em & SMI |TLSSEWer |
intermediateca.pem + _ _ _
intermediatecrl. pem) Client cybersecurity configuration
i ifi i TA cert chain Ci'\ProjectsDE \certificatesrootca.pem
: (C:IeI?tl:’llft‘l(Saetretlﬂg\a/(t)eca(tcl:lolin:l:si)em) C:\ProjectsDB\certificatesintermediateca. pem |C: \ProjectsDE\certificates\intermediatecr]. pem Lt
(crl.pem)
| Client name indication ==
] Start the server IED SimUlation by Certificate |C:'ProjectsDB'l,cerﬁﬁcates'l,l:lient.pem =7 ﬂ

preSSing OK CRL |C:\ProjectsDB'l,cerﬁﬁcates'l,crl.pem | =7

Commaon name |TLSCIient

INFO TECH
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IEC 61850 Relay:
Outgoing feeder bay simulator

Feeder bay model with circuit breaker
and disconnector.

Simple overcurrent protection relay with
IEC61850 server interface
(representative classes of LNs, fixed
data model).

Local and remote monitoring.

Local and remote control (DO-es control
model) with hardwired interlocking.

Additional line with circuit breaker for
demonstration of an alternative control
model (SBO-es).

Simulation of CB motor failure.

Client of time server.

INFO TECH

your partner in R&D

I INFO TECH IEC61830 Server

Simulation of protection relay with IEC61850 server

INFO TECH

Now with GOOSE, file transfer

and cybersecurity!

%1 IED Name: Demo
~ dServer IP: 0.0.0.0

LV
rA)

Y

[ pisable sound

o

LV
rA)

Server Port: 102

MAC: 00:50:56:C0:00:08
Edition: 2.1

ResvTms attribute: yes
Owner attribute: no

Use TLS: no

ACSE authentication: no

Owercurrent protection 1>

BLock @

sTART @

TRIP
100 E .

sy FRTRP O
RMOTE @)

IL1=10

a4 a4 | -

IL2=10

IL3=10 ol .

ULT = 15000 Diz .
D3

ULz = 15000, ®
UL3 = 15000 05 .

Connections: 0
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IEC 61850 Relay:

options for Ed.1, Ed.2 and Ed.2.1

Three options of the simulator program
execution are available:

- Conformant with IEC 61850 Ed.1
- Conformant with IEC 61850 Ed.2

e INFO TECH IECE1850 Server

Simulation of protection relay with I[EC61850 server
Now with GOOSE, file transfer

and cybersecurity! INFO TECH

- Conformant with IEC 61850 Ed.2.1=
(with different ICD files).

Note:

Remember that on the same PC you
can run only one instance of the
simulator program at a time.

INFO TECH

your partner in R&D

N
A

[y | IED Name: Demo
L=\Server IP: 0.0.0.0

Server Port: 102
MAC: 00:50:56:C0:00:08

" Edition: 2.1

ReswvTms attribute: yes
Owner attribute: no

Use TLS: no

ACSE authentication: no

Owvercurrent protection 1>

a4 .| . -

Y v 5

[ pisable sound

BLock @
START @
TRIP
100 .
RTRFP @
G 1
L1 PMOTE O
IL2= D
IL3=10 DN .
ui-o0 2P ®
o @
w2-0 oy @
UL3=10 oI5 .

Connections: 0
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IEC 61850 Relay:
simulation of analog signals

Current level can be driven for each
phase (manually or by formula, e.g.

time dependent) — menu on its scroll
bar.

Possibility to simulate harmonic
distortion — click on signal name.

Overcurrent protection with inverse
time characteristics.

5 INFO TECH IEC61850 Server -

Simulation of protection relay with IEC671850 server
Now with GOOSE, file transfer

and cybersecurity! INFO TECH
[~ IED Name: Demo
Edit autematic formula ¥ — [l Server IP: 0.0.0.0

IL1= [ad

Edition: 2.1

Cancel Owner attribute: no
\ Use TLS: no
= ACSE authentication: no

Harmenics for IL1
oC st 2nd 3rd 4th Sth Eth Tth Sth Sth 10th
|
| L | L | L | L | L | L | L | L | L |
0% 100% 0% 0% 0% 0% 0% 0% 03 0% 0%

1th

14

12th 13th

ILZ = 49

(\(\:> IL1 = 48

IL3 =49

INFO TECH

your partner in R&D

L | | L | L |
0% 0% 0% 1%
Cancel v
s
[ pisable sound
Connections: 0

Server Port: 102
MAC: 00:50:56:C0:00:08

ResvIms attribute: yes

Owvercurrent protection 1>

BLock @

sTART @

TRIP
100 E .

RTRP @

RMOTE @

on @

ULT = 13560 DIz .

DI3

ULz= 13530, ®
UL3= 13530 DI5 .
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IEC 61850 Relay:
GOOSE communication

GOOSE Publisher function (in a separate
program): publishing status changes.

GOOSE Subscriber function: enables
remote tripping and remote protection
blocking from another application.

GCOOSE Publisher

GOOSE Publishetr

Metwark adapter | Ethernet 5 pAC: 0&-00-27-00-00-09

: i ”\Er) About
# Tip |
& Blocking | [HIN
Running | & |

INFO TECH

P INFO TECH IECE1850 Server
Simulation of protection relay with IEC61850 server
Now with GOOSE, file transfer .
and cybersecurity! INFO TECH
L L
>
X X

F] Exi .

- -,y

INFO TECH

your partner in R&D

Y

[ bisable sound

Connections: 0

[ IED Name: Demo

L= \L.ServerIP: 0.0.0.0
Server Port: 102
MAC: 00:50:56:C0:00:08
Edition: 2.1
ResvTms attribute: yes
Owner attribute: no
Use TLS: no
ACSE authentication: no

Owvercurrent protection 1>

BLoCk (@

sTART @
E TRFP @

100

RTRIF @
SG 1
1 - 4 RMOTE @
L2 = 49
IL3 =49 o .
ULT = 13580 2 ®

DI3

UL2 = 13830 .
LL3 = 13530 ois .
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IEC 61850 Relay:
Export of configuration files

Export of ICD file.

. INFO TECH IEC61850 Server

Simulation of protection relay with IEC61850 server

INFO TECH

Now with GOOSE, file transfer

and cybersecurity!

If TLS and/or ACSE used:

==l - | IED Name: Demo

=L Server IP: 0.0.0.0

el Server Port: 102

Export of secrets (file with w=
certificates and keys)

INFO TECH

your partner in R&D

LW
Fa

Y

[ bisable sound

o

LV
Fa

MAC: 00:50:56:C0:00:08
Edition: 2.1

ResvTms atiribute: yes
Owner attribute: no

Use TLS: no

ACSE authentication: no

Owercurrent protection 1>

BLock @

START @

TRIP
100 E o

cq1 RTRP O

- -y

L1 - 48 RMOTE @
L2 = 49
IL3 = 49 0N .

LILT = 13560 Dz .
D3

ULZ = 13530 .
L3 = 13530 05 .

Connections: 0
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GOOSE Toolset

reach higher

INFO TECH

your partner in R&D
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GOOSE toolset: GOOSE Sender -
configurable publisher

The program operating as GOOSE -
Publisher with configurable | Fie it Tansmision el

. . I_:__ I_:+_ Metwork, adapter |Ethernet 5 MAC: 04-00-27-00-00-09 j -~ |
transmission parameters of GOOSE TJ e®|mwm+ * S GfiE s v
message31 inCIUding the pOSSIbIIIty | E::Z':el 04:00:27:00:00:09  Own . - |

f t d t t th d t | | Destination[01:0C:CD:01:00: 20 M-cast A_DDID - HES] e jf '
of creating a dataset with data || Dosin Mem ||| s e o] atm [ 2]
x . Proiy [+ 3] | | | DSRef [LLND$DS4 Sqium [0 2 ||
Values dr|Ven manua”y by the user ¥ VLAMheader CFl [Eth - CBRef [[LNO$gchl ll CioRev [0 3] ||
or by calculation formulas. | o [ HE L eo B | NComm [FaLSE <] ||
j P Time [2023-03-08 D&:18:43.335 T [TROET ~| ||
Press GO button to start publishing == = ==~
and STOP button to terminate. T : ———— |
0|BOOL FALSE
Note: The program by d_efault _sets/»?%;w o |
the GOOSE message Simulation T/ QUALTY 0000000000000 |
. . 12| TIME 2023-03-08 08:18:49.749 |
bit (Ed.2) / Test bit (Ed.1) to TRUE 2 I
to avoid unwanted consequences of | Remember to select the correct Ethernet adapter
transmitting GOOSE messages. ltis from the list of Network adapter parameter.
the user’s responsibility to change 2

this bit value.

INFO TECH
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GOOSE Sender — data values
defined by formulas

if Conditional result: if argument 1 evaluates to true (is not 0) result is equal to Symbol Explanation
argument 2 otherwise result si egual to argument 3 | Factorial i.e. 15 gives 1¥2*3*4%5 = 120

intpower IntPower raises argument 1 to the power spedified by argument 2 (both

. % Percentage i.e. 10% gives 0.1
arguments are treated as integers) . . .
In Natural logarithm (Ln(e) = 1) of the argument B Neg.a.te 1-e. _19 gives —10. and 10 gives 10
logl0 Logarithm of baase 10 of the argument i Positive value i.e. +10 gives 10
Fay

logN Logarithm base N of X Power i.e. 32 gives 9

max Maximum of 2 arguments * Multiplification i.e. 2*2 gives 4

min Minimum of 2 arguments / Division i.e. 4/2 gives 2

pi The ratio of a cirdle's circumference to its diameter. Pi is approximated as div Integer division (result and operands are treated as integers)
3.1415926535897932385 mod Remainder i.e. 3 mod 2 gives 1 (result and operands are treated as integers)

pow Power raises argument 1 (base) to power given by argument 2 (exponent). + Sum i.e. 2+2 gives 4

For fractional exponents or exponents greater than 2147483647, base must
be greater than 0

radtodeg Converts angles measured in radians to degrees

randG Produces random numbers with Gaussian distribution parametrized by

= Substract i.e. 4-2 gives 2
= Substract i.e. 4-2 gives 2
= Substract i.e. 4-2 gives 2

argument 2 (standard deviation) about the argument 1 (mean). < Less than i.e. 3 < 2 gives 0 (false)
random  Produces random number within the range 0 <=X < 1 <= Less than or equal toi.e. 1 <= 2 gives 1 (true)
round Rounds a real-type value to an integer-type value >= Greater than or equal to l.e. 4 >= 2 gives 1 (true)
sin Sine of the argument = Greater than i.e. 4-2 gives 2
sinh Hyperbolic sine of the argument = Equal to i.e. 4 = 2 gives 0 (false)
sqr Square of the argument <> Not equal to i.e. 4 <> 2 gives 1 (true)
sart Square root of the argument not Logical negation i.e not 0 gives 1 and not 1 gives 0
tan Tangent of X or Bitwise or i.e 1 or 4 gives 5
tanh Hyperbolic tangent of X and Bitwise and i.e. 3 and 6 gives 2
trunc Truncates a real-type value to an integer-type value (value of X rounded XOr Bitwise xor i.e. 7 Xor 5 gives 2

toward zero)

When defining formulas for calculating data values and their changes it is
possible to use various operators, functions and variable T representing time
counter (in seconds) from the publisher function start, e.qg.:
T mod 2 - sequence false, true, false ... (1 s interval)
I N o TEc H 30+10*sin(2*T) - sin wave with average value 30
if(T mod 2, 10, -10) - square wave -10,10,-10 ...
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GOOSE Sender - configuration based
on imported SCL file

It is possible to configure GOOSE =~ s o

File Edit Transmission Help

PubliSher function by the deﬁnition Import ‘ ,—.I'i.— I':-ii @ K @ Metwark adapter |Ethemet 5 MAC: 04-00-27-00-00-03 ~| z

of GoCB object included in the G » ] soose
. . . . Ethernet ition -
imported SCL file. Transmission sowcs [0 TBEE o || - N

Destination | 01 : 0C:CD: 01 :00: 01 M-cast

parameters and the dataset will be [ v Fued [FeLSE s [ 3
. . e . Friority |4 o DSRef |LLNO$DS4 Sghum [113 3]
configured as specified in the © oo o1 [ ] ||| coner [ENGR S
] HI% G2 =
chosen control block of the o & | NConm [FALSE |
. P Time  [2023-03-08 D2:02:55.610 Test  |TRUE ~|
selected device. aides 28 1 1 &
Clazs of taffic 32 ¥
Data items
| ldx | Type J_ Value | Formula | Data reference
ldx  |m | Type | Destination Address | App ID | confrev | GoosE 0 | GCB Reference | Dataset elements
L2 Demo Mot routable  01-0C-CD-01-00-00 0001 1 Gl DemaoProtCrl/LLNOSGOSach 1 DemoProtCtrl/DIGGI0 1. Ind1.stval [ST]
[ N T e NGSEEEaEE | DermoProtClrl/DIGEIO L Ind2.stval [5T]

DemoProtCirl/DIGGIC 1. Ind3. stval [5T]
DemoProtCirl/DIGGIC 1. Ind4. stval [5T]
DemoProtCirl/DIGGIC 1. Ind5. stval [5T]

Use Close

< >

Import GOOSE streamn definitions from 5CL file

INFO TECH
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GOOSE Sender - simulation of another
device

In this way the program can e

simulate the transmission | Fle gt Tansmiion Hep |

performed by another device. It i:/ ®|N . ++ ji’ﬁf; Ol 1)@
allows to test how GOOSE | Ethemet caion [T =]

messages will be received and  cowsfn i o | | g
processed by devices with o iy [T 3] | | | psre [penoProS NGO SO0 s [5—3]
GOOSE Subscriber function. 2 ||| e P o o ]

=T Time  [2023-03-08 0B:0Z55.610 Test  [TRUE ~|

In case of such a configuration | s [ T 5 o
i 1 . | azz of traffic 32 =
the dataset description table will e =

Data items

H ldx Type Value Formula Data reference
also include Data reference -
Informatlon Wlth names Of 1|BOOL FALSE DemoProtCtrl/DIGGIOT.Ind2 . stVal [ST]
2|BOOL FALSE DemoProtCtrl/DIGGIO.Ind3.stVal [ST]
dataset elements 3|BOOL FALSE DemoProtCtrl/DIGGIOT.Ind4.stVal [ST]
4(pooL FALSE DemoProtCtrl/DIGGIO.Ind3 stVal [ST]
£ >

INFO TECH
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GOOSE Sender - dataset elements of

both simple and structured types

The created or imported
configuration of GOOSE
Publisher function may
include dataset containing
elements of simple or
structured types — both
options are supported.

INFO TECH

your partner in R&D

File Edit Transmissic

n Help

i /j @ I_:+_ |_:+_ @ x @ Metwork adapter | Ethernet 5 MAC: 04-00-27-00-00-09 ﬂ :
. Type |N0t routable J GOOSE
Ethernet E ditian m
Source ’m Own appID m L ’m
Destination’m M-cast G | S W
VLAN
Priority |4 = DSRef |EM2DTEPLDD£LLND$D83_Goose SgMum |113 ﬂ !
v “WLAM header  CFI Eth - CBRef |EM2UTEF‘LDD.-"LLNU$GD$ng1 CigRev |2D ﬂ
o o HE GID  |EM20 NComm |FALSE ~|
P Time  [2023-03-08 0%:02:55.610 Test  [TRUE | v|
Address m
Class of traffic 32 =
Data items
ldx Type Value Formula Data reference ~ |
b 0
0.0(BOOL FALSE EM20TCPLDO/GOOSECTGGIOBS.Ind.stVal [ST]
0.1(QUALITY | 0D0DDD0DODOD00D EM20TCPLDO/GOOSEQ1GGI06S.Ind.q [ST]
0.2 [ TIME 2023-03-08 09:17:08.328 EM20TCPLDO/GOOSEQTGGIOBS.Ind.t [5T]
b 1|STRUCT | 3 element(s) EM20TCPLDO/GOOSEQ2GGIO06E.Ind [ST)
1.0(BOOL TRUE EM20TCPLDO/GOOSEQ2GGIO6E.Ind.stVal [ST]
1.1(QUALITY | 0DDDD0DOOOD00D EM20TCPLDO/GOOSEQ2GGI06E.Ind.q [ST]
1.2 TIME 2023-03-08 09:17:08.329 EM20TCPLDO/GOOSEQ2GGIOBE.Ind.t [5T]
b 2|STRUCT | 3 element(s) EM20TCPLDO/GOOSEQ3GGIOET Ind [ST)
2.0(BOOL TRUE EM20TCPLDO/GOOSEQ3GGIOET Ind.stVal [ST]
2.1(QUALITY | 0D0DDD0DODOD00D EM20TCPLDO/GOOSEQ3GGIOET.Ind.q [ST]
2.2|TIME 2023-03-08 09:17:08.330 EM20TCPLDO/GOOSEQ3GGIOET Ind.t [5T]
v 3|STRUCT | 3 element(s) EM20TCPLDO/GOOSEQ4GGIO6EE.Ind [ST)
3.0(BOOL TRUE EM20TCPLDO/GOOSEQ4GGIO6E Ind.stVal [ST]
3.1(QUALITY | 0D0DDD0DOOOD00D EM20TCPLDO/GOOSEQ4GGIO6E.Ind.q [ST]
32| TIME 2023-03-08 09:17:08.331 EM20TCPLDO/GOOSEQ4GGIOBE Ind.t [ST]
I A1STRUCT 3 element(s) FM2OTCPI DNYGOOSFOSGGEIOAT.Ind 15T s
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GOOSE toolset: GOOSE Receiver -
configurable subscriber

Configurable GOOSE
Subscriber function: reception
parameters can be set
manually or from the message
stream detected in the
network and subscribed.

Press GO button to start the
message reception and STOP
button to terminate.

INFO TECH

your partner in R&D

=

| File Transmission Data

v LAM header

| YLAN

Pricrity |4

CFl

4| [4p

Help :
@ g @ Metwark adapter |Ethemet5M.&C: 04-00-27-00-00-09 j z
GOODSE
|N0t outable J sl m - m |
[0a 00 270000 09 L [0 3 Sghum [18 %]
DestinationlU‘I ac.Co:01.o0:0 DSRef |DemoF‘rotEtlIa"LLND$DSd_GDDSE CiaRew |1

CEBRef |D emoProtChl/LLM0$G0%gcb2

NComm |FAL5E <] |

GID |Gz

Test  |TRUE =] ||

Tirne |2D23-03-DB 08:23:37.707

Status |UK

4k

IP Statistics
| | Destination | 233 1 Frames |6
Source | 0 1] Accepted |E Clear
| IGMP | 0 1 Errars |D
~Data items
| ldx Type | Value | Data reference
0|BOOL FALSE
1|BOOL FALSE
2|BOOL FALSE
3|BOOL FALSE
4|BOOL FALSE
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GOOSE Receiver — monitoring the
selected message stream

The selected GOOSE
message stream can be
monitored to test the
performance of transmitting
device (e.g. detect data
changes, interruptions of
transmissions, etc.).

Viewing message streams
present in the networks allows
also to recognize configuration
errors, e.g. the same APPID
or GOOSE ID values set to
different publishers.

INFO TECH

your partner in R&D

“# GOOSE Receiver [} b

File Transmission Data Help

,/ @ 7 @ Metwork adapter |Ethemet MAC; 98-29.46-87-39-76 | ::
Type [ Mot rowtable EOOSE
Ethernet ApplD |2 H= StMum |2 -
Source ’m TTL ’m SgMum m
Destination | 01 : 0C:CO: 01 :00: M b -yt DSRef |DemoF'rotEtrIfLLND$D84_GDDSE CfgRev |1 =
VLAN Prioity | e CBRef |DemoProtCtrIa’LLND$GD$gcb2 NComm |FALSE
Ticrity! > l—_|
W WlANheader CFl [Eh < oo 52 rest TTRUE
m 7 n= Tirme: |2U2D-DB-0512:2B:52.849 Status
IP
Address m Id-cast
Data items
Tdx Type | Value | \ Data reference
0|BOOL FALSE DemoProtCtrl/DIGGIO 1.IndQetval [5T]
1|INT 0 DemaProtCirl/DIGEI0 1. Ind2. Rval [5T]
2 |FLOAT 1.65699994: DemoProtCirl/DIGGIO1.Ind3.s [5T]
3|BOOL FALSE DemaProtCtrl/DIGGIO 1.Ind4. stVal
4|BOOL FALSE DemaProtCirl/DIGGIO 1. Ind5. stval

A sequence of received GOOSE messages can
be traced in the invoked Parser window.
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GOOSE Receiver - detecting errors in
configuration of message streams

The view of GOOSE message
streams indicates conflicts in
the system configuration:

Error: streams of different
publishers have the same
parameter values of
Destination MAC, App ID and
GOOSE ID

Warning: streams of different
publishers have the same
parameter values of
Destination MAC and App ID.

HAvailable GOOSE streams

I« |Type | Source MAC Destination MAC | 1P
2 Notroutable  88:23:A6:87:3... 01:0C:CD:0LD... N/A
MNotroutable | S6:23:AG:E7:3... |0LOCCD0 L.

4 MNotroutable  98:29:A6:87:3... O0LOC:CD:01:0... N/A

App ID

0001

0002

Config Rev GOQSE ID GCBref | Messages TEST NDSCOM

DemoProtCirl/... 11
Demoprotch 13 WRE 1

__
i G3 DemoProtCirlf... 12

Close

Streams with conflicts are marked with colored background:

Red — error, Dark red — error and conflict with the stream selected for monitoring,
Yellow — warning, Dark yellow — warning and conflict with the stream selected for
monitoring, No color — no conflict.

INFO TECH

your partner in R&D
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GOOSE Receiver - configuration from
imported SCL file

GOOSE Subscriber function oot - -0
can be also Configured by the Import ‘ 4 g @ Network adapter [Ethernet MAC: 33-29-46-87-33-76 -l ::
definition of GoCB ObjeCt Bat | | | BOOSE
H H H Ethernet App D |2 Hj¢ Sthum |2 :|=
InC|Uded In the Imported SCL Source |98:29:AE:8?:39:?8 Own TTL 4000 = Sghum 137 =
flle |n thIS Way It iS pOSSible tO Desfination | 01: 0C:CD:01:00:01  M-gast DSRef |DemoProtChl/LLNI4D54_GOOSE CfgRev |1 <
. . VLAN emoPratCl o amm
test message transmissions iy [ 3] CBRef |DemoProtCl/LLNO$GO%gch2 N FALSE
. W YLAN header  CFAl [Eth = G |G Test  [TRUE ]
from each of the publlshers o T = Time  [2020-06-05 12:26:52 843 Status
present in the described "
SyStem. Address 249 .01 1 . 3 t-cast

Available GOOSE streams

Data reference

Idx | IED | Type | Dest... | App D | con... | GoOSEID | GCB Reference | Dataset elements
1 Demo Motroutable  01-0C... 0001 1 51 DemoProtCiriLLND§G08ach1  |DemoProtCirl/DIGGIO 1.Ind1.stVal [ST]
N G N N I N S S NESEEEEEE |DeroProtClrl/DIGGIO 1.Ind2 stVal [ST]

DemoProtCtrl/DIGGIO1.Ind 3. stVal [ST]
DemoProtCtrl/DIGGIO 1.Ind4. stval [ST]
DemoProtCtrlDIGGIO 1.Ind5. stval [ST]

Cloze

I
I N om o T E c H ‘Import GOOSE stream definitions from SCL file
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GOOSE Receiver — dataset elements of
both simple and structured types

GOOSE Subscriber function ¥ GOOSE Receiver

- O *®
rt t_ f File Transmission Data Help
Suppo S recep |On O messages _,,;/ @ 7 E @ Networkadapter|EthernetMAE: 98-29-A6-87-39-76 ﬂ ;:
with dataset containing elements of = ~r—— | -soose
: ApplD 2 Hi2 SN 2 s
simple or structured types. e i = . =
Source |98:29:.&B:8?:39:?B Own TTL {4000 = SgHum  |137 =
Destination |01 :0C:CD: 010001 M-cast DSRef |DemoProtCtd/LLNO$DS4_GOOSE ClgRev |1 =
VLAN T CERef [DemoPratChl/LLNO$GOdgch2 NComm |FALSE ~|
© et [ o] Go  [G2 Test  |TRUE -]
edder -
Time |2E|2EI-EIE-0512:2B:52.849 Status |
D o Hi=
T3
Address 2313 .1 .1 . 35 h-cast
Data items
Tdx Type | Value | Data reference
0 |BOOL FALSE
1| 0
2|FLOAT 1656939948
3 BOOL FALSE
4|BooL FALSE

INFO TECH
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76



GOOSE Sender and GOOSE Receiver
support also routable messages

The Type of packet to be sent or to be
received can be configured:

Not routable — GOOSE message as Ethernet
frame

Routable — sent over IP between |IEDs, data
part of GOOSE frame routed using IP packets
and UDP protocol, locally forwarded by
receiving IED as Ethernet GOOSE frame

Routable tunneled — sent between routers of
two subsystems, GOOSE frame routed using
IP packets and UDP protocol, locally forwarded
by router as Ethernet GOOSE frame

INFO TECH

your partner in R&D

Type | Mat rautable j

Ethernet—{Mot routable
Source Routable tunnelled

Destination | M 0C:Co:0 ;. 00:m bd-cast

IP

Addresz 2m .1 .1 . 35 k-cazt

Clazs af traffic 32 =

For routable GOOSE the
multicast destination IP address
and class of traffic must be also
configured.
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Routable GOOSE: differences
between types of routing

By using routable GOOSE (R-GOOSE) it is possible to transfer critical
messages between different LANs of a wide area automation system.

An IP packet with routable tunneled R-GOOSE message contains an
original destination MAC address and VLAN header — this information is
then retained by the receiving router when forwarding R-GOOSE
message as Ethernet GOOSE message to the local network.

An IP packet with routable R-GOOSE message comes without its
original destination MAC address and VLAN header. This information will
be set by the receiving router based on the internal setup before
forwarding R-GOOSE message as Ethernet GOOSE message to the
local network.

INFO TECH
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Sampled Values Toolset

reach higher

INFO TECH

your partner in R&D
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SV toolset: SAV Sender — working
area

>

File Transmission Help

// ﬁjl‘i @ @ MNetwork adapter |Ethernet MAC: 98-23-46-87-39-76 j 2
- " T Type |H0utable ? Sampled ¥alues Quillily 2 a | " 2 2 "
Sender working area shows properties of the Ethernet _ ° &
currently sent Sampled Values stream. This Sowce [ 29 A5 87 3 78 Own | || ot - e F
area is divided into several groups: Destnaon 01+ 00:C0: 040000 Meast | || ¥orion W
VLAN BEad Reference [ [ B B [ [ [ [
. Friority |4 j¢ Dzcillatany - r ' B I I I I
Ethernet header showing source and b CF o] || Faie I O O N O o N
— || A= Old Data r - r - - rr
destination MAC address of the message . o = | || meenssen r rFrrrr-rer
VLAN header showing VLAN part of the B e e i il it it it
I ! ] ] ] i Test — I I ™ r r r
message (if present) | addess [z 1 1w wean| |l o L L L L L L L T
Sampled Values header used to set Sampled | Class of i R Daiives r F rrrrorrFr
Values header part of the message ‘>' Sampled Values Header LT 2 1 )
Signal sampling properties showing all | #ep D 4000 HEE Inciude 2~ ~ R~ R~ R
options of the sampling rate and ASDU packing Simuation ___[FRENIN | 3 Siona
In accordance W|th the IEC 61 869'9 || Banfig Rev 1 - “ariant F4ooost - EgEEg%%Egg!-dlzl_system backward compatible
. - - . . - with 3- uideline:
—Signal quality bits allowing to set quality bits | svp [INFOTECHMUOT Samples/Cycle [B0 4000H2 sarmpiing rte, 1 ASDU per frams
for each sampled signal : Synchranized  |No -

Signal values allowing to set amplitude and =3 / Signal values , _
phase Of eaCh SlmU|ated Slgnal ! Frequency [Hz] [50.00 J M Mominal frequency |50 Hz

| Amplitude [4] ) Phasze [deg] ) Amplitude [+] ) Phasze [deqg] )
n oo () | [ooo L) v fioooo () mal oo ) i
Lz [ooan E)M 12000 m)ﬂ vz [fooo.on E)M EC m)ﬂ
13 [oom () | [12000 ) u3 [i0000 () | [12000 () e
) ] [om0 L) ] Ao

I N .-o TEcH I lo |0.00 J fix]| |0.00 J f)| ™ &uto Uo (000

your partner in R&D
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SV toolset: SAV Sender

- simulator of Merging Unit

| =

Configurable publisher of message
stream with sampled values —
Merging Unit simulator.

File Transmission  Help

@

I Type | Routable j
. . r Ethernel
Define characteristics of sampled e CIEEEEA| o

Destination | 01 :0C:CD:04:00:00 M-cast

VLAN

signals (amplitude, phase, frequency)
manually or using calculation
formulas. Simulate quality problems

CFl

v WLAN header

0 T
for the transmitted sampled values, if = = :
required, | Addess [238 . 1 1 . #\  Moast |

Class of traffic 2 :
et formats X | ~Sampled Values Header
Phs[I1l= [o,5] | 4ppID [ HI
p— Simdstion  [TRUEL )~ ]

| ConfigRev |1 s
|| 5D |INFOTECHMUIO!

Press GO button to start publishing

@ Metwork adapter |Ethernet MALC: 98-29-46-87-39-76

Sampled Yalues Quality
n

-

[

Invalid/Good
Questionable
Oerflo
of Hange

Bad Reference
Ozcillatory

Failure

Old D ata
Incongistent
Inaccurate
Substituted/Process
Test

Operator Blocked
Derived

0 M o o o . !

=
-
=
-
-
-
-
=
=
=
=
-

=

=

%

<

Include

<

Signal sampling

F400051 -
Samples/Cycle |80
Synchronized  |Mo -

Wariant

L
At |

13

=
pury
=
Y]
=
[75)
=
=]

S e o i
S o i
S i
SV
S e ¥ e
e

=
=
=
=
=

=

<]
<l
<]
<]
<l
<]

F4000511404

For uge on B0Hz spstem backward compatible
with 9-2LE guideline:

4000Hz zampling rate, 1 A50U per frame

and STOP button to termlnate Frequency [Hz] Mominal frequency |50 Hz
B Amplitude [4] ) Amplitude ] _ Phase [deg)] _
I . { . { i) vt 000 () il 000 L) i
12 [To0.00 ) | [roo0 ) vz [iooo0 () | [r2000 )
I N .-o TECH 13 [To0.00 H)M 12000 JM u3 [1000.00 %)M A20.00 E)M
r lo [000 o fal oo L) | Aute Uo [000 )t [ooo | e

your partner in R&D



SV toolset: SAV Sender
- configuration from files

The transmission parameters of a Merging “# Sampled Values Sender

Unit to be simulated can be configured using File Transmission Help

an imported SCL file with the defined MSVCB Import SCL . Ctrl+Q |

ObjeCt. Import COMTRADE ... {
Exit i

The sampled signals waveforms can be

configured using a recording from an ¥ Sampled Values Sender
imported COMTRADE File Transmission Help

' Import SCL ... Ctrl+O I
In this case it is necessary to assign channels Import COMTRADE ... -
from the COMTRADE file to the signals Exit

transmitted by SAV Sender.

INFO TECH
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SV toolset: SAV Sender — COMTRADE
channels selection

This window allows to select signals
from an imported COMTRADE file and

assign them to channels defined in the Select channels to send X
IEC 61850-9-2LE specification. Io and Signal Channel in COMTRADE file
Uo signals can be artificially calculated
from phase signals if needed (in such a H =
case the DERIVED bit in quality 12 1L2: L2 Current (8) [4] =l
attribute will be set for those signals). 13 [1L3: L3 Current (C) [A] |
Not assigned channels will have values o ot assigned 7] I calate
0 and INVALID quality bit set. Ut o2 L1 vofmge () D B

Uz |UL2: L2 Voltage (B) [V] |
It is possible to view selected signals

U3 |UL3: L3 Voltage (C) [V] |

by pressing Preview button. If the _
selection is acceptable, press OK ve ot assigned EI
button. Then invoke Play
COMTRADE command from oK _ Preview_| _ Canl |
Transmission menu and the SAV

stream will be sent to the network.

INFO TECH
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SV toolset: SAV Sender - COMTRADE
recording preview

Preview buttom from channels selection window allows visualize selected

signals from the imported COMTRADE file.

— -« Shortcuts available in the viewer's toolbox
are shown below

“__n Recording from file: test.cfg

Original width - command rescales plot to fit horizontally complete
waveform

Original height - command rescales plot to fit vertically complete waveform

Magnify horizontally - command magpnifies plot horizontally

Magnify vertically - command magnifies plot vertically

Go to trigger - command moves plot to make trigger point visible on the
screen

Move left - command moves plot one step left

» Move right - command moves plot one step right

@ Close - command closes viewer window

INFO TECH
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SV toolset: SAV Receiver - signhal
processing from received samples

Configurable sampled values
subscriber: reception parameters
can be set manually or defined
using the selected SV message
stream from the list of streams
detected in the network.

Available SAV streams

Press GO to start receiving
and STOP to stop.

Idx L Source MAC Destination ... | IP jis Config Rev SV ID Mess... | Simul...
Notr TNECTECHM. . FALSE

Close

INFO TECH

your partner in R&D

"% Sampled Values Receiver - O *
File = Transmission Data Help
[j Staik @ Network adapter |Ethemet MA: 38-23:45-87-3376 -] 2
Sto
5 L ication status
Type Refresh adapters Satus: OFF line
Eth Detect streams Lost messages |0
L Sampled Yalues Qualit
1 estlnatlonl 01:0C:CD:04:00:00 M-cast b Y
. _I n 12 13 lo ul Uz U3 Ue
YLAN —_— m Irvalid/Good Jv I Jv| Jv Jv| Jv| Jv Jv|
= Questionable m m m m B & = [
¥ Present CFI Eth - Overflaw u I u ~ nl ~ ~ l
D m Out of Range r r - r - - - -
Bad Reference mH B ®m B B B B BN
L Oszcillatory m = o = = o =
07 Failue m m B N m B N
bddess 28 1 1 35 Meoast | B Fr rrrrFrrF
Incansistent m N ml o ml ml o ml
—Sampled ¥alues PDU Inaccurate u = ml E B B r r
App D |4DDD H 5 Substituted/Process [ 5| ml o ml ml o ml
) ] Test H mH = = = =5 (= 5
Config Rew I 3‘ Operator Blocked m N ml o ml ml o ml
5viD [INFOTECHMUDT Derived m m m m m m (m
Samples/cycle ISD Sample Count |3499
APDUS fi Synchranized [N -]

Mominal frequency IED Hz VI Measured frequency [Hz]: 0.00 ¥ Resample to measured frequency

I1 Mag:0.00, Ang:0.00
12 Mag:0.00, Ang:0.00
13 Mag:0.00, Ang:0.00
Io Mag:0.00, Ang:0.00

Harmanics view |

U1 Mzg:0.00, Ang:0.00
U2 Mag:0.00, Ang:0.00
U3 Mag:0.00, Ang:0.00
Uo Mag:0.00, Ang:0.00
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SV toolset: SAV Receiver -
computation of signal characteristics

Signal characterictics are
computed in real-time based on the
incoming sampled values message
stream.

The computation may (optionally)
apply resampling in case of
detecting a deviation of the actual
signal frequency from the nominal
signal frequency specific for power
systems.

INFO TECH

your partner in R&D

"% Sampled Values Receiver = O X
File Transmission Data Help
ﬁ ‘ @ @ ’ ‘ @ @ Network adapter [Ethemet MAC: 98-29.46-87-33.76 ~] 2
L ication status
Tupe INot routsble jv Statuz: Mo data
—Eth Lost meszages  |29280
Source |88:28:AB:8?:38:?8
L Sampled Values Quality
Destlnatlonl 01 :0C:CD:04:00:00 I -cast
. _I b 12 13 lo ul Uz Ui Uo
VLAN Piory [T 3] Invalid/Good FIE R R
Y = Questionable m m m m E m E
¥ Fresent CFl IEth vl Qverflow I H H u - - it r
D lﬁ@ Out of Range r r - - - - - -
Bad Reference o ml 5| o ml o ol ml
'ﬁk Dscillatory 5 m ®m = & = =
Failure H B m B = N § N
AddiessNREH - 1 . 1 . B Moast | e FrFrrrrrFErF
Inconsistent o ml 5| o ml o ol ml
—Sampled Values)' Inacourate mH B B B =B = =
ApplD Substituted/Process [ [ [ [ I [ [ I
) ; Test m m = = (= = = |
Config Rev I 3‘ Operator Blocked mH B B B B H = H
SviD |INFOTECHMUDT Derived T Y
Samples/cpcle IED Sarple Count |2
APDUS |1 Synchionized |Ho
MNominal frequency ISD Hz LI Measured frequency [Hz]: 0.00 ¥ Resample to measured frequency Harmonic:s view |

I1Mag:0.00, Ang:0.00
12 Mag:0.00, Ang:0.00
13 Mag:0.00, Ang:0.00
Io Mag:0.00, Ang:0.00

U1 Mag:0.00, Amg:0.00
U2 Mag:0.00, Ang:0.00
U3 Mag:0.00, Ang:0.00
Uo Mag:0.00, Ang:0.00
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SV toolset: SAV Receiver -

tracing SV message stream

. . “# Sampled Values Receiver - O *
SV messages are displayed in Parser
P
i Parser window -,
. f work adapter |Ethernet MaLC: 98-23-46-87-35-76 j
window g = e o s 2
Lipe INDt tcutable = Statusz: I‘:lou;::a
H Parser window — O = Lost messages  |14440
x n | ﬁ | | i M-Castl Sampled Yalues Quality
- n 12 13 lo Ul uz U3 Ue
5 Inwvalid/Good IOV DR
= Questionahle m m m m = =m = (m
E Dverlon o o m N = N m N
B Dut of Range 2 8§ § & =5 § =
i Ead Reference H B ®H B B =B = H
Oszcillatary m B Em B = ®H (m =
= Faire s m s ow om N N N
ot | Ok Data s = = 5 = 5 = =
Inconsistent H B B B B B B H
Inaccurate m ®H ®H ®m =®H =5 = (H
SubstitutedProcess [~ [ [ [ I I I I
od.Proce Test a m N m m = =
S Operator Blocked H B B B B B B N
Deived s 5 s s & 5 5 &5
6-87-39-76 ample Count |2783
ynchronized INU 'l

INFO TECH

your partner in R&D

Measzured frequency [Hz]: 0.00

11 Mag:0.00, Ang:0.00
12 Mag:0.00, Ang:0.00
13 Mag:0.00, Ang:0.00
Io Mag:0.00, Ang:0.00

¥ Reszample to measured fiequency

Harmaonics view |

U1 Mag:0.00, Ang:0.00
U2 Mag:0.00, Ang:0.00
U3 Mag:0.00, Ang:0.00
Uo Mag:0,00, Ang:0.00

Show or hide parser window




SAV Receiver — detecting errors in
configuration of message stream

The view of SAV Receiver
message streams indicates
conflicts in the system
configuration:

Stream viewer can also
detect possible conflicts in
process bus network.
Application is using following
rule to mark streams:

Error state: two streams
with different source MAC
and the same Destination
MAC, App ID and SV ID
Warning state: two streams
with different source MAC
and the same Destination
MAC and App ID

INFO TECH

your partner in R&D

HAvailable SAV streams

Idx |Type | Source MAC | Destination MAC | IP | App ID | Conﬁg Rev | SV ID | Mess.. | Simul... |

1 Motr... 98:29:A6:87:39:75  0L:0C:CD:04:00:00  MN/A INFOTECHMUO 1 112432 FALSE

2 Netr.. ———————
““ wwwwwmm
Motr... 98:29:AG:87:32:79  OL0C:CD:04:00:00 NJA 4001 INFOTECHMUD 12 32183 FALSE
| Clear | Close

Streams with conflicts are marked with colored background:
Red — error, Yellow — warning, No color — no conflict, Lime - conflict warning with selected
stream, Aqua - conflict error with selected stream
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SAV Receiver - importing streams
definitions from SCL

Definitions of data sent over the network can be imported from standard SCL files.
The program can use System Configuration Description files (SCD files) describing
the whole substation system or files of selected IEDs like for example Configured
IED Description (CID file). Selecting an appropriate stream and clicking

at Use button will start reception of the stream according to its parameters defined

in SCL file.

Available SAV streams

Idx | Type | Source MAC Destination MAC [P App ID | configRev SV ID Mess... | Simul... |
1 Notr.. 98:29:A6:87:39:76 01:0C:CD:04:00:00 NfA 4000 1 INFOTECHMUO1 52667 FALSE

INFO TE&H
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SAV Receiver - recording samples in
COMTRADE file

Received sequence of sampled values car
be also recorded and saved in a
COMTRADE format file (manual trigger or
determined by condition formula).

"% Sampled Values Receiver

File Transmission

Type
Eth

Source

(

Data

Help

f =3
7 ‘ @ @ ‘ P Q @ Network adapter [Ethemet MAC: 96-23-46-87-39.76
INot rautable VI

L ication status

Statusz: OFF line:

|98:29:AB:8?:39:?8

0:00

M-cast | Sampled ¥alues Quality

Lost messages | 1461760

INFO TECH

your partner in R&D

il Recorder - » n 12 13 e U U2 U U
ecorder parameters {changing will dear all slots) 1 5 Invalid/Good H B B B = = = 5
= Huestionable mH E B ®H ®H ® =® =
Duration [ms] IIDDD =] Eth - Dverflow H B B B B B H N
) ) 5 Out of Range H m 5 = = = @& |
Pretrigger tme [%] |50 l = f H Bad Reference I I I I r | | |
. s Oscillatary mH B E B B @ (@m H
Trigger condition I Clear al | Failure r' - r rF r rr
. B Moat | Ol Data B m m m & m m (m
Slot  State Trigger time Progress T ml = u u ml = = u
Inaccurate mH B E B B @ (@m H
#1 Doe 05062020 16:50:26 [  Soc | Cex | vew | Sewmpoes - - F F - F F OF
H Teat o T Y = I A O = A
#2  Waiting - I — | sawe | Clear | Wiew | x OperstorBlocked [ [ [ [ I I
o Derived m m m m m (m m |
#3  Empty - | Save | Clear | Yiew | | Sample Count [3333
T Synchronized INU 'l
#4  Empty - | Save | Clear | Wit |
#5  Empty - [ Save | e | e | j Measured frequency [Hz): 5000 | Resample to measured frequency MI
11 Mag:77.00, Ang:-86.00 U1 Mag:930.00, Ang:0.00
12 Mag:36.00, Ang:120.00 U2 Mag: 1000.00, Ang: 120,00
#6  Empty - | Save | | | 13 Mag:0.00, Ang: 162.00 U3 Mag: 1000.00, Ang:-120.00
i Io Mag:63.00, Ang: 126.00 Uo Mag:0.00, Ang: 162.00
#7  Empty = | Save | | |
#&  Empty - | Save | |
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SV toolset:

SAV Receiver

- viewing recorded COMTRADE file

View button in Recorder window
allows to examine the waveforms
of the signals received and
recorded.

INFO TECH

your partner in R&D

"q)R rding #1 Time:05.06.2020 16:50:25 - O *

B@@Q)\*ﬁ@-}\@

o AR A AR AR AR AL A AR AR A
~ oS e e e e i i e e e

g ol lHHHHHHhHhHHIilth“thHlHHHH
" AP PR AP P TP SR B PR B A

-..._.s
-.-
=5 ‘
_......ﬂ
—-r1

—-l—..ﬂ
--l—
-—r1

. mmnnnnmmnnnmmummmmm
P A PR VAL S e A e e ol e e s e

HilHnlHHHHHHlH:lmHHHHHHHHHHH
R Rt AR e R R e A AR e RARA R AARA AR LA ARG

-----

‘HH it HHHHHHHHHHHIHHH AL
oo A P S P o e B e T Y H”H"’WH

lIHHHHHIHLHHHHIiHHHHHHHHHHHII
!H'HH” B e P P VR A PR
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SAV Sender and SAV Receiver
support also routable messages

The Type of packet to be sent or to be
received can be configured: Type |Routable =

Ethernet—|Mot routable

Socs Routable tunnelled

Not routable — SV message as Ethernet frame | Destination[00:00: 00: 00:00:00  Mecast

Routable — sent over IP between |IEDs, data

part of SV frame routed using IP packets and

UDP protocol, locally forwarded by receiving -

|IED as Ethernet SV frame addiess [23 . 1 . 1 1 Moas |

r s

Clazz of hraffic 32 -

Routable tunneled — sent between routers of For routable GOOSE the

two subsystems, SV frame routed using IP multicast destination IP address
packets and UDP protocol, locally forwarded and class of traffic must be also
by router as Ethernet SV frame configured.

INFO TECH

your partner in R&D



File Transfer Tool

reach higher

INFO TECH

your partner in R&D
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File Transfer Tool — to test access to
files in server devices

Initial view:

Left side: selected
directory of the file
system on PC.

Right side: file system
of the server device.

The program
operated as MMS
protocol client using
file services.

? IEC 61850 File Transfer Tool

File Connection Transfer Help

E!@lil

~ | C:\Program Files (x86)\INFO TECH\61850 Avenuel

[FweifenLuo. WinFormsUL Docking.... 243176
[FweifenLuo. WinFormsUL Docking.dl 315880

Mame Size Date

L <DIR = 26.05.2020 08:55:24 :
I scu <DIR> 26,05.2020 08:55:24
£ [ne4] <DIR= 26,05,2020 08:55:24
£ [xs6] <DIR.> 26,05.2020 08:55:24
EAvenue.chm 1782795 05.05,2020 21:01:34
EAvenue.exe 585216 05.05,2020 21:01:34
EIECGlSEUFiIeTransFer.d‘lm 178356 05.05.2020 21:01:38
EIECGlSEUFiIETransFer.exe 879104 05.05.2020 21:01:38
Errsmso.n.dll 2234368 05.05.2020 21:01:34
EIECGIBEU.Net.dII 1654272 05.05.2020 21:01:36
ﬁSystem.Daia.SQLibe.dll 368640 05,05.2020 21:01:36
EUninsbll.exe 56526 26.05.2020 08:55:24

05.05.2020 21:01:36
05.05.2020 21:01:36

Mame

Size

Date

INFO TECH
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File Transfer Tool — connection to
server device as a file server

From Connection
menu select
Connect command.

Next, enter an |IP
address of the server
device to connect to.

Port number 102 is
default for MMS
which is used for file
transfer.

if |IEC 61850 File Transfer Tool
File Connection Transfer Help

@ O B
F11

7@

Disconnect

(2= ~ | C:\Program Files (x86)\INFO TECH5 1850 Avenuel

Mame Size Date Mame
L <DIR> 26,05, 2020 08:55:24 |

£ [scL <DIR:> 26.05,2020 08:55:24

£ xe4] <DIR> 26.05.2020 08:55:24

£ [xaa] <DIR= 26.05,2020 08:55:24

P avenue.chm 1782795 05.05.2020 21:01:34
Flavenue.exe 585215 05.05.2020 21:01:34

[F1ecs 1850FieTransfer.chm 173356 05.05.2020 21:01:33
[1ecs1850FieTransfer. exe 879104 05.05.2020 21:01:38
Frrs1a50a.di 2234368 05.05,2020 21:01:34
Fl1ecs1850.Met.dll 1654272 05.05.2020 21:01: 36

[ system.Data.50Lte.dl 363640 05.05,.2020 21:01: 36
Funinstall.exe 56525 26,05, 2020 08:55:24
EWeifenLuo.WinFormsUI.Doddng. e 243178 05.05,2020 21:01:35
[FweifenLuo. WinFormsULDocking.dl 315880 05.05.2020 21:01:36

Select server address
P EE. 0.0 .1 Port [102
Connect to |[EC 61850 server
Cancel

INFO TECH

your partner in R&D

95



File Transfer Tool — view of the file
system in the server device

Note:

o I IEC 61850 File Transfer Tool — O *
IEC 61850 Edltlon 1 File Connection Transfer Help
' B(SB: 7@
allows server devices . & x| 7 e
to present thelr flle [ ~ | C:\Program Files (x85)\INFO TECHG 1850 Avenue) 127.0.0.1:102Y
system as hierarchical | sie pate Name Sz pate
. : . Trl <DIR> 26.05.2020 08:55:24 || [lpemo.icd 36744 2019-09-23 10:47:58
Wlth SUdereCtorleS' 21 [scL <DIR> 26.05.2020 08:55:24 | [ |Demo_Ed2.icd 30318 2019-09-23 10:4... |
21 x641 <DIR> 26.05.2020 08:55:24 || [lGoosePub.exe 2668544 2020-03-18 13:48:14
IEC 61850 Edltlon 2 21 [xa6] <DIR> 26.05.2020 08:55:24 | | [l1618505rv. exe 7250432 2020-03-18 13:48:10
ﬁ.ﬁ.venue.chm 1782795 05.05.2020 21:01:34 EINFOTECHSoftware License Agr... 26830 2020-02-1208:57:50
| |
1 1 Avenue.exe 585216 05.05.2020 21:01:34 ITIconSrv.ico 26054 2019-06-28 13:01:32
reqUIreS server deVICeS Fiece1850FieTransfer.chm 178356 05.05,2020 21:01:38 | | [ lLicense. txt 4021 2020-01-22 13:54:10
H Fliecs1850FieTransfer.exe 879104 05.05.2020 21:01:38 || T IReadme. txt 342 2020-02-12 08:50:28
to present a ﬂat flle Flrrs1ss0a.di 2234368 05.05.2020 21:01:34 || T JUninstall.exe 41217 2020-04-21 07:54:51
SyStem (aS SpeCified in F1ecs1850.Met.dl 1654272 05.05.2020 21:01:38
Flsystem.Data.sqLite.dl 368640 05.05,2020 21:01:36
MMS protocol) and [Fluninstall.exe 56526 26.05.2020 08:55: 24
EWeifenLuo.\";'inFu:-rmsUI.Dodcing.... 243178 05.05.2020 21:01:36
then the names Of [FwieifenLuo. WinFormsULDocking.dl 315880 05.05.2020 21:01:36
subdirectories (e.g.
COMTRADE) shall be
a part of the file name

— as shown here.

INFO TECH
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File Transfer Tool - file transfer
operations

The set of supported
operations is determined
when establishing
connection with the server
device.

Possible operations in
Transfer menu:

Get file — file reading from
the server

Send file — file writing to the
server

Delete file — file removal

Reread directory — refresh
of the file list

F IEC 61850 File Transfer Tool

File Cennection Transfer Help

®B|S

Mame

L
C1[scL

£l a4l

1 xa8]
E.ﬁ.venue.chm
Envenue.exe

[Fl1ecs1850FileTransfer. chm
[Flecs1850FileTransfer.exe

[Firmsiss0a.di
[Fl1ecs1850.Met.dl

[Fsystem.Data.50Lte.dI

EUninsiall.exe

EWeifenLuo.WinFormsUI.Dodﬂng. v
EWeifenLuo.WinFormsUI.Dodcing.dll

Reread directory

Ctrl+G
Ctrl+5

Del
Cirl+R

<DIR =
<DIR=
<DIR =
<DIR=
1782795
585216
178356
879104
2234368
1654272
368640
56526
243178
315880

127.0.0.1:102%

Mame Size Date
26,05,2020 08:55:24 EDemo.icd 36744 2019-09-23 10:47:58
26.05.2020 08:55:24 | [[T]Demo Ed2.icd 39318 2019-09-23 10:4... :
26.05.2020 08:55:24 EGoosePub.exe 2668544 2020-03-18 13:48:14
26.05,2020 08:55:24 EIGlSEUSrv.exe 7250432 2020-03-18 13:48:10
05.05.2020 21:01:34 EINFD TECH Software License Agr... 26330 2020-02-12 08:57:50
05.05.2020 21:01:34 El‘l‘[conSru.ico 26054 2019-06-28 13:01:32
05.05,2020 21:01:38 ELicense.txt 4021 2020-01-22 13:54:10
05.05.2020 21:01:38 EReadme.txt 342 2020-02-12 08:50:28
05.05,2020 21:01:34 EUnins’eII.exe 41217 2020-04-2107:54:51

05.05.2020 21:01:36
05.05,2020 21:01:36
25.05.2020 08:55:24
05.05,2020 21:01:36
05.05.2020 21:01:36

Get file from IEC 61830 server

INFO TECH
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61850 ICD Editor

A tool to create and modify SCL
files.

reach higher

INFO TECH

your partner in R&D

98



61850 ICD Editor allows to build an
ICD file of the server device

. 51850 ICD Editor - Untitled

File Edit View Help

M o s s e

¢ X B

ZalO)

| prefic |
~

itches with short circuit breaking
red to complete the logical modell
ening commands shall be subscrib,
al-time capability are available betw
are performed with a G5E-messag

Bl s TEMPLATE E Add new Logical Node
=-LD LDO
E‘ L_N LLNO Create new Logical Device
B-00 Beh Class XCBR
TVER
; [IA stVal [ST|  name LDO LN name |TVIR
DA q[5T] TWPH
.DAt[ST] | Tpe [IEC 61850-7-4 This LN is RS
f IEC 61850-7-4 example XSV
= LN LPHDI Logical Devie{[EC 61400-25 represents YEFN
: ogical Devic - - YLTC
E-D0 PhyNam EC 61850-7-410 Z‘;E'rf:;": YPSH v
i ‘DA vendor [ oK IEC 61850-7-420
E-D0 PhyHealth @-[7] DO [O] NamPit
DA stVal [ST) &- [l Do [M] Beh
: Add LD E-[7] D0 [C] Health
Create new IED X
&-[] no [0] Blk
[EC 61850 version | Edition 2 Amd.1 -~ -] Do [C] Mod
o Edon T &[] o [C] CmdBlk
name H
&[] Do [O] InRef
Manufacturer &[] 0o [O] BlkRef
e | @[] po [O] EEName
o &[] Do [O] EEHealth
= | o [ 00 [0] Lockey
Cancel E'IE‘ Do [M] Loc

& [@] Do [M] OpCnt

From scratch (new IED, new
LD, new LN) or by
modification of an existing file.

INFO TECH
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&[] po [0] CBOpCap
&@-[C] no [0] POWCap
&[] po [0] MaxOpCap
@-[7] no [0] Dsc

@-[7] Do [0] SumSwARs
&-[] o [O] LocSta

~

Add LN
with selection

of optional
DO and DA

¥ Control Block Editor

Control block type

Mame
DataSet

Report ID

Buffering time

Config revision

[~ DataSet

[T Entry D

— Option fields
[~ Sequence number

[~ Time stamp

[~ Reason code

[~ Data reference

[~ Configuration revision

I~ Buffer overflow

X
Unbuffered Report CB j
Unbuffered Report CB
Buffered Report CB

1000 Integrity period |0 =

|<]:

1 _:| Instances I1 _|:

[~ Control block is indexed

Add RCB, GCB,
SGCB, SVCB
with attributes
settings

[~ General interrogation

 Triggering optiens
[~ Data change

reference [~ Quality change

[~ Data update

[ Integrity scan

o]

Cancel |
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61850 ICD Editor

- edting data model

. 61850 ICD Editor - Untitled

File Edit View Help

- o x|

] Dﬁ‘%ﬂ%ﬂ%ﬂ%sﬂip‘ k4

B mas TEMPLATE
B-LD LDO
& LN LLND
&-LN LPHD1
g. an
Ezl--DD Configure services ...
| Add Logical Device ...
I Add Logical Node ...
N |
Copy LN ...
E-DO ey
1 Add Control Block ...
| Add Dataset ...
-1 Add Inputs ...
.|
Edit selected element

Edit private enums
Delete selected element

Expand selected element

Edit structure of Collapse selected element

INFO TECH
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E Legical Mode editor

— O X

Definition IIEC 61850-7-4

Prefix I
LN name ICSWI‘I

] tNclass [cswi -]
LN class ICS'."."I Instance |1 _:I

LM namespace I

This LN class shall be used to control all switching conditions above process level, CSWI shall
subscribe the data POWCap ('peint-on-wave switching capability”) frerm XCER if applicable. If a
switching command (for example Select-before-Operate) arrives and point-on-wave switching
capability' is supported by the breaker, the command shall be passed to CPOW. OpCpn and OpCls
shall be used if no real time services are available between CSWI| and XCBR (see GSE in IEC 61850-7-2).

-] DA [0] subQ [SV]

-[7] DA [O] sublID [5V]

-] DA [O] blkEna [BL]
E-[] pa [0] pulseConfig [CF]
- [l DA [M] ctiModel [CF]
RRPN o Tmeout (CF|
-[7] DA [0] sboClass [CF]
[ oa [C] operTlimeout [CF]
-[7] pa [0] d [DC]

-[7] na [0] dU [DC]

[T DA [0] edcMame [EX]
[ DA [C] datals [EX]

-] DA [0] SBO [CO]

&[] DA [0] SBOw [CO]
&-[7] DA [0] Oper [CO]

&[] DA [O] Cancel [CO]
5[] Do [O] PosA

5. [7] b0 [0] PosB

&-[[] po [0] PosC

~  |Specifies the timeout according to the
control model of IEC 61850-7-2 that
corresponds to the behaviour of the data.
The value shall be in ms.

Conditional: Element is mandatory if
declared control model supports 'sho-
with-normal-security’ or 'sbo-with-
enhanced-security’

Type: INT32U

Cancel |

Any added LN
can be later
modified by
adding/deleting
optional DOs and
DAs.
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61850 ICD Editor - presetting DA
values

. 61850 1CD Editor - Untitled

File Edit View Help

] Dﬂ‘*ﬂ%ﬂ%s*sﬁJ s X‘ (ﬁ?

- mss TEMPLATE
B-LD LDD

- LN LLNO

E-LN LPHD1

LN CSWI

El-DO Beh

DA stVal [5T]
DA q [ST]
DA t[5T]
Cl-D0 Pos
DA stVal [ST]
DA g [ST]
DA t[5T]

iy ctifiodel [

El- 00 Posi

- DA stVal [5T]
DA q[5T]
DA t[ST]

- DA ctiModel [

Configure services ...
Add Logical Device ...
Add Logical Node ...
Copy LN ...

Add Control Block ...
Add Dataset ...

Add Inputs ...

Edit selected element

Edit private enums
Delete selected element

Expand selected element

Collapse selected element

Specifies the control model of IEC
61850-7-2 that corresponds to the
behaviour of the data. NOTE 2 If a data
instance of a control class has no status
information associated, then the
attribute stVal does not exist, In that
case, the value range for ctiModel is
restricted to direct-with-normal-
security and sbo-with-nermal-security.

Data attribute values can

Edit structure of selected element

INFO TECH
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Mame LDO/CEWI . Pos.ctiModel

e be preset if needed.
Standard defined enums
are supported.
EEditvaIue hod

Value sbho-with-normal-security

status-cnly

OK | direct-with-normal-security

DA ctiMod

sho-with-normal-zecuri
direct-with-enhanced-security
sho-with-enhanced-security
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61850 ICD Editor - LNs with DOs
containing array types

¥, Logical Node editor

— O

Definition

Prefix INew LN class

[1EC 61850-7-4

II\-‘1H-'1\| Instance |1

=] iNclass  [mHal

F. 61850 1CD Editor - Untitled

File Edit View Help

M

g g o

@

[ pA [M] numCyc [CF]

[ DA [M] evalTm [CF]

-[C] DA [0] angRef [CF]

7] DA [0] smpRate [CF] v

X

LM name INewMHAH LN namespace I - wz2 TEMPLATE Harmonics or interharmonics. This
2-LD LDO logical node is used for calculation of
Harmonics or interharmonics, This logical node is used for calculation of harmonics or interharmoni B LN LLNO harmenics or interharmenics in a
in a three-phase system. three-phase system.
E-LN LPHD1
- LN CSWIT
EN Y MewMHAIT
E||:| DO [C] NamPlt #  |This array shall contain the harmenic ang E-DO Beh
IZ!I:‘ Do [O] Blk subharmonics or interharmaonic valiies DA stWal [5T]
&-[7] Do [C] ClcExp Mew array size for HA.phsAHar O DA g [5T]
& [@ Do [M] Beh . DA t[ST]
&[] Do [0] Health — E-DO HA
&[] po [C] Mir Mew size |3?. =i Bl D0 phsAHar <32>
&[] DO [0] Cleh:xtTmms B 1% [0]
=[] po[0]HA | E-DA cVal [MX]
E‘lil Do :
E||:| Do [0] Instantiate DO oK C |
=[] oo [0] Add Private DO _ anee N\
e-[Cooo] Add DO from oth
EJ--D Do [O] v
&[] o [0] Remove DO o e
DA [M] Change array size

INFO TECH
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Cancel |

Array size can be set (default is 32).



61850 ICD Editor - Dataset creation by
selection of elements from the data model

¥ Dataset Editor - [m} *
Logical Device  |LDD -
Logical Node | NewMHAIT ~|
= Mame |DS1 BUttOnS
Any deflned dataset Reference |LDD_e’NewMHAI1SDS1 for
can be later re-edited S e e 4+ changing
f d d LDO/LPHD1.Proxy [ST] /
It needed. , Boosen der of
F-LN LPHDT ﬂ order o
S o elements
Scswn in dataset.
| DO Beh
Eil--[ID Pos ~
é--in:e:ﬁ;;\n E&Button for
brow — removing
Button for addinga __ - element of
selected element of dataset.
data model to dataset.
Note that in Ed.2.1 also
indexed data can be
elements of datasets.
Cancel

INFO TECH
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61850 ICD Editor - control blocks

¥ 61850 ICD Editor - Untitled

File Edit View Help

E-LD LDD

E| LH I!!
E-LNL
E-LNC

&.DC

Configure services ...
Add Logical Device ...
Add Logical Nede ..
Copy LN ...

Add Centrol Block ..
Add Dataset ...

Add Inputs ...

Edit selected element

Edit private enums
Delete selected element

Expand selected element

Collapse selected element

Add new Contrel Block to Logical Nede

E Control Block Editor

Buffered Report CB

Mame

DataSet D51

Unbuffered Report CB

GOOSE CB
Unicast 5V CB
Multicast 5V CB
Setting CB

Report ID I

Buffering time  |1000

Config revision I'I _q

21 Integrity period I'D _|:

Instances

 Option fields
¥ Sequence number
¥ Time stamp

¥ DataSet reference
¥ Reason code

¥ Data reference

v Entry ID

v Buffer overflow

v Configuration revision

[~ Control block is indexed
— Triggering eptions

|v Data change

v Quality change

[~ Data update

[V Integrity scan

|v General interrogation

INFO TECH
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Cancel |

URCB, BRCB,
GoCB, USVCB,
MSVCB and
SGCB can be
added to the data
model and initially
preset.

Any defined
control block can
be later re-edited
if needed.
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61850 ICD Editor - private Logical
Nodes

¥ Logical Node editar

- O X

Definition IIEC 61830-7-4

Prefix I LM class
LM name ICSWI‘I LM namespac

| Ncass [cswi -

ICS'\"."I Instance |1 _I;

Private LN class and
instance can be defined with

This LM class shall be used to control all switching cond
subscribe the data POWCap ('point-on-wave switching
switching command (for example Select-before-Operat
capability’ is supported by the breaker, the command s
shall be used if ne real time services are available betwe

=[] po [C] NamPlt
&[] 0o [0] OpOpn
&[] no [0] SelOpn
&[] no [0] OpCls
&[] po [0] SelCls
&[] 0o [0] Loc
&[] DO [O] LocKey
&[] po [0] Blk

Instantiate DO

Add Private DO

Add DO from other LM
Remove DO

E! 0o (O
&[] no [0]

Change array size

&[] po [0] PosC
@[] no [0] SwhodKey
&[] b0 [C] CmdBlk

A

the use of DOs from other

. Add DO from other LN - O X . .
LN classes or using defined
Definition ~|IEC 61350-7-4 | private DOs.
LN class PTOC »| DOname |Tmast |
Axis specification and points of the active curve defined y i, Add private data object N 0 X
or one of "“TmAChr'
DO name IM}’DO
DO type IACD j
Enurneration I j Ldd | Edit |

o]

INFO TECH

Data namespace IMyNameSpace

Directional protection activation information (ACD)

Cancel |

your partner in R&D
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61850 ICD Editor — private enums

Edit private enumerations

x

~

+*
Ld
X

T~

Definition of private enum type:
Continuous range of integer values
with assigned user-defined names.

t
=1}
=]
I
[l

INFO TECH
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Enumeraticn editor ot
MName INewEnum
Crd Value @
1 ldle |t
2 Slow-run '
3 Fast-run
4 Overspeeding
5 Failure +
£ >
Cancel |
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parameters setup

61850 ICD Editor - data model

F. 61850 1CD Editor - Untitled — O *
File Edit View Help P, Edit server services O x
IE2alk 5 %% Y WAL 1K
D LN CB DS INP = ClientServices (TClientServicesEd2_1) "
: W ~ | IED: Tl CommProt (TCommProt)
D Configure services ... Editiol .
. . . T ConfDataSet (TServiceForConfDataSet)
& Add Logical Device ... ype
B ) Manu ConfLdMame (TServiceYesMo)
Add Logical Node ... Descri
Bl ConfLNs (TConfLMs)
Copy LM ...
- ; ]
Add Control Block .. [+ |ConfLogControl (TServiceWithMaxMonZero)
- ;
Add Dataset ... [+ | ConfReportControl (TServiceConfReportControlEd2_1)
Add Inputs ... ConfsigRef (ToerviceWithMaxMonZero)
DataObjectDirectory (TServiceYesMo)
Edit selected el t
b selected lemen DataSetDirectory (TServiceYesMo)
Edit privat;
B e — = |DynAssociation (TServiceWithOptionalMax)
Delete selected element I-security) Available ¥ (True)
Expand selected element Max 4
Collapse selected element = |DynDataSet (TServiceWithMaxAndMax Attributes)
i W
DA[ST] Available W (True)
DA ctiModel [CF] max 10
E-p0 MyDO > 30
- DA general [ST] FileHandling (TServiceVesho)
- DA dirGeneral [5T] GetCEVal (TserviceYesNo)
alues erviceYesMNo
DA q[ST]
DA t[ST] GetDataObjectDefinition | (ToerviceYesMo)
T AR TTMT A R o e o o GetDataSetValue (TServiceYesNo)
GetDirectory (TServiceYesMo)
GOOSE (TServiceWithMax) v
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61850 ICD Editor - XML Editor and
ICD file validation

Validation & XML editor - o x
\ 3 oA F=n Al
check button VEBIXREE" e @
<?xml wersion="1.0" encoding="UTF-5"7> ~
Information X [1<SCL xmlns="http: ffwww.iec.chf61850/2003/SCL" xmlns:x=i="http: ffwww.w3.org/2001 /ZMLSchema-instance" wversion="2007" revision=
3 <Header id="" revision="1" version="0" toolID="INFO0 TECH ICD Editor" name3tructure="IEDHame":>
4 T </Header:
[CD file is valid 5 [ <Communication:
=] <SubHetwork name="51">
7 I$_| <ConnectedAP iedNstnme="TEMPLATE" aplNswne="P1":>
= =] <Address>
»" 0K El <P type="IP">127.0.0.1</P>
10 <P type="IP-SUBHET":>255.255.255.0</P>
i1 <P type="0SI-AP-Title">1,3,9999 33</P>
1z <P type="05I-AE-Qualifier”:>23</P>
13 <P type="0SI-PSEL">00000001</P>
14 <P type="0SI-SSEL">0001</P:>
15 <P type="0SI-TSEL">0001</P>
16 </Address:
17 |[ </ ConnectedAP:
18 |[ </ SubHetwork>
19 || </Communication:
20 I$_|_ <IED name="TEMPLATE" configVersion="1.0" type="" manufacturer="" desc="":>
21 = <Services namelength="64">
UnlOCk/IOCk 22 <DynAssociation max="4"/>
23 <SettingGroups/ >
button for 24 <GetDirectory/>
25 <GetDatabDbjectDefinition/ >
I Z6 <DataObjectDirectory/ >
manua 27 <GetDataSet¥alue/ >
— 28 <DataSetDirectory/ >
edltlng_ Z9 <ConfDataSet max="0" maxlittributes="0" modify="true"/> 2
< >
A

NFfO TECH
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Possible applications of
61850 ICD Editor program

[0 Creation and modification of ICD/CID file for the device under
configuration.

[0 Processing of an ICD file into a CID file (addresses, datasets,
parameters of control blocks).

[0 Creation and modification of ICD/CID file to be used for server
device simulation (e.g. with the use of INFO TECH 61850 SCL
Runner tool).

[0 Modification of ICD/CID file for the IEC 61850 client program

(e.g. 61850 Avenue client), for example to enable execution of
negative test cases on the server device.

INFO TECH
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Contact:

www.infotech.pl

INFO TECH sp.j.
Edisona 14

PL 80-172 Gdansk
Poland

office@infotech.pl

Tel. (+48) 58 3018527
Mob. (+48) 602 799756

INFO TECH
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reach higher
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